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(57) Abstract 

Various Improvements to sieganographic systems, and applications therefore, are disclosed. The impTovements include fscilitating 
scale and rotation legistration for steganographic decoding by use of rotatlonally symmetric steganograptiically embedded patterns 
and subliminat digital graticules; improved techniques for decoding wUtiout access lo unencoded originals; improving robustness of 
steganogniphlc coding in motion pictures and/or In the presence of lossy compressioa/decompression; and representing data (1690) by 
patterned bit cells (802) wliose energy in the spatial domain facilitates decoding registration (16^). Applications include entianced-security 
financial transactions, counterfeit resistant identification cards, fraud deteireni systems for cel^ukr telephony, covert modem chanitels in 
video transmissions, photo duplication Icioslcs with automatic copyright detection, and hodlnked Image objects (e.g.. with embedded URLs) 
for use on the IntcineL 
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COMPUTER SYSTEM I.INKRD BY TTSWn 
INFORMATION IN D ATA OBJECTS 

Backproand of the Tnventimi 
Hiding data in imageiy or audio is a technique well known to artisans in the field, 
5 and is termed "steganography." There are a number of diverse approaches to, and 
applications of, steganography. A brief survey follows: 

British patent publication 2,196,167 to Thorn EMI discloses a system in which an 
audio recording is electronically mixed with a marking signal indicative of the owner of 
the recording, where the combination is perceptually identical to the original. U.S, patents 
10 4,963,998 and 5»079,648 disclose variants of this system. 

U.S. Patent 5,319,735 to Bolt, Berenak & Newman rests on the same principles as 
the earlier Thorn EMI publication, but additionally addresses psycho-acoustic masking 
issues. 

U.S. Patents 4,425,642. 4,425.661, 5,404377 and 5.473,631 to Moses disclose 
15 various systems for imperceptibly embedding data into audio signals - the latter two 
patents particularly focusing on neural network implementations and perceptual coding 
details. 

U.S. Patent 4,943,973 to AT&T discloses a system employing spread spectrum 
techniques for adding a low level noise signal to other data to convey auxiliary data 
20 therewith. The patent is particularly illustrated in the context of transmitting network 
control signals along with digitized voice signals. 

U.S. Patent 5,161,210 to U.S. Philips discloses a system in which additional low- 
level quantization levels are defined on an audio signal to convey, e.g., a copy inhibit code, 
therewith. 

25 U.S. Patent 4,972,471 to Gross discloses a system intended to assist in the 

automated monitoring of audio (e.g. radio) signals for copyrighted materials by reference 
to identification signals sublitninally embedded therein. 

U.S. Patent 5,243,423 to DeJean discloses a video steganography system which 
encodes digital data (e.g. program syndication verification, copyright marking, media 

30 research, closed captioning, or Like data) onto randomly selected video lines. DeJean relies 
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on televbiiun sync pulses to trigger a stored pseudu random sccjueiice whicl) is XORcd with 
the digital data and combined with the video. 

European application EP 581,317 discloses a system for redundantly marking 
images with multi-bit identification codes. Each "1 " ("0") bit of the code is manifested as 
5 a slight increase (decrease) in pixel values around a plurality of spaced apart "signature 
points." Decoding proceeds by computing a difference between a suspect image and the 
original, unencoded image, and checking for pixel perturbations around the signature 
points. 

PCT application WO 95/14289 describes the present applicant's prior work m this 

10 field. 

Komatsu et ai., describe an image marking technique in their paper "A Proposal on 
Digital Watermark in Document Image Communication and Its Application to Realizing a 
Signature," Electronics and romTnunications in Jap^. Part 1, Vol. 73, No. 5, 1990, pp. 22- 
33. The work is somewhat difficult to follow but apparently results in a simple yes/no 
15 determination of whether the watermark is present in a suspect image (e.g. a 1 bit encoded 
message). 

Others embed the information "in-band" (i.e. in the visible video signal itse!f). 
Examples include U.S. Patents 4,328,588, 4,595,950, and 5,319,453; European application 
441,702; and Matsui et. aU "Video-Sieganography: How to Secretly Embed a Signature in 
20 a Picture," IMA Intellectual Property Project Proceedings- January 1994, Vol, 1, Issue 1, 
pp. 187-205. 

Copyright marking of video and multimedia is found in "Access Control and 
Copyright Protection for Images (ACCOPI), WorkPackage 8: Watermarking," June 30, 
1995, 46 pages. TALISMAN, appears to extend certain of the ACCOPI work. 
25 A British company, Highwater FBI. Ltd., has introduced a software product which 

is said to imperceptibly embed identifying information into photographs and other 
graphical images. This technology is the subject of European patent applications 
9400971.9 (filed January 19, 1994), 9504221.2 (filed March 2, 1995). and 9513790.7 (filed 
July 3. 1995), the first of which has been laid open as PCT publication WO 95/20291. 



30 
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3 



Brigf Descriptifwi Of Thenrawiups 
Fig. 1 is a simple and classic depiction of a on& dimensional digital signal which is 
discretized in both axes. 

Fig. 2 is a general overview, with detailed description of steps, of the process of 
S embedding an "imperceptible** identification signal onto another signal. 

Fig. 3 is a step-wise description of how a suspected copy of an original is identified. 
Fig. 4 is a schematic view of an apparatus for pre-exposing film with identification 
information. 

Fig. 5 is a diagram of a "black box" embodiment. 
10 Fig. 6 is a schematic block diagram of the embodiment of Fig. 5. 

Fig. 7 shows a variant of the Fig. 6 embodiment adapted to encode successive sets 
of input data with different code words but with the same noise data. 

Fig. 8 shows a variant of the Fig. 6 embodiment adapted to encode each frame of a 
videotaped production with a unique code number. 
15 Figs. 9A-9C are representations of an industry siandard noise second. 

Fig. 10 shows an integrated circuit used in detecting standard noise codes. 
Fig. 1 1 shows a process flow for detecting a standard noise code that can be med in 
the Fig. 10 embodiment. 

Fig. 12 is an embodiment employing a plurality of detectors. 
20 Fig. 13 shows an embodiment in which a pseudo-random noise frame is generated 

AxMn an image. 

Fig. 14 illustrates how statistics of a signal can be used in aid of decoding. 

Fig. 15 shows how a signature signal can be preproccssed to increase its robustness 
in view of anticipated distortion, e.g. MPEG. 
25 Figs. 16 and 17 show embodiments in which information about a file is detailed 

both in a header, and in the file itself. 

Figs. 18-20 show details of embodiments using rotationally symmetric patterns. 

Fig. 21 shows encoding "bumps" rather than pixels. 

Figs. 22-26 detail aspects of a security card. 
30 Fig. 27 is a diagram illustrating a networic linking method using information 

embedded m data objects that have inherent noise. 
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Figs. 27A and 27B show a typical web page, and a step in its encapsulation into a 
self extracting web page objea. 

Fig. 28 is a diagram of a photogr^hic identification document or security card. 

Figs. 29 and 30 illustrate two embodiments by which subliminal digital graticules 
5 can be reaiized. 

Ftg. 29A shows a variation on the Fig. 29 embodiment. 

Figs. 3 1 A and 31B show the phase of spatial frequencies along two inclined axes. 

Figs. 32 A - 32C show the phase of spatial frequencies along first, second and third 
concentric rings. 

10 Figs 33 A - 33£ show steps in the registration process for a subliminal graticule 

using inclined axes. 

Figs. 34A - 34E ^ow steps in the registration process for a subliminal graticule 
using concentric rings. 

Figs. 35A - 35C shows further steps in the registration process for a subliminal 
IS graticule using inclined axes. 

Figs. 36 A - 36D show another registration process that does not require a 2D FFT. 

Fig. 37 is a flow chart summarizing a registration process for subliminal graticules. 

Fig. 38 is a block diagram showing principal components of an exemplary wireless 
telephony system, 

20 Fig. 39 is a block diagram of an exemplary steganographic encoder that can be used 

in the telephone of the Fig. 38 system. 

Fig. 40 is a block diagram of an exemplary steganographic decoder that can be used 
in the cell site of the Fig. 1 system. 

Figs. 41 A and 41B show exemplary bit cells used in one form of encoding. 
25 Fig. 42 shows a hierarchical arrangement of signature blocks, sob-blocks, and bit 

cells used in one embodiment 

Fig. 43 shows a general overview of a computer system linked by using 
information embedded in the objects. 

Figs. 44-59 arc representative computer screens generated in accordance with 
30 the present invention. 
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Fig. 60 is a basic overview of how a traditional file header can be replaced by 
a pointer to a database location where header informadon resides. 

Fig. 61 expands on Fig. 60 by illustrating that a pointer to a remote location 
can coexist with existing data file formats which might include headers. 
5 Fig. 62 is a basic map showing how an instrument or application can associate 

a pointer attached to an object to some remote digital storage location. 

Fig. 63 is a condensed depiction of a process that an instrument or application 
might go through in resolving and acting upon remote information pointed to by an 
attached pointer. 

10 Fig. 64 graphically illustrates that attached information can actually be 

sequences of actions or muldple sets of information. 

Fig. 65 shows how the basic principles of master identity objects can be used 
to fuel a reporting network wherein a central location can "keep track" of where its 
copies migrate. 

15 Detailed DescHptinn 

In the following discussion of an illustrative embodiment, the words "signal*' 
and "image" are used interchangeably to refer to both one, two, and even beyond two 
dimensions of digital signal. Examples will routinely switch back and forth between 
a one dimensional audio-type digital signal and a two dimensional image-type 

20 digital signal. 

In order to fully describe the details of an illustrative embodiment, it is 
necessary first to describe the basic properties of a digital signal. Ftg. 1 shows a 
classic representation of a one dimensional digital signal. The x-axis defines the 
index numbers of sequence of digital "samples," and the y-axis is the instantaneous 

25 value of the signal at that sample, being constrained to exist only at a finite number 
of levels defined as the "binary depth" of a digital sample- The example depicted in 
Fig. 1 has the value of 2 to the fourth power, or "4 bits," giving 16 allowed states of 
the sample value. 
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Far audio iafonnatioD such as sound waves, it is coauncmly accepted that tbe digitization process 
discretizes a continuous pbesomena both in tbe time domain and in the sigoal level domain. such, ihc 
process of digitization itself imroduces a fundatnentai error source, in that it caonoc record detail smaiier 
than the discretization interval in either domain. The tadosoy has referred to thiSi among other ways, as 
5 "aliasing" in die time domain, and "quantization noise' in the signal level domaiD. Thus, there will always 
be a basic error floor of a digital signal. Pure quantization noise, measured in a root mean square sense, 
is theoretically known to have the value of one over the square root of twelve, or about 0.29 DN, wher? 
DM stands for 'Digital Number' or the fmest unit increment of the sigoal levd. For example, a peifeci 
12-bit digitizer will have 4096 allowed DN with an mnate root mean square noise floor of -0.29 DN. 
10 AH known physical measuiemem processes add additional noise to the transfbtmation of a 

continuous signal into die digital fbnn. The quantization noise typically adds in quadratore (square root of 
the tnean squares) to the "ao^og noise* of the measurement process, as it is sometimes referred to. 

WidL ahzrost all commercial and technical processes, the use of the decibef scale is used as a 
measure of signal and noise in a given recording medium. The expression *sigsai-co-iioise ratio' is 
15 generally used, as it will be in diis disclosure. As an example, this disclosure refiers to signal to ODise 
ratios in terms of signal power and coise power, thus 20 dB represents a 10 times increase in signal 
amplitude. 

In smmnary, this embodiment embeds an N-bit value onto an eiuire signal through the addition of 
a very low amplitude encodation sig^iai which has the [ooic of pure ooise, N is usually at least 8 and is 

20 capped on the higher end by ultimate signal-co-ooise CQosideraiions and "bit error" in retrieving and 

decoding die N-bit value. As a practical maiter. N is chosen based on application specific ccnsidenitxons, 
such as die number of unique di^erent "signatures* that are desired. To illustrate, if N»12S, then the 
number of unique digital signatures is in excess of 10*^8 (2*^128). This umnber is believed to be more 
than adequate to both identiiy die material with sufficient statistical certainty snd to index exact sale and 

25 distribution mfocmation. 

The amplitude or power of this added signal is determined by the aesthetic and infozmanonal 
considerations of each and every ^plication using die present methodology. For instance, 
n<H2-professional video can stand to have a higher embedded sigtiai Level without becoming noticeable to 
the average humaif eye, while high precision audio may only be able to acapt i relatively szziall signal 

30 level lest the human ear perceive an objectiooable increase in 'hiss.' These statements are generalities and 
each qipiicadan has its own set of criteria in choosing the signal level of the embedded identification 
signal. Tbe higher the level of embedded signal, the more corrupted a copy can be and sdll be idendiled. 
On the other hand, tbe higher the level of embedded signal, the more objectionable the perceived noise 
might be, patennally impacting the value of the distributed matenai. 
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To iDusime the range of differenc applications to wbidi applicant's techaoiogy can be applied, the 
present qjecifkacioii dctaUs iwo different systems. Ue tot (tenned, for lack of a bencr name, a "batch 
encoding* system), applies identification coding to an existing data signal. Hie second (termed, for lack of 
a better name, a "real time encoding " system), applies idcntificarion codmg to a signal as it is produced. 
5 Those skilled in the art will recognize that Ac principles of applicant's leclinoiogy can be applied in a 
number of other contexts in addition to these particularly described. 

The discussions of these two syaiems can be read in either order. Some readers may find (he 
latter more intuitive than the fbimer; for others the contrary may be true. 

to BATC^ ENCODING 

The following discussion of a fint class of emhodimcms is best prefaced by a section defming 
relevant tenns: 

Tlie originai signal refers to either the originai digital signal or ±e high quality digitized copy of a 
non-digital original. 

15 The N-bit identification word refers io a unique ideotificatiOQ binary value, typically having N 

range anywhere fccm 8 to 123, which is the identification code uitimatefy placed oiud the original signal 
via the disclosed transformation process. In the illustrated embadimeni. each M-btt identification word 
begins with the sequence of values *0101/ which is used to determine an optimization of the signal-to- 
noise ratio in die idetuification procedure of a suspect signal (see definition below). 

The m'th bit value of the N-bit identification word is either a zero or one corresponding to the 
value of the m'di place, reading left to right, of the N-bit word. E.g., die first (m = 1) bit value of the 
N=8 idenrificaiion word 01 110 100 is the value '0;* the second bit value of this identificatiou word is 'T, 
etc. 

The m'th individual embedded code signal refers to a signal which has dimensions and extent 
precisely equal to die origiinal signal (e.g. both are a 512 by 312 digital image), and which is (in die 
iUustrated embodiment) an independent pseudo-random sequence of digital values. "Pseado" pays homage 
to the difficulty in philosophiGally defining pure randomness, and also indicates that there are various 
acceptable ways of generating the 'random' signal. There will be exactly N individual embedded cede 
signals assodaicd «iih any given original signal. 

The acceotafale perceived poise level refers to an application^spedfic determination of bow much 
"extra noise,* i,e. amplitude of the composite embedded code signal described next, can be added to the 
original signal and still have w, acceptable signal to sell or otherwise distribute. This disclosure uses a 1 
dB increase in noise as a typical value which might be acceptable, but this Is quite aibitrary. 

The oomtwsiie embedded c pHa gifrnai refers to the signal which has dimensicns and extent 
precisely equal to the original signal, (e.g. both are a 512 by 5 12 digital im^e), and which contains the 
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addhioQ and approprute anmuafioa of the N mdividuai embedded code signals. The individual en^iedded 
signals are generated on an arbitntry scale, whereas the axnplinide of the composite signal nnisc not exceed 
cbe pre-set acceptabie perceived noise level, heoce the need for ^atteQuaiion" of the N added indivUhiai 
code signals, 

5 The di^bocable signal refers to the nearly similar copy of the original signal. ccw BiMia g of die 

original signal plus the composite embedded code signal. This is the signal which is distributed to die 
outside conmniniiy, liaving only slightly bigher but aocepuMe "lanse propones" dua ibe original. 

A susnea signal refers co a signal whidi has the general appearance of the adptsd XMi dHoibiaed 
signal and whose potential Identification match to die origiaal is being questioned. The suspect signal is 

10 theo analyzed to see If it marches die N-bic ideotificadon word. 

The detailed mediodology of diis first embodiment begins by stadng diH the N-bit identificatioD 
word is encoded onto the originM signal by having each of the m bit values multiply their conesponding 
mdividual embedded code signals, ihe resultant being jffmmnhfprf the composite signal, the fully 
summed composite signal then being arteouated down to the acceptable perceived noise amplitude, and die 

15 resultant composite signal added to the original to become the distributable signal. 

The original signal, tbe K-btt identificatian waTd« and all N hxUvidual onbedded code signals arc 
then stored away ia a secured place. A suspect signal is then found. This signal may tiave nnriergone 
multiple copies, compressions and decompressions, resamplings onto different spaced digital signals, 
transfers &om digital to analog back to digital media, or any con^inaiion of these ixems. r£ the signal sdll 

20 appean similar to the original, i.e. its innate quality is not thoroughly destroyed by all of diese 

transformations and noise addinons, then dependmg on the signal to noise properties of die embedded 
signal, die idemificatian process should function to some objecnve degree of statisucal confidence. The 
extern of corruption of the suspect signal and die original acceptable perceived noise level are two tcey 
paiametecs in determinisg an expected confidence level of identificatioD. 

25 The identification process on die suspeaed signal begins by resampling and aligning the suspected 

signal onto the digital format and extent of die onginai signal. Thus* if an image has been reduced by a 
factor of two, it needs to be digitally enlarged by diat same factor. Likewise, if a piece of music has been 
"cut out,' but may still have the same sampling rate as the original, it Is necessary to tegisier this cui-out 
piece to die original, typically done by performing a local digital cross-correlation of tbe two signals (a 

30 commxni digital operadon). finding a what delay value diie correladon peaks, dien using diis found delay 
value to register the cut piece to a segment of the onginai. 

Once the suspect signal has been sample-spacing mflrehwi and registered to the original, the signal 
levels of die su^iea signal should be matched in an urn sense to the signal level of the onginai. This can 
be done via a search on die parameten of ofEsei, ampliiicanon, and gamma being cptimized by using the 
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mimmTim of tbe mean squared error between ihe two signals as a Imiaum of the three paraxneten. We 
can call the suspect signal normal ireri and registered at this poim, or just iioniiaUzed for convenioice. 

The newly matched pair then has the original signal subtracted fiom the oonnalized suspect signal 
to produce a difference signal. The diifexecce signal is then cross-correlated with each of the N lodmdual 
5 embedded code signals and the peak cnsss-conelaiioa value recoided. The first four bit code ('0101') is 
used as a calibraxor both on the mean values of ±e zero value atal the one vahie^ and on ftmher 
registration of die two signals if a finer signal to noise ratio is desired (i.e., the opdmai separanun of the 
0101 signal will InfiiraTft an optimal registration of the two sigoaU and will also indicate the probable 
existence of die N-bit identification signal being present.) 

10 The resulting peaic cross-correiarioa values will form a noisy series of floating point numbers 

which can be transformed into O's and I's by their proximity to the mean vahies of 0 and 1 found by the 
0101 calibration sequence. If the suspect signal has mdecd been derived from die original, the 
identificadon number resulting from the above process will match die N-bit identificanon word of die 
original, bearing in mind eidier predicted or unlaiown "bit error" statistics, Signal-to-ooise considerations 

15 will determine if there will be some kind of *l)ic error" in the ideneificatioa process^ leading to a form of 
X% probability of identificatioa where X might be desired to be 99.9% or whatever. If die suspect copy 
is indeed not a copy of dae original, an essentially random sequKice of 0*s and Ts will be produced, as 
well as an apparent lack of sq^aiation of die resultant values. This is to say, if the resultant values are 
plotted on a histcgranu the existence of the M-bit idemtfication signal will exhibit strong bi-level 

20 characiErisrics, whereas die nnn-exisience of the code, or the existence of a different code of a different 
original, will exhibit a type of random gaussian-like distribution. This histogram separation alone should 
be sufficient for an identification, but it is even stronger proof of identiikatian when an exact binary 
sequence can be objectively reproduced. 

2^ Specific Example 

Imagine that wc have taken a valuable picture of two heads of state at a cocktail pany, pictures 
which are sure to earn some reasonable fee in die commercial martet. We desire to sell this picmre and 
ensure diat it is not used in an unauthorized or uxu^mpcnsated manner. This and die foQowing steps are 
summarized in Fig. 2. 

30 Assunse the picmre is transfbrmed into a positive color print. We firsi scan diis into a digitized 

form via a normal high quality black and white scanner with a typical photometric spectral response curve. 
(It is possible to get bener uliimace signal to noise ratios by scanning in each of Uie three primary colon of 
die color image, but this nuance is not central to describing the basic process.) 
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Let us assume thai the scanneti image now becomes a 4000 by 4000 pixel mooachrome digital 
image with a grey scale acniracy defined by 12-bit grey values or 4096 allowed levels. We will call this 
the *ongiiial digital image* realizing that this is the same as our 'original signal'* in the ^ove definitions. 
Dining the sctmniirg process we have arbitrarily set absolute black to correspond to digital value 
5 '30'. We estimate that there is a basic 2 Digital Nun±er root ncan square noise existing on the original 
digital image, plus a theoretical noise (known in the industry as 'shot ooisc") of the square root of the 
bri^tness value of any given pixel. In fonnula, we have: 



<RMS Noue^> - sqn(4 + (V^-30)) (I) 



10 



Kere, i and m aie simple indexing values on rows and columns of the image ranging from 0 to 3999. 
Sqrt is the square root. V is the DN of a given indexed pixel on ±e original digital image. The < > 
brackets arouod (he RMS nnise merely indicates that this is an expected average value, where ic is clear 
Chat each and every pixel will have a random eitor individually. Thus, for a pixel vahie having 1200 as a 
15 digital number or "brightDfiss value% we find dial its ezpeaed nns noise value is sqn(1204) => 34.70, 
which is quite close lo 34.64, the square root of 1200. 

We funhermore realize that the square wot of the innate brightness value of a pixel is aot 
preciseiy what die eye perceives as a minimcm objectionable noise, thus we come up with the formula: 

20 <RMS Addablc Noisc^> = X*sqrt(4-h(V^„-30rY) (1) 

Where X and Y have been added as empirical parameten which we will adjust, and 'addable' noise refers 
Eo our acceptable perceived noise level from die defmiuoos above. We cow intend to experimeni mth 
what exaa value of X and Y we can choose, but we will do so a the same time thai we are performing 

25 die next steps in the process. 

The next step in our process is to choose N of our N-bit identification word. We decide diat a 16 
bit main tdeniiiicatian value with its 65536 possible values will be sufficiently Uo'ge to identify the image 
as onn, and ±at we will be directly selling no more than 128 copies of the image which we wish to track, 
giving 7 bits plus an eighth bit for an odd/even adding of die first 7 bits {i.e. an error chrrkiffg bit on the 

30 first seven). The total bits required now are at 4 bits for the 0101 cal&ration sequence, 16 for the main 
idemification, 8 for the version, and we now throw in another 4 as a ftirther error checking value on the 
fizst 23 bits, giving 32 bits as N. Tlie final 4 bits can use one of many industry standard error checking 
methods to choose its four values. 

We now randomly detenmne the 16 bit main ideodficanon number, finding fior example, 1 101 

35 0001 1001 1 1 10; our first versions of the original sold will have all O's as me version identifier, and me 
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error dieddng bits will fall out wbcre they may. Wc now have our unique 32 bit ideatificatioii word 
which we will embed od the original digital image. 

To do this, we geneiaie 32 indepcadent random 4000 by 4000 encoding images for each bit of our 
32 bit idendfication word. The manner of gcacraiijig these random images is revealing. There are 
5 numerous ways to generate these. By far the simplest is to turn up the gain on the same scanner diat was 
used to scan in die original photograph, only this time placing a pure blade image as the input, then 
scanning this 32 times. The only drawback to this technique is diai it does require a large amount of 
memory and that "fixed pattern'' noise wiU be pan of each tnd^endent 'noise image." But, the fixed 
pattern noise can be removed via normal *daric frame' subtraction techniques. Assume dial we sex the 
10 absolute black avenge value at digital number '100/ and that rather than finding a 2 DM rms noise as we 
did in tbe oormai gain setting, we cow find an rxos noise of 10 DN about each and every pixel's mean 
value. 

We next apply a mid-spatial-fnequeticy bandpass filter (spatial convolution) to each and evety 
independent random image, essentially removmg die veiy high and die very tow spatial frequencies from 

13 them. We remove the very low frequencies because simple real-world error sources like geometrical 
waiping, splotches on scanners, mis-registrations, and die like will exhibit diemseives most at lower 
frequencies also, and so we warn to concentrate our identifxcatioa sigmd at higher spatial frequencies in 
order to avoid these types of corruptions. Likewise, we remove the higher frequencies because multiple 
generation copies of a given image, as well as compression-decompression transformations^ tend to wipe 

20 out higher frequencies anyway, so there is no point in placing too much identificatioa signal into Uiese 
frequencies if they will be the ones most prone to being aaezmated. Therefore » our new filtered 
independem noise images will be dominated by mid-spatial frequencies. On a practical note, since we are 
using 12-bit values on our scanner and we have removed the DC value effectively and our new rms noise 
will be sUghdy less than 10 digital numbers, it is useful to boil this down to a 6*bit value ranging from -32 

25 through 0 to 31 as die resultant random image. 

Next we add ail of the random images togedier which have a T in their corresponding bit value 
of die 32-bit idencifrcaiion word, accutnuladag die result in a i 6-bit signed integer inu^e. This Is the 
unanenuated and un-scaled version of the composite embedded signal. 

Next we etperiment visually widi adding die composite etnbedded signal to die original digital 

30 image» through varying the X and Y parameten of equation 2. In formula, we visually iieraie lo both 
n^^ffl^i•7P X and to fiiui die appropriate Y in the following: 

= V^,„ + V«^,„*X*sqn(4+V^^/Y) (3) 
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where dist refers to the candidaie distriburable image, i.e. we arc visually iteracng to find what X and Y 
will give us an acceptable image; orig refers to the pixel value of the original image; and camp refers «t 
die pixel vahie of the composite image. The a's and m's sull index rows asd columns of die image and 
indicate thai this operation is done on ail 4000 by 4000 pixels. The symbol V is die DN of a given pixel 
5 and a given image. 

As an arbitrary assumphon, now, we assume diat out visual experimentanon has found that the 
vahie of X= 0.02^ and Y=0.6 are acceptable values when comparing die original image widi the 
candidaie dxstiibuiable image. Thb is to say, die distr^>ut3ble image with die 'extra noise" is acceptably 
close to die original in an aesdietic sense. Note that since our individual random images had a random mis 
10 noise value around 10 DN, and that adding approximately 16 of these images together wUl increase the 
composite noise to around 40 DN. die X multiplication value of 0.025 will bring die added rms noise back 
to around 1 DN, or half die amplinide of our innate not^ on die original. This is roughly a 1 dB gain in 
noise al the dark pixel values and correspondingly more at the brighter values modified by the Y vahie of 
0.6. 

15 So with these two values of X and Y, we now have constrncted our first versions of a 

distributable copy of the original. Other versions will merely create a new composite signal and possibly 
change the X slightly if deemed necessary. We now lock up the original digital image along widi the 
32-bit identi&caxzon word for each version, and the 32 mdependent random 4-bit linages, waiting for our 
first case of a suspected piracy of our original. Storage wise, diis is about 14 Megabytes for die original 

20 image and 32^.5byte9^16 million ^ —256 Megabytes for the random individual encoded images. This is 
quite acceptable for a single valuable image. Some storage economy can be gained by simple lossless 
compression. 

Finding a Suspected Piracy of opt Image 
25 We sell our image and several months later find our rwo heads of state in die exact poses we sold 

them in, seemingly cut and lifted out of our image and placed into anodicr stylized backgrt>nnd scene. 

This new "suspect' incge is being printed in 100,000 copies of a given ^"gn^nng issue, let us say. We 

now go about detennining if a portion of our orighiai image has indeed been used in an unauthorized 

manner. Fig. 3 sunnnarizes the details. 
30 The first step is to tato an issue of die magazbe, cut out the page with the image on it, then 

carefully bm not too carefidly cut out the two figures &om die background image using ordinary sdsson. 

If possible, we will cut out only one connected piece rather than die two figures separately. We paste diis 

onto a black background and scan this into a digital form. Next we electronically flag or mask out die 

black backgnnuKl, which b easy to do by visual inspectioQ. 
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We O0W piocuic the original digital image from our secured place aloag witii the 32-bit 
identificatioD word and the 32 individual em bed ded images. We place the original digital image otuo our 
computer screen "«ng standard image mmipulacioo software^ and we roughly cut along the same borders 
as our masked area of the suspect image, masking this image at the same cime in roughly the same 
3 manner. The word 'roughly' is used since an exact cutting is not needed, it merely aids the identification 
statistics to get it teasonabiy close. 

Next we rescale the masked suspect image to roughly match the size of our masked otigiiul digital 
image, that is, we digitally scale up or down the snspea image and nmghly overlay it on the original 
image. Once we have peribimed this rough legistradon, we then throw the two images into an aummated 

10 scaling and registration program. The program perfdnns a search on the three parameters of x position, y 
position, and spatial scale, with the figoie of merit being die mean squared error between dte cwo images 
given any given scale variable and x and y offset. This is a £uily standard image processing methodology. 
Typically this would be done using generally smooth intexpolation techniques and done to sub-pixel 
accuracy. The search method can be one of many, where the simplex method is a typical one. 

15 Once die optimal scaling and x-y position variables are found, next comes aiunher search on 

optimizing the blade level, brighmess gain, and gamma of the two images. Again, the figure of merit to 
be used is mean squared error^ and again the simplex or other search mediodologies can be used to 
Optimize the three variafales. After these three variables arc optimized, we apply their correaions to the 
suspect image and align it to exaaly the pixel sprang and ma^ang of the original digital image and its 

20 maslc We can now call this the standard mask. 

The next step is to subtraa the original digital image from the ncwiy oonnalized suspea image 
only within the standard mask region. Utis new image is called the difference image. 

Then we step throu^ all 32 indivichial random eixU}edded images ^ doing a local cross-corrdatioa 
between the masked di ffe rence image and the masked individual embedded image. 'Local* refers to the 

25 idea that one need only start correlating over an offset region of +/- 1 pixels of of&et between die nominal 
registration points of the two images found during the search procedures ^ve. The peak correlation 
should be very dose to the nominal registration point of 0,0 offset, andwccanaddihc3by3 correlation 
values together to give one grand conelatian value for each of the 32 individual bits of our 32-bit 
identification word. 

30 After doing this for ail 32 bit places and their corresponding random images, we have a 

quasi-floating poim sequence of 32 values. The first four values represent our calibration signal of 0101. 
We now take die mean of the ftnt and third floating poim value and call this floating point value *0,' and 
we take the nw^n of the second and the fourth value and call this floating point value '1.' We then step 
through all remaining 28 bit values and assign either a '0' or a 't ' based simply on which mean value they 

35 are closer to. Stated simply, if the suspect image is indeed a copy of our original, die embedded 32-bit 
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resulting code should match that of our records, and if it i5 not a copy, we should get general randomness. 
The third and the fourth possibilities of 3) Is a copy but doesn't match identiiication number and 4) isn't a 
copy but does maich are, in the case of 3), possible if the signal to noise mio of the process has 
plummeted, i.e. the *suspect image' is tniiy a very poor copy of the original, and ia the case of 4) is 
5 basically one chance in four biOion since we were using a 32-bit idemification number. If we are truly 
worried about 4), we can just have a second indcpcndest lab perfonn their own tests on a different issue of 
the «TTTR inagazine. Finally , cacddng the error-checlc bits against what the values give is one fmal and 
possibly overkill cbcdc on the whole process. En situations where signal to noise is a possible problem, 
these enor checking bits might be eliminated without too much harm. 

10 

Benefits 

Now that a full description of the first embodimem has been d^cribed via a detailed eitampie. it is 
appropriate to poinc our the nmonalc of some of the process sieps and their benefits. 

The ultimate benefits of the foregoing process are that obtaining an idendf cation number is folly 

15 independent of the manners and methods of preparing the difference image. That is to say, the mannexs of 
preparing the difference image, such as catting, registering, scaling, etcetera, cannot increase the odds of 
&idmg an identiiication nomber when none exists; it only helps the signal-to-ocise ratio of the 
identificanon process when a true itlemificadon number is present. Methods of preparing images for 
idendfication can be differeni from each other even, providing the po^ibility for multiple independeoc 

20 methodologies for maidng a march. 

The ability to obtain a match even on sub^sets of the original signal or image is a key point in 
today's infoimatioa-rich world. Cuttii^ and pasiing both imag^ and sound clips is becoming more 
comma n^ allowing such an embodiment to be used in detecting a copy even when originaL material has 
been thus corrupted. Fmally, the signal to noise ratio of nii>tphiTig should begin to become difScult only 

25 when the copy matenai itself has been significantly altered either by noise or by significant dissortion; both 
of diese also will affect that copy's commercial value, so that trying to tbwan the system can only be done 
at the expense of a huge decrease m commercial value. 

An early conceptian of this technology was the case where only a single "snowy image** or 
random signal was added to an original image, i.e. the ease where N~ 1. "Decoding" this signal would 

30 involve a subseqiiem mathematical analysts using (generaily stadstical) algorithms to make a judgment on 
the presence or absence of this signal. Tlie reason this approach was abandoned as the pre£ened 
embodimeot was that there was an inherent gray area m the certainty of detecting the presence or absence 
of the signal. By moving onward to a tnuititude of bit planes, i.e. N > I, combined with simple pre- 
defined algorithms prescribing the manner of choosing between a "0" and a T, the certainty question 

33 moved from the realm of expert staistical analysis into the realm of guessing a random binary event such 
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as a coin flip. This is seen as a powerful feature relative to the intuicive acceptance of this technology ia 
both the counroom and the marketplace. The analogy which suinmaxizes the inventor's thoughts on this 
whole quesiioa is as follows: The search for a single identificatioa signal amonnts to calling a coin flip 
oniy oDce. and relying on arcane experts to make the call; whereas the N> i embodiment lelies on the 
5 broadly inniitive principle of correaty calling a coin flip N times in a row. Tliis simation is greatly 
exacerbated, i.e. the problems of "interpretation'* of ±c presence of a single signal, when images and 
sound dips get szaaller and smaller in extent. 

Another important reason that the N> 1 case is prefeiied over the N= 1 emi)odxment is that in the 
N = 1 case, the manner in which a suspect inoge is prepared and manipulated has a direa bearing on the 

10 likelihood of making a positive identification. Thus, the manner with which an expert makes an 

idcntificatiQa determinarion becomes an imegrai pan of that detenninaiioQ. The existence of a muitlmde of 
mathematical and statistical approaches to making this determination leave open the possibUity that some 
tests might make positive identifications while others might make negative determinations^ inviting further 
arcane debate about the relative toeriis of the various identification approaches. The N > 1 embodiniEnt 

15 avoids dixs funher gray area by preseoong a method where ao amount of pre-processing of a signal - other 
than pre-processing which suneptiizously tises knowledge of the private code signals - can increase the 
likelihood of ^calling the coin flip N timt^ m a row. " 

The fnllesc expression of the present system will come when it becomes an industry standard and 
nmncrons independent groups sec up with their own means or 'in-house' brand of applying embedded 

20 identification numben and in their deciphermem. Numerous inrirpeodent group identificatioD will further 
eohande the ultimate objeaivcty of the method, thereby enhancing its appeal as an industry standard. 

Use 9f True Mmvf \n Creatiflg ^e Cpmposite Eifl^e^ded Code fj'i^^ 

The foregoing discussion made use of die 0 and I formalism of binary technology to accomplish 
25 its ends, SpedficaLly, the 0*s and Ts of the N-bit identification word directly multiplied their 

corresponding mdividual embedded code signal to form the composite embedded code signal (step 8, Fig. 

2). This approach certainly has its conceptual simplicity ^ but the multiplicatton of an embedded code 

signal by 0 along with the storage of that embedded cotfe comains a kind of inefficiency. 

Ii is prefared to maintain the formalism of the 0 and 1 namre of the N-bit identification word, but 
30 to have the O's of the word induce a subtratmon of dieir corresponding embedded code signal. Thus, in 

step a of Fig. 2, rather than oniy 'adding' the individual embedded code signals which correspood to a *r 

in the N-bh identificatioD word, we will also 'subtract' the individual embedded code signals which 

correspond to a '0' in the N-btc identification word. 
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At first glance this seeau to add more appareiit noise to the final composite signal. But it aiso 
increases the energy-wise separadoa of tbfi O's from the Ts, and thus the 'gain' which is applied in step 
10, Fig. 2 can be cotrespomlingly lower. 

We can refer to ±is improvement as the use of true polarity. The main advantage of this 
5 improveinent can largely he sununaiized as 'infonnationai efficiency.' 

'Percenmai Orthogonality' of the Individual Embedded Code Signals 

The foregoing discussion contemplates the use of generally random aoiae»Iike signals as the 
individual embedded code signals. This is perhaps die simplest form of sign^ lo generate. However, 

10 there is a form of informational optimization which can be applied to the set of the individual etnbedded 
signals^ which the applicant describes under the rubric 'percepcuaJ orthogonality.' This term is loosely 
based on the mathematicai concept of the orthogonality of vectors, with the cunenc additional requirement 
that this orthogonality should '"^'^^'•^ the signal energy of the idendficadon infoimation while 
maifitaiTimg jt bclow soioe perceptibility threshold. Put another way, the embedded code signals need not 

15 necessarily be random in namre. 



Use and tmprovements of die First Embodiment in the Field of Emtilsion-Based Photography 

The foregoing discussion outlined techniques dial are applicable to photographic materials. The 
following section explores the details of this area further and discloses certain improvements which lend 

20 diemselves to a broad range of appUcarians, 

The first area to be discussed mvolves die pre*appIication or pre-exposing of a serial number onto 
traditional photographic products, such as negative film, print paper, transparencies, etc. In general, this 
is a way to embed a priori unique serial numbers (and by impiic:mon, ownenhip and tracking information) 
inio photographic maieiiai. The serial numbers themselves would be a permanent pan of the aonnally 

25 exposed picnire. as opposed to being relegated to the margins or stamped on die back of a printed 

photograph, which all require separate locations and s^arate medlods of copying. The 'serial number' as 
It is called here is geoerally synonymous widt the N-bii ideati^cation word, only now we are using a more 
common industriai tenninology. 

In Fig. 2, step 1 1, the disclosure calls for die storage of die "original [image]' along wiUi code 

30 images. Then in Fig. 3, step 9, it directs that the original be subtracted from the suspect image, diereby 
leaving the possible ideuification codes [rius whatever noise and corruption has acctmuilated. Tlierefore> 
die previous disdostire made the tacit assumption that diere exists an original without die composite 
mbedded signals. 
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Now ia the case of seHmg prim paper and other duplication film products, this will still be the 
case, i.e., aa 'original" wiUioui the embedded codes will indeed txvsi and the basic methodology of the 
first embodixceiu can be employed. The oiiginal Qlm serves perfectly well as an 'unencodcd original/ 

However, in die case where pre-exposed negative film is used, the composite embedded signal 
3 pre-exists on the original ^m and thus there will never be an '^origmal" separate Crom the pre-embedded 
signal. It is this laaer case, dierefbie, which will be examined a bit more closely, along with observatiom 
on how to best nse the principles discussed above (the former cases adhering to the previously outlined 
mohods). 

The clearest point of depamire for thit case of pre-mimbered negative film i.e. negative fflm 

10 which has had each and every frame pre-exposed with a very £unt and unique composite embedded signal, 
conies at step 9 of Fig. 3 as previously noted. There are certainly odier dififeicncss as well, but they are 
mosdy logistical in nature, such as how and when to embed the signals on the film, how to stoie the code 
nmbers and serial number, ex. Obviously the pre-exposing of film would involve a major change to the 
general mass production process of creating and packaging film. 

15 Fig. 4 has a schnnatic outlinmg one potencal post-hoc mechanism for pie-e]q)05xng film. *Pasi- 

hoc' refers to flying a process after die full common manufacturing process of film has already taken 
place. Evenmany, economies of scale may dictate placing this pre-cxposing process directly into the chain 
of manufacmiing film. Depiaed m Fig. 4 is what is commonly known as a film writing system. The 
compuier, 106, displays the composite signal produced in step 3, Fig. 2, on its phosphor screen. A given 

20 frame of film is dien exposed by imaging this phosphor screen, where die exposure level is generally very 
faint, i.e. generally impeiceptU)le. Qearly, (he markeqjlace will set its own demands on how faint diis 
should be, that is, the levd of added 'grainincss' as practitioncn would put it. Each &ame of film is 
sequenually exposed, where in general the composite image displayed on the CRT 102 is changed for each 
and every frame, thereby giving each frame of film a different serial number. The transfer lens 104 

25 highlights the focal conjugate planes of a film frame and the CRT face. 

Getting back to the applying the principles of the foregoing cmbodiinent in the case of pre-exposed 
negative film... At step 9, Fig. 3. if we were to subtract die "original" widi its embedded code, we would 
obviously be "erasing" the code as well since the code is an imegrai part of die original. Fortunately, 
remedies do exist and idecdfications can still be made. However, it will be a chdlenge eo anisans who 

30 re6ne diis embodimem to have the signal to ndse ratio of die identification process in die pre-exposed 
negadve case approach the signal to noise ratio of die case where die un-encoded original exists. 

A sucdnct definition of die problem is in order at diis point. Given a suspea picture (signal), 
find the embedded identificatioo code IF a code exists at al. The problem reduces to one of finding die 
amplitude of each and every individual embedded code signal within the suspect picture, not only within 

35 die context of noise and corrupdon as was previously explained, but now also within die context of die 
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coopliog between a captured image and the codes. *Coupimg' here refers to the idea tbat the captured 
imag^ 'mndomly biases' the crass-coTTclatian. 

So, bearing in mmd this additional hezn of signal coupling, tbe identificacioa process now 
estimates the signal amplitude of each and every individual embedded code signal (as (^posed to taking the 
5 CTOss-correiatton result of step 12, Fig. 3). If our identification signal exists in the suspect picture, the 
amplitudes thus found will splst into a polarity with positive amplimdes being assigned a T and negative 
amplitudes being assigned a '0*. Our unique idemiiicaoon code jsianifests itself. If, on the other hand, no 
such identificatian code exists or it is someone else's code, then a random gausiSian-lflLC distribution of 
amplimdes is found with a random bash of values. 

10 It remains to provide a few more details on how the amplitudes of the individual embedded codes 

are found. Again, formnacely. this exact problem has been treated in other technologicai applications. 
Besides, throw this problem and a little food imo a crowded mom of mathematicians and stadsticxans and 
surdy a half dozen opcitzuzed methodologies will pop out aiter some reasonabie period of tinw. It is a 
rather cleanly defined problem. 

15 • One specific example solution comes from the field of astrooomicai imaging. Here, it is a manire 

prior an to subtract out a "thetmal noise firame' from a given CCD image of an object. Often, however, 
it is not precisely knows what scaling faaor to use in suhtracdng the chctmal &ame, and a seaich for the 
correct scaling factor is performed. Hiis is piedsely the task of this step of the presem embodiment. 
Geoeral practice merely performs a ootmnon search algorithm on the scaling factor, where a 

20 scaling factor is chosen and a new image is created according to: 

NEW IMAGE = ACQUIRED IMAGE - SCALE ♦ THERMAL IMAGE (4) 
The new image is applied to the fast fourier transform routine and a scale factor is evcnmally 
found which mmimfy^ the integrated high frequency content of the new image. This general type of 
search operation with its minimizaiion of a particular quamity is exceedingly common. The scale factor 

25 thus found is the soughi-for ^'amplitude/ Refinements which are cooteixiplated but not yer implemented 
are where the coupling of die higher derivatives of the acquired image and the embedded codes are 
estimated and lexnoved firoia the calculated scale factor. In other words, cenain bias effects irom the 
coupling mfiBrtonftt earlier are present and should be evenmaily accounted for aod removed both through 
theoredcal and empirical experimeatatioQ. 

30 

Use and Improveaaents in the Detection of Signal or Image Alteration 

Apart from the basic need of klentifymg a signal or image as a whole, there is also a rather 
ubiquitous need to detect possible aUcFations to a signal or image. The following section describes how the 
foregoing embodimem. with cenain modifications and improvements, can be used as a powerful tool in 
35 this area. The potential scenarios and applications of detecting alterotioiis arc iimumerable. 
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To first summahze, as&ume (hat we have a given signal or ixmge which has been positively 
idendfied using the basic mcihoch autiined above. In other words* we know its N-bit ideniilicanoD word, 
its individual embedded code signals* 2nd its composite embedded code. We can ihen foirly simply create 
a spadal map of the composice code's amplitude within our given signal or image. Funhenuore. wc can 
5 divide this amplitude map by die known composite code's spatial amplinide, giving a nonnaJized mapi i.e. 
a map whidi should flucmate about some global mean value. By simple examination of this map we can 
visually detect any areas which have been significantly altered whereia the value of the aonnaJizBd 
amplitude dips below some statistically set threshold based purely on typical tsoise and camiption (error). 
The details of implementing die creation of the amplitude map have a variety of choices. One is 
10 to perform die same procedure which is used to detenmne the signal an^litude as described above, only 
now we step and repeat the multiplication of any given area of the signal/image with a gaussian weight 
function cenieied ^ut die area we are investigating. 

Universal Venus Custom Codes 

15 The disclosure dius far has outlined how each and every source signal has its own unique set of 

individual embedded code signals. This entails the storage of a significant atnotmt of additiooal code 
infonttation above and beyond the original, and many applicaiions may merit some form of ecooomizing. 

One such approach to economizing is co have a given set of individual embedded code signals be 
common to a batch of source materials. For example, one thousand images can all utilize the same basic 

20 set of individual embedded code signals. The storage requirements of these codes then become a small 
fraaion of the overall storage lequxrements of the source material. 

Furthermore^ some applications can utilize a universal set of individual embedded code signals, 
i.e., codes which remain the same for all instances of disiiibutcd material. This type of requiremeiu would 
be seen by systems which wish to hide the N-bit identification word Itself, yet have standardized equipment 

25 be able 10 read that word. This can be used m systems which malce go/no go decisions at point-of-read 
locations. The potential drawback to this set-up is thai the universal codes are more prone to be sleuthed 
or stolen; dierefore they will not be as secure as the apparatus and methodology of the previously disclosed 
arrangemeuL Perhaps this is just the difference between 'high security' and 'air-tight security,' a 
distinction caiiying' little weight with the bulk of potential applications. 

30 

Use in Printing. PatKT. Docoments. Plastic Coated Identification Cards, and Other Material Where Global 
Endxdded Codes Can Be Imprinted 

The term 'signal' is often used narrowly to refer to digital data mformation, audio signals, 
images, etc, A broader interpretation of 'signal,' and die one more generally intended, includes any form 
35 of modulation of any material whatsoever. Tlius, die micro-topology of a piece of common paper becomes 
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a 'sigDAl' (e.g. it height as a funnion of x-y coordinaces). The reflective properties of a flat piece of 
plastic (as a fimciioa of space aiso) becomes a signal. The point is that phccographic emulsions^ audio 
signals, and digitized informatioa are sot the only types of signals capable of utilizing the phncipies 
described herein. 

5 As a case in point, a machine very much resembfing a biatiie primitig madnne con be designed so 

as to inqmnt unique 'noise-like' indentations as outlined above. These TtirfmnirimiB can be applied with a 
pressure which is tnuch smaller than is typically applied in cieatisg braille, to the point where the panems 
are not noticed hy a normal user of the paper. But by following the jteps of die present disclosure and 
applyiog them via the mechanism of micnv-indentalions, a unique idemifKation axle can be placed onto 

10 any given sheet of papcr^ be it hitended for everyday stationary purposes, or be it for important 
documents* legal tender, or other secured maieriai. 

The reading of the identification material in such an embodiment generally proceeds by merely 
reading the document optically at a variecy of angles. Hiis would become an inexpensive method for 
deducing the micro-topology of die paper sur&ce. Certainly other forms of reading the topology of the 

15 paper are possible as weU. 

In the case of plastic encased material such as identification cards, e.g. driver's licenses, a similar 
braille^ike impressions marhmg can be utiliixd to imprint unique identification codes. Subtle layers of 
photoreacuve materials can also be embedded inside the plastic and 'etposed.' 

It is clear thai wherever a material exists ^lich is capable of being modulated by 'noise-like' 

20 signals, that material is an appropriate carrier for unique identiGcation codes and utilization of the 
piinciples disclosed herein. All that remains is the matter of economically applying the idcntificadon 
mfoimation and mnimtnnm^ the signal level below an acceptability threshold which each and every 
application will define for itself. 

25 REAL TIME ENCODER 

"While the first class of embodiments most commotily eoq^loys a standard xmcroprocessor or 
computer Co perform the enoodadon of an image or signal, it is possible to utilize a custom encodation 
device which may be faster dian a typical Von Neuman-cype processor. Such a system can be utilized with 
all TT ]pT^^ji»r of serial 4 ^ t? i streams* 

30 Music and videotape recordings arc examples of serial data streams data streams which are 

often pirated, h woold assist enforcement efforts if authorized recordings were encoded with identification 
data so chat pirated knock-offs could be traced to the original from which they were made. 

I^racy is but one concern driving the need for applicant's technology. Another is auihenticatioo. 
Often it is imporcani to confirm tha a given set of data is really what it is purported to be (often several 

35 years after its generation). 
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To address tlxese aad other oeeds. the system 200 of Fig. 5 can be employed. System 200 crni be 
chougfac of as an irienrificatioD coding black box 202. The system 200 receives an input signal (sometimes 
termed the ''master* or "imencoded" signal) and a code word, and produces (generally in reai time) an 
identification-coded output signal. (Usually, die system provides key data fcr use in later decoding.) 
5 The contents of die IjLack box' 202 can take variotis fbran. ^n exempiaiy biack box system is 

shown in Fig. 6 and includes a look-up table 204, a digital noise souxce 206. fust and secoixd scalers 208. 
210, an adder/subtracter 212, a memory 214. and a register 216. 

The input signal (which in the illustrated embodimenc is an 8 - 20 fait data signal provided at a rate 
of one million samples per second* but which in other embodiments could be an analog signal if 
10 appropriate A/D and D/A convenion is provided) is applied from an input 21S to the address input 220 of 
the kiolc-up cable 204. For each input sample (I.e. look-up table address), the table provides a 
coirespanding 8-bit digital output word. This ouiput word is used as a scaling factor thai is applied to one 
input of the Bisi scaler 20A. 

The first scaler 208 has a second input, to which is applied an 8-bit digital noise signal &om 
15 source 206. (In the illustrated embodiment, the noise source 206 comprises an analog noise source 222 
and an anaiog-to-digitai convener 224 although, again, other implementadons can be used.) The noise 
source in the illustrated embodimeoc bos a zero mean ootpuc value, widx a full width half maTiTrmm 
(FWHM) of 50 - 100 digital numbers (e.g. from -75 to +75). 

The frnt scaler 208 multiplies the two 8-bit words at its inputs (scale factor and noise) to produce 
20 — for each sample of the system input stgiial — a l6-bit output word. Since the ooise signal has a zero 
tnean value, the output of die first scaler likewise has a zero mean value. 

The output of the frrst scaler 208 is applied to the input of the second scaler 210. The second 
scaler serves a global scaling nmctxon, establishing the absolute magnitude of the identification signal that 
wiU ultinzately be embedded into the input data signal. The scaling factor is set through a scale control 
25 device 226 (which may take a number of forms, from a simple rheostat to a graphically implemented 
control in a gntphical user interface), permining diis factor to be changed in accordance with die 
requirements of difi£ereni applications. The second scaler 210 provides on its ompm line 228 a scaled 
noise signaL F ari n sample of this scaled noise signal is successively stored in the memory 214. 

(In die illustraied embodinffinc the output from the first scaler 208 may range between -1500 and 
30 +1500 (decimal), while the output from the second scnler 210 is in die low single digits, (such as between 
-2 and +2).) 

Register 216 stores a multi-bii identificacion code word. In the illustrated embodimsm diis code 
word consists of 8 bits, aldiough larger code words (up to hundreds of bits) are commonly used. These 
bits are referenced, one a a time, to control bow die mput signal is modulated with die scaled noise signal. 
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In panicular, a poimer 230 is cycled sequemiaily thiaugh cbe bh posiuoos of the code word in 
register 216 to provide a conirol bit of "0" or "1 " to a control input 232 of the adder/sobnactcr 212. If, 
for a particular input signal sample, die control bic is a '1', the scaled noise signal sample on line 232 is 
added to tbe iopuc signal sample. If the comio] blc is a '0', die scaled noise signal sample Is subtraaed 
S £rom the input signal sample. The ouiput 234 from the adder/subtracter 212 provides die blact box's 
output signal. 

The additioD or suboracdcm of the scaled noise signal in accordance widi die bits of the code woid 
effects I moduiatian of die input signal that is generally imperceptible. However, wtdi knowledge of die 
contents of die memory 214, a user can later decode the encoding* detcnnining the code number used in 
10 die original mmrfing process. (Acmallyt use of memory 214 is optional, as explained below.) 

It will be recognized that the encoded signal can be distributed in well known ways, including 
converted to prutted iim^e form^ stored on magnetic media (floppy diskette, analog or DAT t2pe, etc.), 
CD-ROM, etc. etc. 



15 Decoding 

A variety of techniques can be used to determine die identificaiion code widi which a suspect 
signal has been encoded. Two are discussed below. Tlie Gist is less preferable than the Utter for most 
applications, but is discussed herein so diat the reader may have a fuller context widiin which to 
imderstand the disclosed technology. 

20 More particularly, the first decoding method is a difference method, relying on subtraction of 

cDTTcapanding samples of the original signal torn the snspect signal to obtain di^ercnce samples, which 
are diea examined (typically individually) for deterministic coding indicia (i.e. the stored noise data). This 
approach may thus be termed a 'sample-based, deterministic'' decoding technique. 

The second decoding method does not make use of die original signal. Nor does it examine 

25 particular samples looking for predetermined noise characteristics. Slather, die statistics of the suspect 
signal (or a portion thereof) are considered in die aggregate and analyzed to discern the presuice of 
identificacion coding that permeates die endre signal. The reference to permeation mean.t the entire 
ideiaiiicatioa code can be discerned from a small fragment of the suspect signal. This latter approach may 
thus be teimed a 'hologr^c, statistical' decoding technique. 

30 Bodi of difise methods begin by registering the suspect signal to match die original. This entails 

scaling (e.g. in amplitude, duration, color balance, etc.), and sampling (or resampling) to restore die 
original sample rate. As in die earlier described embodiment, there are a variety of well understood 
techniques by which die operations associated widi this registration function can be performed. 

As noted, the 6ist decoding approach proceeds by subtracting the original signal &om ±e 

35 regiateiedp su^ract signal, leaving a difference signal. The polarity of successive difference signal samples 
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can diea be compared with the poiarities of the cormpoxxiuig stored noise signal saiqiles to deienmiie the 
idencificarioa code. Thai is, if the polaricy of tfae first difference signal sample nmches chat of die first 
noise signal sampJe, ihea the nrsc bit of the identification code is a U .* (In such case, die polahty of the 
9th, I7ch, 25th, etc. samples should also all be poshive.) If die polarity of the first difference signal 
sample is opposite diat of die corrtspoading noise signai sample, then the first bit of the identification code 
isa-O/ 

By condticiing die foregoing analysis wi± eight successive samples of the difference signai. the 
sequence of bits that comprise die original code word can be determined. If, as in dte illustrated 
embodiment, pointer 230 stepped dirough the code word one bit at a time, beginning wiUi the fust bit, 
during encoding, dien die first 8 samples of die difference signal can be analyzed to uniquely determine the 
value of the 8 -bit code word. 

In a noise*free world (speaking here of noise independent of that with which the identification 
coding is effected), the foregoing analysis would always yield die correa idemincation code. But a 
process that is only a^^licabie in a noise-free world is of limited utility indeed. 

(Further, accurate identification of signals m noise-ftee conteias can be handled in a variety of 
other, simpler ways: e.g. cbecjcsums; statistically improbable correspondence between suspect and original 
signals; etc.) 

While Qoise- induced aberrations in decoding can be dealt with - co some degree - by aoalyzing 
large portions of the signal, such aberrations still place a practical ceiling on die confidence of the process. 
Further^ die villain diat must be coofironted is not always as benign as random noise. Rather, it 
increasingly takes the form of human-caused corruption, distoniou, tnanipuiation» etc. [n such cases, the 
desired degree of identificauon confidence can only be achieved by odier approaches. 

Hie illusiraied embodiment (the "holographic, statistical' decoding technique) relies on 
recombining die suspea signai with certain noise data (typically the data stored in memory 214). and 
analyzing die eniropy of the resalxing signal. '*Emropy " need not be understood in its most stria 
mathemancai defmition, it being merely die most concise word to describe randomness (noise, smoothness, 
snowiness, etc.). 

Most serial data signals are aot random. That is, oue sample usually correlates - co some degree 
- widi die adjacent'samples. Notse, in cocuasi* typically ]§ random. If a random signai (e.g. noise) is 
added lo (or subtracted firam) a non*random signal. Che eniropy of the resulting signal generally incieases. 
That is, the resulting signai has more random variations than die original signal. This is die case with the 
encoded output signal produced by die present encoding process; it has more entropy dian the original, 
unencoded signal. 
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If, in cootrast. the addition of a random signal to (or subtraciioa from) a non-random signal 
IsSacM entropy, chen sonwthing unusual is happening, h is this anomaly thai the present decoding process 
uses to detca emiwdded identification coding. 

To My understand this entropy-based decoding mcdiod, it is Erst helpful to highlight a 
choiacierisdc of the original encoding process: the similar trcaunenc of evciy eighth sample. 

In the encoding process discussed above, the pointer 230 incrcmaits through the code wotd, one 
bit for each successive sample of the input signal If the cede word is ei^ bits in length, then the pointer 
remms to the same bit position m the code word every eighth signal sample, [f this bit is a T, noise is 
added to tlie hipni signal; If this bit is a '0", noise is subtraocd from the inpm signal. Due to the cyclic 
progression of the pointer 230, every eighth saxnplc of an encoded signal thus shares a characteristic: they 
are all either augmented by the conesponding noise data <)ftiuch may be negative), or diey arc all 
diminished, depending on whether the bit of the code word then being addressed by pointer 230 is a T or 
a 'OV 

To exploit this characteristic, the entropy-based decoding process treats every eighth sample of die 
15 suspea signal in like feshion. In particular, the process begins by adding to the Isi, 9th* 17th, 25ih, etc, 
sanqsles of die suspect signal die corresponding scaled noise signal valtua stored in the memory 214 (Le. 
those stored m the 1st, 9di, 17ih, 25th, etc., memory locations, respectively). The entrtjpy of the resulting 
signal (i.e. the su^ect signal with every 8th sample modified) is then computed, 

(Con^niiaEion of a signal's entropy or randomness is well understood by artisans in this field. 
20 One generally accepted technique is to take the derivative of die signal at each sample point, square these 
values, and Uien sum over the entire signal. However, a variety of other well known techniques can 
alternatively be used.) 

The foregoing step is then repeated, this time subtracting the stored noise values firom the 1st, 9ih. 
17th, 25 etc. suspea signal samples. 

25 One of these two operations will undo die encoding process and reduce the resulting signal's 

entropy; die other wili aggravate it. If adding the noise data in memory 214 to the suspect signal reduces 
its entropy, dien this data nmst earlier have been subtracted die original signal. This indicates that 
pointer 230 was pointing to a "0" bit when these samples were encoded. (A "0" at the control input of 
adder/subcractcr 212 caused it to subtract die scaled noise ftom the input signal.) 

30 Conversely, if subtracting the noise data from every eighth sample of the suspea signal reduces Lis 

entropy, then the encoding process must have earlier added this noise. This indicates th^ pointer 230 was 
pointing to a T bit when samples I, 9, 17, 25, etc., were encoded. 

By noting whether entropy decreases by (a) adding or (b) subtracting the stored noise data lo/firom 
the suspect signal, it can be determined diat die fust bit of the code word is (a) a *0", or (b) a T. 
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The foregomg opcranons arc then conducted for the group of spaced samples of the suspect signal 
beginoing with the second sample (i.e. 2, 10, 18, 26 ...)• The entropy of the resulting signals indkaie 
whether the second bit of the code word is a "0" or a T. Likewise with the fcllowtng 6 grmips of 
spai^d samples in the suspea signal, until all 8 bits of die code word have been discerned. 
5 It will be sppreciated that the foregoing approach is not sensinve co com^tion mechanisms that 

alter die values of individual samples: uistead, the process considers die emropy of die signal as a whole, 
yteiding a high degm of confidence m die results. Further, even small excerpts of die signal can be 
analyzed in diis manner* pennining piracy of even sooaU details of an original work to be detected. The 
results are thus statistically robust, both in die face of natural and human corruption of the suspect signal. 

10 It win further be appreciated that the use of an N-bit code word in this real time embodimem 

provides benefits analogous to those discussed above in connectian widi the batch encoding system. 
(Indeed, the present entodimcnt may be conceptualized as making use of N different noise signals, just as 
in die batch encoding system. The Srst noise signal is a signal having the same extent as die input signal, 
and compiising the scaled noise signal ai die 1st, 9th, 17du 23th, etc., samples (assuming N = 8), widi 

IS zeroes at the mtervening samples. The second noise signal is a similar one coitiprising the scaled noise 
signal at die 2d« lOdi, 18di. 26du etc.. samples, with zeroes at die intervening samples* Etc. These 
signals are all combined to provide a composite noise signal.) One of the important advantages inherent m 
such a system is the high degree of statistical confidence (confidence which doubles widi each successive 
bit of die identiiicadon code) that a match is really a match. The system does not rely on subjective 

20 evahtation of a suspect signal for a single, deisnninistic embedded code signal. 

Djustrative Variatioos 

From die foregoing description. It will be recognized that numerous modifications can be tnade to 
the illustrated systems withoiu changing the fundamental principles. A few of diese variations are 
25 described below. 

The above-described decoding process tries both adding axui subtracting stored noise data tc/frotn 
the suspect signal m order to find which operation reduces entropy. In other embodiments, only one of 
these operations needs to be conducted. For example, in one airemanve decoding prticess the stared noise 
data corresponding to every eighth sample of die suspect signal is only added to said samples, [f die 
30 entropy of the resulting signal is ±ereby increased, then the corresponding bit of die code word is a " 1* 
(i.e. this noise was added eaiiier, during the encoding process, so ailding it again otdy compounds die 
signal's randomness). If the entropy of the resulting signal is thereby decreased, then the correspotuiing 
bit of the code word is a 'OV A hinher test of entropy if die stored noise samples are subtraaed is not 
required. 
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The statistical reliabilicy of the tdemification process (coding and decoding) am be designed to 
exceed viitually any confidence direshaJd (e.g. 99.9%. 99.99%. 99.999%. eic. conftdexxce) by a{ypTophate 
seieaion of die global scaling faccon. etc. Additioaal confidence in any given appiicailon (unnecessary in 
most applicaiioas) C2n be achieved by rechedcing the decoding pieces. 
5 One way to recheck the rircniliTig process is to remove the stored aoise data from the suspect 

signal in accordaace with the bits of die discerned code word, yielding a "restored* signal (e.g. if the first 
bir of the code word is found to be "1," then the noise samples stored in the 1st. 9ih, I7th, etc. locations 
of die memory 214 are subtracted from the cotiesponding samples of die suspect signal). The entropy of 
the restored signal is measured and used as a baseline in funher measurements. Next, the process is 

10 repeated, this time removing the stored noise daia from the suspect signal in accordance with a modified 
code word. The modified code word is the same as the discerned code word, except 1 bit is toggled (e.g. 
the first). The entropy of the resulting signal is determined, and compared with the baseline. If the 
toggling of the bit in the discerned code word resulted in increased entropy, then die accuracy of that bit of 
the discerned code word is confirmed. The process repeats, each dme widz a different bit of die discerned 

15 code word toggled, until all bits of die code word have been so checiced. Each change should result in an 
increase in entropy compared to the baseline value. 

The data sured in memory 214 is subject to a vahecy of altemaiives. In the foregoing discussion, 
memory 214 contains the scaled noise daia. In other embodiments, the unsealed noise data can be stored 
inszead. 

20 In still other embodiments, it can be desirable to score at least pan of die hxpni signal itself in 

memory 214. For example, the memory can allocate S signed bits to die noise sample, and 16 bits to store 
die most significant bits of an IS- or 20-bit audio signal sample. This has several benefits. One is dxat it 
. simpiines registration of a 'suspect* sigzial. Another is that, in die case of encoding an input signal which 
was already encoded, the data in memory 214 can be used to discern which of ihe encoding processes was 
25 performed first. That is, from die inpui signal data in memory 214 (albeit incomplete), ii is generally 
possible to determine with which of two code words it has been encoded. 

Ya anodier alternative for memory 214 is thai is can be omined alujgether. 
One way dtis can be achieved is to use a deterministic noise source in die encoding process, such 
as an aigorithmic noise generator seeded with a known key number. Hie same determinisdc noise source^ 
30 seeded with the same key number, can be used in die decoding process. In such an arrangement, only die 
key number needs be stored for later use in decoding, instead of die large data set usually stored in 
memory 214. 

Alternatively, if the noise signal added during encoding does oot have a zero mean value, and the 
length N of die code word is known to the decoder, then a universal decoding process can be implemented. 
35 This process uses die same entropy test as the foregoing procedures, but cycles dirough possible code 
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wordA. adilizig/subtractittg a small dunimy noise value (e.g. less ihan the expected mean noise value) to 
evciy Nth sample of the suspect signal, in accordance with the bita of the code word being tested, until a 
rednciicn in entropy is noted. Such an approach is not favored for most applications, however, because it 
offiers less security than the other embodiments (e.g. it is subject to cracking by brute force), 
5 Many applications are well served by the embodiment iUusnatcd in Fig. 7, m which different code 

words are used to produce several differently encoded versions of an input signal, p^rh making use of the 
same noise data. More panicularly, the es^odimeni 240 of Fig. 7 iftgjndes a noise store 242 into which 
noise from source 206 is wrinen during the identification-codrng of the input signal with a fiisi code word. 
(The noise source of Fig. 7 is shown outside of the real time encoder 202 for convenience of iUustrarion.) 

10 Thereafter, additional identification-coded versions of the input signal can be produced by reading the 

stored noise data from the ^tore and using it in conjunctioa with second through Nth code words to encode 
the signal. (While binary-sequential code words are iilusiraied m Fig. 7, in other embodiments arbitrary 
sequences of code words can be employed.) With such an anangement, a great number of diffeientiy- 
encoded signals can be produced, without requinng a proportionally-sized long term noise memory. 

15 Instead, a fixed azuount of noise data is stored, v^etfaer encoding an original once or a thousand times. 

(If desired, several differemly-coded output signals can be produced at the same time, rather than 
seriatim. One such implemeniadon includes a plurality of adder/subtr^cer circuits 212, each driven with 
the same inpot signal and with the same scaled noise signal, but with di^erent code words. Each, then, 
prodnces a differently encoded output signal.) 

20 In applications having a great number of differently-encoded versions of the same original, it wHl 

be recognized that die decoding process need not always discern every bit of the code word. Somemnes, 
for example, the application may require identifying only a group of codes to which the suspect signal 
belongs. (£.g.. high order bits of the code word might indicate an organization to which several 
differently coded versions of the same source material were provided, with low-order bits idemifymg 

25 specific copies. To identify the organization with which a suspect signsd is associated, it may cot be 
necessary to examine the low order bits, smce the organization can be identified by the high order bits 
alone.) If the identification requirements can be met by discerning a subset of the code word bits in the 
suspea signal, die decoding process can be shonened. 

Some applications may be best served by resianing the encoding process - somciimes with a 

30 differem code word — several times within an integral work. Consider, as an example, videotaped 

producttons (e.g. television programmmg). Each frame of a videotaped production can be idemification- 
coded with a uzdque code number, processed in real-time with an arrangement 248 like that shown in Fig. 
8. Each time a vertical retrace is detected by sync detector 250, the noise source 206 resets (e.g. to repent 
die sequence just produced) and an identification code increments to the next value. Each frame of die 
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videotape is (hereby uniquely identificanOD-coded. Typically, the encoded signal is stored on a videocape 
fbr long term storage (although other storage media, ioduding laser disks, can be used). 

Remming co the encoding apparanis, the look-up table 204 m die illustrated embodiment exploits 
the fac; that high amplitude samples of die input data signal can tolerate (without objeaionablc degradation 
5 of die output signal) a higto level of encoded identiiScation coding than can low amplitude input saznples. 
Thus, for example, input data samples having decimal values of 0. 1 or 2 may be correspand (in the look- 
up table 204) (o scale faoors of unity (or even zero), whereas input data samples having values in excess 
of 200 may correspond to scale faoors of 15. Generally speaking, die scale factors and die input sample 
vahies correspond by a square root relation. That is, a four-fold izureasc in a value of die sampled input 
10 signal corresponds to apptoximateiy a two-fold increase in a value of the scaling factor associated 
therewith. 

(The parenthetical refierence to zero as a scaling factor alludes to cases, e.g.* in which die source 
signal is temporally or spatiafly devoid of informaiion coment. In an image, for example^ a region 
characterized by several ccuiguous sample values of zero may correspond to a jet black region of the 
15 ftanoe. A scaling value of zero may be appropriate here since dKcrt is essentially no image data co be 
pirated.) 

Continuing with the encoding process, those skilled in die art will recognized the potential for 
*rail etron" in the illustrmed embodtmeat. For example, if the input signal consists of 8-bit san^les, and 
die samples span the entire range from 0 to 235 (decimal), dien the addition or subtraction of scaled noise 

20 to/from Che input signal may produce output signals that cannot be represented by S bits (e.g. -2, or 257). 
A number of wcU-usdecstood techniques exist to rectify this situation, some of them proactive and some of 
them reactive. (Among diese known techniques are: speci^mg that die input signal shall not have samples 
in the range of 0-4 or 251-255, thereby ^cly permitting moduladon by die noise signal: or including 
provision for detecting and adaptivdy modifying input signal samples diai would odierwise cause rail 

25 errors.) 

While die illustrated embodiment describes stepping through the code word sequennally, one bit at 
a time to coDtrol modulation of successive bits of the input signal, it will be appreciated that the bits of 
Che code word can be used odier dian scqumtiaily for this puipcsc. Indeed, bits of the code word can be 
selected m accordance widi any predetermined algoridim. 
30 The dynamic scaling of die noise signal based on die instantaneous value of the input signal is an 

aptisoization diat can be omitted in many embodiments. That is, die look-up table 204 and the 5rst scaler 
208 can be omitted entirely, and the signal ttom die digital noise source 206 applied directly (or through 
die second* global scaler 210) to the adder/subtracter 212. 
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h will be ftmfaer recognized that the use of a zero-mean noise source sinqjlifies the illustrated 
embodimem, but is ooi essendal. A noise signal with acodier mean vahie can readily be used, and D.C. 
compensatian (if needed) can be effected elsewhere in the system. 

The use of a noise souroe 206 is also optional. A variety of other signal sources can he used, 
5 depending oa appUcation- dependent constraints (e.g. the threshold at which the encoded identification 
signal becomes peiccptifaic). In many instances, the level of the embedded identificaiion signal is low 
enough chat die ideotificatian signal needn't have a random aspea; it is impeicepiibie regardless of its 
natore. A pseudo random source 206, however, is usually desired because ti provides the greatest 
idenofication code signal S/N ratia (a somewhat awkward tenn in diis mstance) for a level of 
10 imperccptibility of die embedded identification signal. 

It will be tecogoized that identification coding zseed not occur a&er a signal has been reduced to 
stored form as dau {i.e. Tixed in tangible form,' in the words of die U.S. Copyright Act). Consider, for 
exan^le, die case of popuizr nmsidans whose peribimances are often recorded illicitJy. By identification 
coding the audio before it drives conceit hall speakers, unauthorized recordings of the concert can be 
IS traced to a paitkalar place and time- Likewise, live audio sources such as 9U emergency calls can be 
encoded prior to recording so as to facilitate their later anthentication. 

While the blade box embodiment has been described as a stand alone unit, it will be recognized 
that it can be integraied into a number of diSferent ux}ls/instniincnis as a component. One is a scanner, 
which can embed identification codes in the scanned output data. (The codes can dimply serve to 
20 menxonalizc dmt the data was generated by a particular scanner). Anodser is in creanviiy software, soch 
as popular drawing/graphics/animari)on/paint programs offered by Adobe, Macromedia, Corel, and die like. 

Finally, while die real-time encoder 2C22 has been dlustraned with reference to a panicuiar 
hardware implementation, it will be recognized that a variety of other implementanons can alumadvely be 
employed. Some utilize other hardware confiiguradons. Others make use of software routines for some or 
25 ail of die iltustra^d functional blocks. (The software routines can be executed on any number of differem 
general purpose programmable computen, such as B0x&6 PC-compatible conqiuiers, RISC-based 
workstadoQS, etc.) 

TYPES OF NOISE. OUASI-NOISE, AND OPTIMIZED-NOISE 
30 Heicto&re dixs disclosure postulated Gaussian noise, 'white noise.' and noise generated directly 

from application instrumenration as a few of ±e many examples of the kind of carrier signal appropriate to 
carry a single bit of information throughout an image or signal. It is possible to be even more proactive in 
"designing' chaiacterisdcs of noise in order to achieve cenain goals. The 'design* of using Gaussian or 
instrumental noise was aimed somewhat toward "absolute" security. This secnon of die disclosure takes a 
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look a other coasideradoos for the design of the z»ise signals which may be considered die ultimate 
earners of die idenhficadon infonnation. 

For some appiicatioos might be advantageous to design the noise carrier signal (e.g* die Nth 
embedded code signal in die firs; embodiment; the scaled noise data in the ^ond embodiment), 50 as to 

5 provide more absolute signal sixength to the identification signal relative to die perceptibility of dut signal. 
OtK example is die following, (t is xecogniied diat a tnie Gaossian noise signal has die value '0' occnr 
most ^uendy> foQowed by L and -1 at equal probabilities to ead& other but lower dian *0'. 2 and -2 
next, and so on. Clearly, the value zero carries no infonnation as it is used in such an embodiment. 
Thus, ooe siznpie adjustmem, or design, would be diat any dme a zero cccun in the generadon of the 

10 embedded code signal, a new process takes over, whereby the value is ccnveited "randomly** to eidier a I 
ora-1. In logical terms, a dechstOQ would be made: if dien random(L,-l). The histogram of such a 
process would appear as a Gaassian/Poissaniaa type disnibntion, except that ±e 0 bin would be empty and 
die 1 and -1 bin would be increased by half the usual histogram value of die 0 bin. 

In this case, identification szgnai energy would always be applied at all pans oi die signal. A few 

15 of die trade-offe include: dicrc is a (probably negligible) lowering of security of die codes m dial a 
*'detenmnistic component" is a pan of generaiing the noise signal. The reason this might be completely 
negligibie is that we still wind up with a coin Clip type situation oa randotnly choosing the I or the -1 . 
Anodier tiade-off is diat diis type of designed noise will have a higher threshold of perceptibility, and wiil 
only be applicable to applications where die least significant bit of a data stream or image is already 

20 negligible relative to the commercial value of the mafciial. i.e. if the least stgniiicant bit were stripped 
from the signal (for all slgxial samples), no one would know the diHerence and the value or the material 
would not suffer. This bloddng of the zero value hi the example above is but one of many ways to 
"optimize* die noise properdes of die signal canier, as anyone in die an can realize. We refer to diis also 
as 'quasi^noisc*' in die sense diat nararai noise can be transformed in a pre-detennined way into signals 

25 which for all istesns and purposes will read as noise. Also, cryptographic methods and algoridims can 
easily, and o^cn by definition, create signals which are perceived as completely random. Thus the word 
'noise* can have differenr comsotations, primarily between that as defined subjectively by an observer or 
listener, and diat defined mathcmaucaily. The difference of the laaer is dmt m at hem a ti cal noise has 
di&rew properties'of secmity and die simplicity with which it can either be "siemhed' or die simplicity 

30 widx which inscrumenis can "automatically recognize* the existence of this noise. 

^Univeisal^ Bmbedded Codes 

The bulk of diis disclosure teaches diat for absolute security, die noise-like embedded code signals which 
cany the bits of informadon of the identification signal should be unique to each and every encoded signal, 
35 or. siighdy less restrictive, that embedded code signab shooid be generated sparingly, such as using die 
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same ftmhedried codes tor a baicb of 1000 pieces of fHnu for example. Be this as it my, ihere is a whole 
oto ^proach to this issue wherein the use of what we will call 'imivcrsai' embedded code signals can 
open up large new applicatioBs for this Kchnoicgy. The economics of these uses would be such that die de 
facto lowered security of these untveml codes (e.g. they would be analyzable by time honored 
5 cryptographic decodix^ methods* and thus potentially thwarted or reversed) would be ecQnomicaUy 

negligible relative to due economic gains that the intended uses would provide. Piracy and illegidmate uses 
would become merely a predictable "cost" and a source of uncollected revenue only; a simple line item in 
an economic analysis of the whole. A good analogy of this is in die cable industry and the scrambling of 
video signals. Everybody seems to know thai crafty, sicilled technical udividuais, who may be generally 

10 law abiding citizens, can climb a ladder and flip a few wires to dieir cable junction box in order to get all 
the pay channels for free. The cable mdustry knows this and takes active measures to stop it and prosecute 
those caught, but the "lost revenue" derived from this practice remains prcvaiem but almost negligible as a 
percentage of profiu gained from the scrambling system as a whole. The saambling system as a whole is 
an economic success despite its lack of "absolute security." 

15 The same holds true for applications of this technology wherein, for die price of lowering security 

by some amount, economic opportmuiy presents itself. This section firsi describes what is meant by 
uoivenai codes, then moves on to some of the imerestiiig uses to which these codes csn be applied. 

Universal embedded codes generally refer to the idea that knowledge of the ejtact codes can be 
distributed. Hie embedded codes won't be put imo a dark safe never to be touched until litigation arises 

20 (as to in other parts of diis disclosure), but instead will be distnbuted to various locations wiiere 

on-the-spot analysis can take place. Generally this distribution will still take place within a security 
controlled enviimmient, "waning that steps will be taken to limit the knowledge of die codes to chose with 
a need to know. Instrumentation which attempts to automatically detea copyrighted material is a 
non-human exaniple of "somediing* with a need to know die codes, 

25 There are many ways to implement the idea of universal codes, each with their own merits 

regarding any given application. For the purposes of teaching this art, we sq^arate Uiese approaches into 
three broad categories: universal codes based on libraries, universal codes based on deterministic fbtmula. 
and universal codes based on pre-defined industry standard pattexna. A rough rule of thumb is that the 
first is more secure than die latter two, but that the latter two arc possibly inofB economical to implement 

30 than the first 

Universal Codes: 1) Libraries of Universal Codes 

The use of Ifbcaries of universal codes simply means that applicam's techniques are employed as 
described, except for the iaa that only a limited set of die individual embedded code signals are generated 
35 and that any given encoded material will m^e use of some snb-set of this limited "universal set." An 
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example is in order here. A photogiapliic piicc paper mamifacnirer may wish to pre-expose eveiy piece 
of 3 by 10 inch print paper which they &ell with a unique idemificaikm code. They also wish to sell 
identification cotie rcco^nitioa software to their large customers, service ^nucatu, stock agcndcs, wd 
uxiividuai photographers, so that aU these people can not only veriiy djat their own material is corrroly 
5 marked, but so that they con also determine if third parry maieriai which they are about to acquire has 
been identified by this technology as being copyrighted. This latter infonnacion will help diem veri^* 
copyright holders and avoid litigation, among many other benefits. In order to 'ecoDomtcally" insdnne 
dxis plan, they realize that generating unique individual embedded codes for each and every piece of print 
paper would generate Terabytes of independent information, which would need storing and to which 

10 recognition software would need access. Instead, they decide to embed their print paper with 16 bit 
ideniificadon codes derived &om a set of only 50 independcm "universal' embedded code signals. The 
details of how diis is done are m tbe next paragraph, but the point is that now their recognition software 
only needs to contain a limned set of embedded codes in their library of codes, cypicaily on tbe order of 1 
Megabyte to 10 Megabytes of mfbniiation for 50x16 individual embedded codes splayed out onto an 8x10 

15 photographic print (allowing for digital compression). The reason for pidong 50 mstead of just 16 is one 
of a little more added security, where if it were die same 16 embedded codes for all photographic sheets, 
not only would die serial number capability be limited to 2 to the 16th power, but lesser and lesser 
sophisticated pones could crack the codes and remove them nsing software tools. 

There are many differcm ways to implement this scheme, where the foUowmg is but one 

20 exemplary method. It ii decennined by the wisdom of company management chat a 300 pixels per inch 
criteria for the embedded code signals is snfOcieni resolution for most applications. This means that a 
composite embedded code image will contain 3000 pixels by 2400 pixels to be exposed at a very low level 
onto each 8x10 sheet. This gives 7.2 millioo pixels. Using our staggered coding system such as described 
in the black box implementation of Figs. 5 and 6, each individual en^Kdded code signal will contain only 

25 7.2 millioa divided by 16, or proximately 450K true information cazxying pixels, i.e. every 16di pixel 
along a given raster line. These vahies will typically be m the range of 2 to -2 in digital numbers, or 
adequately described by a signed 3 bit number. Ths raw information content of an embedded code is then 
approxiniately 3/8tfa's bytes times 450K or about 170 Kilobytes. Digital compression can reduce this 
further. AU of these decisions are subject to standard engineering optimiiadan principles as defined by 

30 any given application at hand, as is well known hi the arc. Thus we find diat 50 of these independent 

embedded codes will amoum to a few Megabytes. This is quite reasonable level to distribute as a "library" 
of univenal codes within the recognition software. AdvaiKed standard eactypdon devices could be 
en^loyed to mask the exact nature of these codes if one were concerned that would-be pirates would buy 
xht recognition software merely to reverse engineer the universal embedded codes. The recognition 
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software could simply unenciypt the codes prior to appiying die recagnicon techniques caugbt in diis 
disclosure. 

Tbe lecognitioa software itself would certainly have a variety of feamres, bur the core tmk It 
would perform is deienniniDg if there is some universal copyright code within a given image. The tey 
5 questions become WHICH 16 of the total SO universal codes it might comai2, if any, and if there are 16 
found, what are their bit values. The key variables in determining the answers to these questions arc: 
registration, rotation, magnificatioa (scale), and extent. In the most ^erai case widi no helpfiii hints 
whatsoever, all variables must be independently varied across all m\mya\ combinations* and each of the 50 
universal codes must dien be checked by addmg and subtracting to see if an entropy decrease occurs. 

10 Strictly speaking, this is an enormous job, but many helpful hints will be found which make the job much 
simpler » such as having an original image to compare to the suspected copy, or knowing the general 
orientation and extent of the unage relative to an 3x10 prim paper, which then through simple registration 
rrrhnignps can detemmie all of the variables to some acceptable degree. Then it merely reciuires cycling 
through the 50 univezsal codes to find any decrease in entropy. If one does, then 15 others should as well. 

15 A protocol needs to be set up whereby a given order of the 50 translates into a sequence of most 
significant bit thrtsugh least signiiicani bic of the ID code word. Thus if we find that universal code 
number b presem, and we find its bit value to be ''0". and that universal codes '*r duough *3* are 
definitely not present, then our most significam bit of ou; N-bit ED code number is a '0'. Likewise, we 
fmd diat the next lowest universaJ code present is onmbcr *7' and it turns out to be a * r, then our next 

20 most significant bit is a 'l*. Dooe properly, diis system can cleanly tnsx back to the C(^>yright owner sa 
long as they tegisiered their photographic paper stock serial number with some registry or with the 
manufacturer of the paper itself. That is, we look up in the registry that a paper using oniversai embedded 
codes 4,7.11,12,15,19,21.26,27.28,34,35,37.38,40, and 48, and having die embedded code OHO 0101 
0111 0100 belongs to Leonardo de Boticelli, an unknown wildlife photographer and glacier 

25 cinematogiapber whose address is in Northern Canada. We kzu>w this because he dutifully registered his 
film and paper stock, a few minutes of work when he bought the stock, which he plopped imo the "no 
postage necessary" envelope that the manafacnning com|»any kindly provided to make the process 
ridiculously sixaple. Sometxjdy owes Leonardo a royalty check it would appear, and certainly the registry 
has automated dixs royalty paymem process as part of its services. 

30 Oitt final poim is that tnty sophisticated pirates and others widi illicit intentions can mdeed 

employ a variety of cryptographic and not so ciyptogr^hic methods to crack these onivenal codes, sell 
them, and make software and hardware tools which can assist in the removing or distorting of codes. We 
shall not r e a ch these methods as part of this disclosure, however. In any event, this is one of the prices 
which must be paid for die ease of universal codes and the applications they open up. 

35 
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Universal Codes: 2^ Umvenal Codes Based on Deterministic Formulas 

The libraries of univeml codes require the siorage and cransxnittal of Megabytes of independent, 
generally random data as tiie keys wiib which to oniock the existmce and idcaciiy of signals and imagery 
liiat have been marked wtdi universal codes, Aitcmanvely, various deterministic formulas can be used 

5 which "generate' what appear co be random data/image frames, thereby obviating die need to store all of 
these codes in memory and inietrogate each and of die "SO" univeisai codes* Detenninistic formulas can 
also assist in speeding op the process of determining the ID code once one is known to exist in a gi\'en 
signal or image. On the odier hand, deterministic fbnmilas lend diemselves to sleuihing by less 
sophisticaced pirates. And once sieuthed. tbey lend themselves to easier commnnication^ such as posdng 

[Q on the Ictetnet to a hundred newsgroups. There may well be many applications which do not care about 
sleothing and pubiisbing, and determinisiic formulas for generating the individual universal embedded 
codes might be just the ticket. 

Univeraal Co^c^: 3) "Simple" Universal Codes 

15 This cai^ory is a fait of a hybrid of the first two, and is most directed at truly large scale 

implementations of die princ^iles of this technology. The applications employing diis class are of the type 
where staunch seoirity is much less inqK)Ttanc than low cost, large scale Implementation and the vastly 
larger economic benefits that this enables. One exemplary a|iplicadon is placement of identification 
recognition uniu diircdy within modestly priced home audio and video iDstrmnemaxion (such as a TV). 

20 Such recognitica anits would typically monitor audio and/or video looking for these copyright identification 
codes, and thence triggering simple dcd^ions based on the findings, such as disabling or enabling 
recording cq)abiline3. or inciementing program speclfk billing meten which are transmitted hxk to a 
ceotral audio/video service provider and placed onto monthly invoices. Likewise, it can be foreseen that 
"black boxes' in ban and odier public places can monitor (listen with a tnictopdioae) for copyrighted 

25 matftTiaH and generate detailed reports, for use by ASCAP, BMI, and the like. 

A core principle of simple onxversal codes is that some basic indnstry standard 'noiselikc' and 
seamlessly repetitive patterns are injected into signals, images, and image sequences so that inexpensive 
recognition oniis can dthcf A) deocrminc die mere existence of a copyright "flag", and B) additionally to 
A^ determine precise identification information which can facilitate more complex dedsios making and 

30 actions. 

In order to implement this particulax embodimem, the basic principles of generating the individual 
embedded noise signals need to be simplified in order xo aOTrnmndarr inexpensive recognition signal 
processing circnhry, while maintaining the properties of effective randomness and holographic penneation. 
With large scale industry adoption of these simple codes, the codes themselves would border on public 
35 domain information (much as cable scrambling boxes are almost de £aao public domain), leaving the door 
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opca.for decenni&ed pirates lo develop black marta coumermeasures, but this sinutton would be quite 
analogous to the scrambling of cable video and the objective economic analysts of such illegal acdvtty. 

One prior art known to the applicant in this general area of pro-^ive copyright detection is the 
Senal Copy Management System adopted by many firms in die audio industry. To the best of applicam's 
5 knowledge, ibis system employs a ooo-audio *flag" signal which is not part of die audio data stream, but 
which is nevenfaeless grafted onm die audio stream and can indicate whether die associated audio data 
should or should not be duplicated. One problem with this system is diat it is resiricud u media and 
instrumeotacioo which can support diis extra "flag" signal. Another deficiency is diat die fla|ging system 
carries no identity infocmation which would be usgM in makmg more complex decisions. Yet anodier 
10 difficulty is that high quality audio sampling of an analog signal can ooxoc arbitrarily close to making a 
perfea digital copy of some digital master and there seems to be oo provision for inhibiting this 
possibility. 

Applicam's technology can be brought to bear on these and other problems, in audio applications, 
video, and all of die other applications previously discussed. An exemplary application of simple universal 

15 codes is the following. A single tndizstry standard ''l.OOOCXX) second of noise" would be defined as the 
most basic indicator of the presence or absence of die copyright marking of any given audio signal. Fig. 9 
has an example of what Lhe waveform of an industry standard noise second might look like, both in die 
time domain 400 and the frequency dcmiain 402. It is by definition a continuous fuocdon and would adapt 
to any con^inatioD of sampling rates and bit quaiuizatiQns. It has a oormalized amplimde and can be 

20 scaled arbitrarily to any digital signal amplitude. Tlxe signal level and the first M'di derivatives of the 
signal are condmtous at die two boundaries 404 (Fig. 9C), such thai when it is repeated, che "break" in die 
signal would not be visible (as a waveform) or audible when played through a high end audio system. The 
choice of 1 second is arbitrary in this example, where die precise length of die interval will be derived 
grom conszderailons such as audibility, quasi-white noise status, seamless rqjcatability, simplicity of 

25 recognitiott processing, and speed with which a copyright marking deteimination can be made. The 
injection of this repeated noise signal oiuo a signal or image (again, at levels below human perception) 
would the presence of copyrighx material. This is essentially a one bit tdentificatioa cede, and the 

embedding of further identification information will be discussed later on in this section. Tlie use of this 
idemtficadott lecfamqne can extend far beyottd die low cost home impIementaticQs discussed here, where 

30 studios could use the technique, and mooitoring staiiotis could .be set up which literally monitor hundreds 
of channels of itifonnation simultaneously, ^p'hing for marked data streams, and funhermore searching 
for die associated idonicy codes which could be tied in with billing networks and royalty tracking systems. 

This basic, stsndardized noise signature is seamlessly repeated over and over again and added to 
audio signals which arc to be marked with the base copyright identification. Pan of die reason for the 

35 woid 'simple" is seen here: clearly pirates will know about this industry standard signal, but their illicit 
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uses derived torn this IcQowkdge, such as emuie or comiptzoa, will be ecotiamically minuscule relative 
CO the ecoDDouc value of the overall tedmique to the nuss mariQei. For mosi high end audio this signal 
will be some 80 to 100 dB down from full scale, or even much funber; each sicuaiion can choose its own 
levels though certainly there will be recommeodations. The amplitude of the signal can be modulated 
5 according to the audio signal levels to which the ooise signature is being applied, i.e. the amplitude can 
increase significantly when a dnim beats, but noi so dramatically as to become audible or objeaionaUe. 
These measures merely assise the recognition circuitry to be described. 

Recognition of the presence of this noise signamrc by low cost msmmientatian can be effected m 
a variety of ways. One rests on baste modifications to the sizsple principles of audio signal power 

10 metering. Software recognidon programs can also be wrineo, and more sophisticated maibematical 

detection algorithms can be applied to audio in order to make higher confidence detection tdentificatiozis. 
En such embodiments, detection of the copyright noise signamre involves comparing the time averaged 
oower level of an audio stgud with the time averaged power level of thai same audio signal which has had 
the noise signature subtracted &om it. If the audio signal with the noise signature subtraned has a lower 

15 power level that the unchanged audio signal^ then the copyiigfat signatore is presem and some status flag to 
chat effect needs to be set. The main engineering subtleties iavolved in making diis comparison mclude: 
dealing with audio speed playback discrepancies (e.g. an instrument mighc be 0.5% "slow* relative to 
exactly one second intervals); and, df^riing with die unknown phase of the one second noise signature 
within any given audio (basically, its "phase" can be anywhere from 0 to 1 seconds). Another subtlety, 

20 not so ceoxrai as the above two but which aonetheless should be addressed, is that die lEcognition circuits 
should not sobtiaa a higher amplitude of the noise signamre than was originally embedded onto the audio 
signal. Fortunately this can be accomplished by merely subtracting only a small amplimde of the noise 
signal, and tf the power Level goes down, this is an indication of 'heading coward a trough'* in the power 
levels. Yet another lelated subdety is that the power level changes will be very small leiative to the 

25 overall power levels, and calculations generally will need to be done with appropriate bit precision, e.g. 32 
bit value operations and accumuiatkms on 16-20 bit audio m the calculations of time averaged power 
leveis. 

Gearly, designing and packaging this power level comparison processing circuitry for low cost 
applications is an ei^hieering optimization task. One trade-off will be the accuracy of making an 

30 ideotificatxon relative to the "short-cuts'* whidi can be made to the dicaitry in order to lower its cost and 
complexity. One embodiment for placing this recognition drcuitty hiside of instrumentation is through a 
single programmaibLe integrated circuit which is custom made for the task. Fig. 10 shows one such 
integrated circuit 506. Here the audio signal comes in, 500, either as a digital signal or as an analog 
signal to be digitized inside the IC 500. and the output is a flag 502 which is set to one level if the 

35 copyright noise signamre is found, and to another level if it is not found. Also depicted is the &a diat die 
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smdardized noise signacure wavefonn is stored in Read Only Mexnoiy, 504, inside die IC 306. There 
will be a sli^ time delay becwcca the application of an audio signal Co die IC 506 and the output of a 
valid flag 502, doe to die need to monitor socne finite ponion of die audio before a recogziition can place. 
In this case» diere may need to be a 'flag valid" output 508 where die IC infonns the external world if it 
3 has had enough dme to make a proper deierminoiion of the presence or absence of cbe copyright noise 
signature. 

There are a wide variety of specific designs and philosophies of designs applied to accomplishing 
the basic function of die IC 5Q6 of Fig. 10. Audio engineers ami digital signal proc^mg engineers are 
able to generate severe fundamentally different designs. One sudi design is depiaed in Fig. U by a 

10 process 599. which itself is subject to further engineering optimization as will discussed. Fig. 1 1 
depicts a flow chart for any of: an analog signal processing netwoilt, a digital signal processing networJc* 
or programming steps in a software program. We find an input signal 600 which along one path is applied 
to a time averaged power meter 602, and die resulting power output itself treated as a signal P,,^ To die 
upper right we find the standard noise signature 504 v/bkh wdl be read out at 125% of normal speed* 604, 

15 thus changing its pitch, giving die "pitch changed noise signal" 606. Then die input signal has dus pitch 
changed noise signal subtiaaed in step 608» and this new signal is applied to the same form of time 
averaged power meter as in 602. here labelled 610. The outpux of this operation is also a time based 
signal here labelled as 6iO. Step 612 then subtracts the power signal 602 from die power signal 
610» giving an output difference signal P„, 613. If the universal standard noise signature docs indeed 

20 exist on die input audio signal 600, dien case 2, 616, will be created wherein a beat signal 618 of 

approumately 4 second period will show np on the output signal 613> and it remains to detect diis beat 
signal with a step such as in Fig. 12, 622. Case 1, 614, is a steady noisy signal which exhibits no periodic 
beating. 125% at step 604 is chosen arbitrarily here, where engineering considerations would determine 
an optimal value, leading to different beat signal freqoendes 618. Whereas waiting 4 seconds in diis 

25 example would be quite a while, especially is you would want to detea at least two or three beats. Fig. 12 
outlines bow the basic design of Fig. 11 caoid be repealed and operated upon various delayed versions of 
die mput signal, delayed by something like I /20th of a second, with 20 psrailel circuits worJcing in concen 
each on a segment of the audio deiayed by 0.05 seconds from their neighbors. In diis way, a bear signal 
will show up af^nmateiy every iy5di of a second and will look like a traveUing wave down die columns 

30 of beat detection circuits. The existence or alnence of this travelling beat wave triggers die detection flag 
502. Meanwhile, there would be an audio signal monitor 624 which would ensure diat, for exan^le, at 
least two seconds of audio has been heard before setting the flag valid signal 508. 

Though the audio example was described above, it should be clear to anyone in the an thai die 
same type of definition of some repetitive universal noise signal or image could be applied to the many 

35 odier signals, images, pictures, and physical media already discussed. 
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The above case deals only witb a single bic plane of informatioa, i.e. « the noise signanxre signal is 
either there (1) or it isn't (0). For msny sppiicatioas, ti would be nice to detect seriai aumber information 
as well, which could then be used for moie complex dedskms, or for logging informaiioa on billing 
scaiemems or whacnot. The same principles as the above would apply, but now ttiere would be N 
5 independent noise ssgnaxures as depicted in Fig. 9 instead one single such signamre. Typically, one such 
signature would be the master upon which die mere existence of a copyright maiidng is detected, and this 
would have generally higher power than die others, and then the o;her lower power Mdenrification' noise 
signatures would be rmbfrtdpfl into audio. Recognition circuits, ooce having found die existence of die 
primary noise signature, would then step through the other N noise signatures applying the same steps as 
10 described above. Where a beat signal is detected, this indicates the bit value of* L and where no beat 
signal is deteoed, this indicates a bit value of '0'. It might be typical chat N will equal 32, that way 2^ 
number of idemiScation codes are available to any given industry employing this technology. 

Use of this Tc ^hnn|n< ry When the Length of the identificanon Code is 1 

15 The principles described herein can obviously be applied in the case where only a smgle presence 

or abseoce of an identification signal - a fmgeiprint if you will - is used to provide confidence that some 
signal or image is copyrighted. The example above of the industry standard noise signamte is one case in 
pouu. We no longer have die added confideoce of die coin flip analogy, we no longer have tracking code 
capabilities or basic serial nomber capabilities, but many applications may not require these attributes and 

20 die added simplicity of a single fingerprint might outweigh diese other attributes in any event. 

IThe ■Wajlpapey'- Anplpffy 

The term 'holographic" has been used m this disclosure to describe how an idenrificaiion code 
number is distributed in a largely integral form dironghout an encoded signal or image. This also refers to 

25 the idea that any given fragment of die signal or image comains the entire unique identification code 

immber. As with physical tmplementauons of holography, there are limitations on how small a fragment 
can become before one begins to lose diis property, where the resolution limiu of die holographic media 
arc the factor in this regard for holography itself, hi die case of an uncorrupted disiribudon signal 
which has used d» encoding device of Fig. 5. and which furthermore has used our "designed noise ' of 

30 above wherem die zero's were xandomly changed to a I or -I , dien die extent of the Aragment reqmred is 
merriy N contiguous samples in a signal or image raster line, where N is as defined previously being die 
length of our identificanon code nomber. This is an informational extreme; praaical situations where 
noise and corruption are operative will require generally one, two or higher orders of magninide more 
samples than diis simple ncmiber N. Those sldlled in the an will recognize diat ±ere are many variables 
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involved in pinaing down precise stamdcs on die size of the smallest fragmem with which an kfendfication 
can be nude. 

For mtomi purposes, the applicant also uses the analogy diat the unique ideodficarion code 
number is "wailpapered** across and image (or signal). That is, it is repeated over and over again all 
5 throughout an image. This repetitioo of the ID code number can be regular, as in the use of die ena»ler 
of Fig. 5, or random itself, where dte bits in die ID code 216 of Fig. 6 are not stepped duough in a 
aormai repecidve fashion but taher are landomly selected on each sample, and the random selection stored 
along with die value of Che output 228 itself, in any event, the infonnanon carrier of the II> code, the 
individaal endMdded code signal, does change across die image or signal. Thus as die wallpaper analogy 
10 summarizes: the ID code repeats itsdf over and over, but the patterns diat each repetition unpnms change 
randomly accordingiy to a geoerally unsleudiable key. 

Lossy Data Comprgsaion 

As eaiiier mendoncd, applicant's preferred forms of identificacion coding withstand lossy data 

15 compressioa, and subsequent decQmpression. Such compression is fmdmg increasing use, paniculariy m 
contexts such as die mass distribution of digitized entertainment programming (movies, etc.). 

While data encoded according to die disclosed techniques can withsrand all types of lossy 
compression known to applicant, those expected to be most commercially important are the CCHT G3, 
CCm G4, JPEG, MPEG and JBIG compiessionydecompression standards. The CCITT samdards are 

20 widely used in black-and-white dooimenc compression (e.g« Cacsimile and docnmsni^storage). JPEG is 
most widely used with still images. MPEG is most widely used with moving images. JBIG is a likely 
successor to die CCTTT standards for use widi black-and-white imagery. Such techniques are well known 
to diose in the lossy data t omprtssi on field; a good overview can be found in Peanebaker et al. JPEG, Still 
Image Data Compmsion Standard, Van Nosirand Remhold, N.Y., 1993. 

25 

Towards Steganogrrofav Proper and ±e Use of this Technology in Passing More Complex Messages or 
Infonoarioa 

This disclosuir cocwtrates on what above was called wallpapering a single klentificanon code 
across an entire signal. This appears to be a desirable feature for many appiicaiions. However, there are 
30 other apptications where it might be desirable to pass messages or to embed very long strings of pertinent 
identification information in signals and images. One of many such possitle applicadons would be where a 
given signal or image is meant to be manipulated by several different groups, and diat certain regions of an 
image are reserved for each group's idendftcation and inscnioo of pertinent manipuladon information. 

In these cases, the code word 216 in Fig. 6 can actually change in some pre-defined manner as a 
35 function of signal or image position. For example, in an image, the code could change for each and every 
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raster line of the digital image. It mighc be a 16 bi( code word, 216, but each scan lice would have a i»w 
code word, and thus a 480 xan line image could pass a 9^ (480 x 2 bytes) byte message. A receiver of 
the message would need to have access eo either the itoise signal scored in memory 214, or would have to 
kmiw die univcisai code stnxiure of die noise codes if diat mediod of coding was bemg used. To the best 
5 of applicani's knowledge, this is a novel approach to the maoue field of steganography. 

In all three of die foregoing appltcauoos of univexsal codes, it will often be desirable to append a 
short (perhaps 8- or 16-bit) private code, which users would keep in dieir own secured plaoesi in addhion 
to the universal code, Hiis affoids die user a ftmber modicum of secartiy against potesiial erasure of the 
universal codes by sophisticated pirates. 

10 

Applicant's Prior Application 

The Detailed Dcschpdon to this point has simply lepeated du disclosure of applicant's prior 
mtenzationa] application, laid open as PCT publication WO 95/14289. It was reproduced above simply to 
provide comexi for the disclosure which follows. 

15 

One Master Code Signal As A Dtstinctioii From N Indgpendem Embedded Code Sienais 

In ceriahi sections of this disdosure, perhaps e;templified in the section on the realtime encoder, 
an economizisg step was taken whereby die N independent and source-signal-'Coexteosrve embedded code 
signals were so 4r'g?^ that the non-zero elements of any given embedded code signal were unique to just 

20 that embedded code ngnal and ao others. Said more carefolly, certain pixels/sample paints of a given 
signal were "assigned" to some pre-determined m'di bit location in our N^bit identlficaiion word. 
Furthermore, and as anodier basic optimization of implementation, dae aggregate of these assigned 
pixels/samples across ail N embedded code signals is precisdy die extent of die source signal, meaning 
garh and every pixel/sample location in a source signal is assigned one and only one m'tb bit place in our 

25 N-bit identi&ation word. (This is not to sa^y, however, diat each and every pixel MUST be modified). 
As a matter of simpiificatioa we can dien talk about a single master code signal (or 'Snowy image') ratber 
than N independent signals, realizing that pre-defined locations in this master signal correspond to uniqtie 
bit locations in our N*bit Idcndficarioa word. We therefbte construct, via diis circuitous route, this rather 
simple concept on the smgie master noise signal. Beyond mere economizarion and simpiificauon, diere are 

30 also performance reasons for diis shift, primarily derived from die idea that indrviduai bit places in our 
N-bit identificaiioa word art no longer 'competing'' for die information canying capacity of a single 
pixel/sanqile* 

With (his single master more clearfy undentood, we can gain new hisights into other sections of 
this disclosure and explore fiznher details within die given ^plication areas. 

35 
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More of DetenniwwHc Univefsal Codes Using the Master Ccxle Conccg i 

One case in point is to further explore the use of Deienninistic Uoiversai Cwt w, labelled as item *2* in 
die seaions devoted to universal codes. A given user of this technology may opt for die following variant 
use of the prnidples of diis tedmok^. The user in qucsdoa might be a mass distribmor of hotne videos, 
5 but clearly die principles would euend to all other potential users of this technology. Fig. 13 pLoorialLy 
represents die steps involved. In die example die user is ooe Alien Productions.'' They first create an 
image canvas which is coexiensive to the size of the video frames of their novie "Bud's Adventures. * On 
this canvas they print the name of the movie; they place their logo and company name. FurthcnnoiE; dtey 
have specific informatioa at the bottom, such as tixc distribution lot for die mass copying diat (hey are 

10 cuirendy cranking out, and as mdlcated, they actually have a unique frame number indicargd Thus wc 
find (he example of a standard Image 700 which forms the initial basis for die creation of a master Snowy 
image (master code signal) which will be a d ded imo die original movie frame, crtattDg an output 
disoibutable frazne. This image 700 can be eidier blade & viiute or color. The process of turning diis 
image 700 into a pseudo random master code signal is alluded to by die encryption/scrambling rootine 702, 

13 wherda die original image 700 is passed through any of dozens of weQ known scrambling mediods. The 
depiction of die number '28' alludes to die idea that diere can acmaliy be a library of scrambling meUmds, 
and the particular method used for this particular movie, or even for this particular frame, can change. 
The result is our classic master code signal or Snowy image. In general, its brightness values are large 
and it would look very much like die snowy image on a tdevision set tuned to a blank channel, but dearly 

20 it has been derived from an informaiive image 700, transformed dirough a scrambling 702, (Note: die 
spiotchxness of the example ptcoirs is actually a rather poor deptaion; it was a fonctxon of the exude tools 
available to die inventor). 

This Master Snowy Image 704 is dien die signal which is modulated by our N-bit identification 
word as oudined in other seaions of the disdosnre, the resulting modulated signal is dien scaled down in 

25 btightness to die acceptable perceived noise level, and dien added to the oiiginai frame to produce die 
distributable frame. 

There are a variety of advantages and feaiures that the metbod depicted in Fig. 13 affords. There 
are also vaiiadons of theme widxin diis overall variation. Clearly, one advantage is diat users can now use 
more intuitive and personalized methods for stamping and signing their work. Provided diat the 

30 encrypdon/scrambling routines, 702, are indeed of a high security and not published or leaked, dien even 
if a would-be pirate has knowledge of die logo image 700, they should sot be able to use this knowledge to 
be able to sleuth the Master Snowy Image 704, and thus ±ey should noT be able to crack the system, as it 
were. On the other hand, single encryption routines 702 tnay open the door for cracking the system. 
Anoiiier clear advantage of (he method of Fig. 13 is the ability to place further information into the overall 

35 protective procas. Stricdy speaking, the information contained in die logo image 700 is not directly 
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carried in tfae fntal disiribuiable frame. Said aoo^cr way, and provided that die eacryption/scrainbiuig 
routine 702 has a straigJicfDrwtfd and icnown decxyptioD/descramblin^ aieihod wtiicfa colemes bit ouncatioa 
eiTon, li Is generally impossible co f\Uly m-ctenre the image 700 based upon having tfae distributable 
frame, the N-bit ideniificaiion code word, tbe brightness soling factor used, and the number of tfae 
5 deoypdoo routiDe to be osed. Tbe reason that an exact rccrcadon of the image 700 is impossible is dn« to 
the scaling opcraticm itself 2nd the concomitant bit tnmcacioQ. For tfae present discussion, this whote issac 
is somewhat academic, however. 

A vahation on die theme of Fig. 13 is to acaially place the idcniificazzoa code word direaiy 
into tfae logo image 700. In some sense diis would be self-referential. Thus when we pnfl oixt our stored 
10 logo image 700 it already contains visually what our identification word is, then we apply encryption 
routine #28 to diis image, scale it down, then use this version to dcccde a suspect image using the 
techmqiies of this disciasure. Hie N bit word thus found should match die one contained in our logo 
image 700. 

One desirable feanire of the encryption/scrambitng routine 702 might be (but is certainly not 
1^ requited lo be) that even given a small change in tbe input image 700» such as a single digit change of die 

frame nomber, dieie would be a huge visual change tn the output scrambLed master soowy image 704. 

Likewise, the acoial sciaxnfaling routine may change as a function of frame numbers, or certain "seed" 

oumbers typically used within pseudo-randomizing functions could change as a ftmaion of frame number. 

All aumier of varianons are dxus possible, all helping to maintain high levels of security. Eveomally, 
20 engineering optiniizaEion coosidendoiis will begin to ixrvesiigaie the relationship between some of these 

randomizing methods, and how they ail relate to mainfaitiiffg acceptable signal strengdi levels through the 

process of transforming an uncompressed video stream mto a compressed video stream such as widi the 

NIPEG compression methodologies* 

Another desired feanire of the encryption process 702 is dmt it should be infonnadonally effideut, 
25 le.. that given any random inpnt, it should be able to output an essentially spatially onifoim noisy image 

with Utile to no xcsidnal spatial paitexns beyond pure randomziess. Any residual correlated panems will 

contribute to inefficiency of encoding the N-bit identification word^ as well as opening up further tools to 

would-be pirates to break die sysum. 

Anodter fc^mre of the method of Fig. 13 is that there is more intumonal appeal co using 
30 recognizable symbols as pan of a decoding sysoem, which should dien translate favorably in the essentially 

lay environinem of a courtroom. It strengthens the simptidcy of die coin fiip vernacular mentioned 

elsa^re. Jury members or judges will better relate to an owner's logo as bemg a piece of the key of 

recognizizig a suspea copy as being a knock<ff. 

It should also be mendoned that, stricdy speaking, the logo image 700 does not need to be 
35 randomized, the steps could equally apply strazghi to the logo image 700 direcdy. It is not entirely dear 
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to the invemor what practical goal this might have, A trivial extension of this coticept to the case where 
N = l is where, simply and easily, the logo image 700 is merely added to an original image ai a very low 
brighiness level. The inventor does oot piesume this trivial case to be at all a novelty. In many ways (his 
is similar to the age old issue of subiinixnal advertising, where the low light level patterns added to an 
5 naage arc recognizable to the human eye/brain system and - supposedly - operating ou the human brain at 
an mKunscians level, fiy pointing out these trivial extensions of die current technology, hopenilly dure 
can arise funher darlcy which distinguishes applicant's novel principies in relation to such well known 
prior aiT techniques. 

10 

5^bit Abridged Alofaanntnefic Code Sets and Others 

It is desirable in some applications for the N-biC idemi£cation word to actually signify names, 
companies, strange wotds, messages, and die like. Most of this disclosure focuses on using die N-bit 
ideotificaiion word merely for high statistical security , indexed tracking codes, and other index based 

15 message carrying. Hie information canying capacity of 'invisible signatures* inside imagery and audio is 
somewhat Itmiferi, however, and thus it would be wise to use our N bits efflciendy if we actually warn lo 
*speU out' alphanumeric items in the N-bk identification word. 

One way to do diis is to define, or to use an already existing, reduced bit (e.g. less than 8-bit 
ASCn) standardtssed codes for passing alphamuneric messages. This can help to sarisfy this need on die 

20 part of some applications. For example, a simple alphanumeric code could be built on a 5-bit index table, 
where for example the letters V^,Q, and Z are not included, but die digits 0 duough 9 are included. In 
dus way, a 100 bit tdentificatioa word could carry with it 20 alphanumeric symbols. Another alternative is 
CO use variable bit length codes such as the ones used in text compression routines (e.g. Hufhnan) whereby 
more frequesdy used symbols have shorter bit length codes and less frequendy used symbols have longer 

23 bit lengths. 

More on Detectmfi and ttoy^mg die M-hit Idm^cat^offl Word in Suspect Signals 

Gassicaliy speaking, die detection of die N-hit identiiicaticm word fits mceiy into die old art of 
d^ecting teaown signals in noise. Noise in this last stacetnem can be iotexpreted very broadly, even to the 
30 point where an image or audio track itself can be considered noise, tclative to die need to detect die 
underiying signamte signals. One of many references to this older art is the book Kassam. Saleem A., 
"Signal Detection is Noa-Gaussian Noise/ Springer- Verlag, 1988 (generally available at well stocked 
libraries* e.g. available at die U.S. Library of Congress by catalog nundier TX5I02.5 .K357 1988, 

To the best of this invenior's current understanding, oone of the material 
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in this book is direciJy ajvplicabte to ih£ issue of discovering the polarity of applicant's embedded signals, 
but the broader principles are indeed applicable. 

In partiaUar, section 1*2 "Baste Concepts of Hypotbesis TestiDg** of Kassam's book Lays out the 
basic concept of a binary hypothesis, assigning the value "T to one hypothesis and the value "^O" to die 
S other hypothesis. The last paragraph of that seaton is also on point regarding the eariier-desehbed 
embodiment, i.e., that the "0" hypothesis corresponds to "noise only" case, whereas die corresponds 
to the presence of a signal in the observations. Applicant's use of true polarity is not like this, however, 
where sow the 'Q" conespocds to die presence of an inverted signal rather than to "noise-oniy. ' Also in 
the present embodiment the case of ^noise-onfy" is effectively ignored, and that an identification pzocess 

10 will either come up widt oar N-bi: identificaxion word or it will come up with 'garbage.* 

The continued and inevitable engineering iiz^rovement in the deteaion of ffmhedded code signals 
will undoubtedly borrow heavily from diis generic field of known signal detection. A common and 
well-known technique in diis field is the so-called 'matched filter/ which is incidentalty discussed eaily in 
section 2 of the Kassam book. Many basic texts on signal processing include discussions on this method of 

15 signal detection. This is also known in some fields as correlation detection. Funbermore, when the f^iase 
or ](^ion of a known signal is known a priort such as is ohai the case m applicarions of diis technology, 
then die matched filter can ofbea be reduced to a simple vecn^r dot product bciweea a suspea image and 
Che embedded signal associated widi an m'th bit plane in our N-bit idendfication word. This then 
represents yet another simple 'detection algorilhrn" for caking a suspea image and prochicing a sequence of 

20 Is and Os with die intention of determining if diat series corresponds to a pre-embeddcd N-bit idemiHcation 
word. In words, and widt reference to Fig. 3, we nm through the process steps up through and including 
the subtracting of the original image from die suspea. but the next step is merely to step throngh all N 
random inrfrprnftmT signals and pcrfonn a simple vector doc product between diese signals and the 
difference signal, and if that dot product is negative, assiga a '0* and if diat dot prtxhKi is positive, assign 

25 a '1.' Careful analysis of diis "one of many" algorithms will show its similarity to die traditional mafcbftri 
filter. 

Xliere are also some trmnHiaTf tmprovemenis to the "matched Sixer' and "correlaiioii-type'' Chat 
can provkle mbmirrfl ability to properly detect very low level embedded code signals. Some of these 
improvements are d»ived from principles set forth in the Kassam book, others are generated by die 

30 inventor and die invenmr has oo knowledge of dieir being developed in odier papers or works, but neidier 
has the mvcmor done fiilly extensive searching for advanced signal detection techniques. One such 
tedmiqne is periiaps best exemplified by figure 3.5 in Kassam on page 79, whereui diere are certain plots 
of die various locally opcimnm wei^ting cocfScicats wbidi can apply to a general dot-prodnct algotitfamic 
approadi to detection. In other words, rather dian performing a simple dot prcdua, each elemental 

35 multiplication operation m an overall dot product can be weighted based upon known a priori statistical 
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iaibnnadon about the difiference signal Itself, i.e.. ihe signal wichln wliicb the low level known signals are 
bexng sought. Hie interested reader wbo is not already familiar witb these topics is eooauraged co read 
chapter 3 of Kassam to gain a fuller uadenranriing. 

One principle which did not seem (o be explicitly ptesent in the Kassam book and wfaidi was 
5 developed ludimemarily by the inventor involves the exploitation of the magnitudes of the statisiicai 
properties of the known signal being sought relative to the magnitude of the statisdcal properties of die 
suspect signal as a whole. In parncolar. die problematic case seems to be where the embedded signals we 
are looking for are of ouxch lower level than the noise and coiruption presem on a difference signal. Fig. 
14 aoempts to set the stage for the reasoning behind this approach. The top figure 720 contains a generic 

10 loolc at the differences in the bistogiams between a typical "problematic" difference signal, i.e., a 

diffierence signal which has a much higher overall energy than the embedded signals that may or may itot 
be widiin it. The tenn 'mean-Temoved* simply means thai the means of both the difference signal and the 
embedded code signal have been removed, a common operation prior xo pertoning a normalized dot 
product. The lower figure 722 dien has a generally similar histogram plot of die derivatives of die two 

15 signals, or in die case of an im^ge, the scalar gradients. From pure inspeoion it can be seen that a simple 
thresholding operation in the derivative transform domain* with a subsequent conversion back into the 
signal domain, wUl go a long way toward removing certain mnate biases on the dot product 'recogniuon 
algonthm' of a few par^raphs back. Hiresholding here refen to die idea that if die absolute value of a 
di^rence signal derivative vahie exceeds some direshold, dien it is re^aced simply by dial threshold 

20 value. Tlic threshold value can be so chosen to comoin most of die histogram of the embedded signal. 

Another operation which can be of minor assistance in 'alleviating" some of the bias effects in die 
dot produa algoridun is the removal of the low order frequencies in die difference signal, i.e., running the 
difference signal through a hi^ pass filter, where the cutoff &equency for the high pass Hlter b relatively 
near the origin (or DC) &equency. 

25 

Special Consideratim ^ fny gy-n^f imig; Pmhcdded Codes on Signals Which Have Been Comnressfid and 
Decompressed, or AitematiYcly. fo r Rffgnf^i^p ^ Embedded Codes Widiin A nv Signal Which Has 
Undergone Some Known Process Whtefa Creates Non-Untform Error Sources 

Lang tide for a basic concept. Some signal processing operations, such as compressing and 

30 deco mp ressing an image, as with die JPEG/MPEG formats of imageAndeo compression, create errors in 
some given transform domain which have certain conelatinm and stiucnire. Using /PHG as an example, 
if a given image is compiessed dien decompressed at some high compression ratio, and that resulting 
inage is dien fburier transformed and compared to the fburier transform of the original uncompressed 
image, a definite parteni is cleody visible, Hiis patterning is indicative of correlated error, i.e. error 

35 which can be to extetu quantified and prediaed. The prediction of die grosser prop ernes of diis 
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correlated error can then be used to advantage in the heretofore-discussed methods of recognizing the 
embedded code sigoals within some suspect image wiuch may have undergone either JPEG compression or 
any other operation which leaves tliese telltale correlated error signatures. The basic idea is that in areas 
where there arc known higher levels of error, the value of the recognition methods is diminished relative to 
5 the areas with Jcdowb lower levels of correlated errors. It is oftoi possible co quantify the expected levels 
of error and use this qoamificatioa to appropriately weight the retiansformBd signal values. Using JPEG 
compression again as an example, a suspect signal can be fourier transformed, and the fourier space 
representadon may clearly show die teiltaie box grid pattern. The fourier space signal can dien be 
"spatially filtered' near the grid points, and this filtered representation can then be transformed back into 

10 its regular dme or space domain to dien be run through die recognition methods presented in this 
disclosure. Likewise, any signal pracessing method which creates non-umform error sources can be 
transformed into the domain in which these error sources are ooihuniform, Uic values at the hi^ points of 
die error sources can be amrmiarftd, and the thusly "filteted" signal can be tnmsfoniKd bade into the 
lune/spsce domain far standard recogoitioii. Often this whole process wUl include die lengthy and arduous 

IS step of "characcerizmg" the typical correlated error behavior in order to "design* the appropriate dltcring 
profiles. 

■SIGNATURE CODES" and -iNVTSlBLg SIGNATURES- 

Briefly and for the sake of clarity i the phrases and terms "sigDacues/ 'txivisiblc signatnrcs/ and 
20 "signanire codes" haye been and will continue to be used to refer to the general techniques of this 

technology and olten refer spediically to the composite embedded code signal as defined early on in this 
disclosure. 

MORE DETAILS ON EMBEDDING SIGNATURE CODES INTO MOTION PICTURES 
25 Just as there is a distinction made between die JPEG standards for compressing still images and 

the MPEG standards fbi compressed motion images, so coo should diere be disdccdons made becwees 
pladng invisible signamies into still images and placing signanires into motitm images. As with the 
JPEG/MPEG disdncQon, it is not a maner of different foundadons, it is die fact dial widi motiou images a 
aew dimexision of engineering aptimizatioii opens up by the tnclusicm of time as a parameter. Any 
30 textbook dealing widi MPEG will surely contain a section on how MPEG h (generally) not merely 

applying JPEG on a frame by frame basis. It will be the same wtdi die a^^licadon of die principles of diis 
technology: generally speaking, the placement of invisible signatures mio motion image sequences will not 
be simply independently placii^ hivisible signatures huo one frame after die next. A variety of (ime-based 
considerations come into play, some dealing with the psychophysics of motion image perception, odiers 
35 driven by simple cost engineering considerations. 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/08351 _ 



- 47 . _ 

Ooe embodiment acniaUy uses the MPEG compressioa scaodard as a piece of a soiutioa. Other 
moiioD image compressioo schemes could equally well be used, be chey already invmed or yet to be 
invexned. This example also utiliies the sciaaibled logo image appsoach to generatiiig the master snowy 
image as depiaed in Fig. 13 and discussed in the disclosure. 
5 A 'compressed master siLowy image" is indepeodectiy rendered as depiaed in Pig. 15. 

"Rendered* cefeis to the generally well known cechsicpie in video, movie and animation produaion 
whereby an image or scqucnoe of images is created by consciuctive Tprhn^f^Tw such as computer 
instrtxctians or the dzawmg of animation cells by hand. Thus, 'to render' a signanne movie in this 
example is essentiaily to let either a computer create it as a digital file or to design some custom digital 

10 eiectrooic ciicmtry to create iL 

The overall goal of the procedure outlined in Fig. 15 is to apply the invisible signatures to the 
original movie 762 in such a way thai du signatures do not degrade the commexiai value of the movie, 
memorialized fay the side-by^side viewing, 768, AND in such a way that the signature opnmaliy survives 
through die MPEG compressicn and decompression process. As noted earlier, the use of die MPEG 

15 process in particular is an example of die generic process of compression. Also it should be noted that die 
example presetted here has definite room for engineering variations. In particolar. those practiced m the 
ait of motion picture compression will appreciate the faei if we scan out with two video sneams A and 
and we compress A and B separately and combine dieir results, dien the resultant video stream C will not 
generally be the same as if we pre-added die video streams A and B and compressed this resultant. Thns 

20 we have in general, e.g. : 

MPEG{A) + MPEG(B) =\= MPEG(A+B) 

where »\» is not equal to. This is somewhat an abstract nodon to introduce at this point in the disclosure 
25 and will become mare clear as Fig. 15 is discussed. The general idea, however, is dtat diere will be a 
variety of algebras dial can be used to optimize the pass-dsraugh of "invisible" signamres dirough 
compressian procednres. Qearly, die same principles as depicted in Fig. 15 also vfO± on still images and 
the JPEG or any other still image compression standard. 

Turning now to die details of Fig. 15, we begin with die simple stepping dirough of ail Z frames 
30 of a movie or video. For a two hour movie played at 30 frames per second, Z turns out to be 

(30*2*60*60) or 2I6.00O. The Inner loop of TOO. 702 and 704 merely mimics Fig. 13*s steps. The logo 
&ame optionally can change during the stepping through frames. The two arrows emanating from the box 
704 ffppiipjggnt both the coniinuation of the loop 750 axul the depositing of output frames into the rendered 
master Snowy Image 752. 
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To take a bnef bur pocemially appropriate digression at chis point, the ose of die concept of a 
Markov process brings certain clarity to the disctission of opdmizing the engineering tntplemencatton of the 
mediods of Fig. 15. Briefly, a Markov process is one in which a sequence of events caJces place and in 
geceiai there is no memory between one step in the sequence and the next. In ihe context of Fig. 15 and a 

5 sequence of images, a Markovian sequence of images would be one in which there is no apparent or 
appreciable coneUtian benrnn a given frame sod the ac3ct. Imagine taking tbe set of all movies ever 
produced, stepping one frame at a time and selecting a random frame 6rom a random movie to be inserted 
into m output movie, and dsea steppmg through, say. one minute or 1800 of these frames. The resulting 
*'movie" would be a fine example of a MarJcovian movie. One point of this discussion is that depending on 

to bow the bgo firames are rendered and depending on how die encryption/scrambling step 702 is performed, 
the Master Snowy Movie 752 will exh^it some generally quamiiiafale degree of Marlcovian cbaraoerisncs. 
The point of this point is diat the compression procedure itself wUl be affiscted by dsis degree of Markovian 
nanire and thus needs to be accounted for in designing the process of Fig. 15. Ukewiae* and only in 
general, even if a folly Mai&ovian movie is created in the High Brighnxess Ma^r Snowy Movie, 752, 

15 dien die processing of compressing and decomprcssmg that movie 752, repxtsemed as die MPEG box 7S4, 
will break down some of die Maikovian nanire of 752 and create at least a margimily non-Markovian 
compressed master Snowy Movk 756. Tltis point will be udiized when die disclosure briefly discusses die 
Idea of using nmitipie frames of a video stream in order to find a single N-btt identification word, thai is, 
the same N-bit identification word may be embedded mto several Erames of a movie, and it is quite 

20 leasonabie lo use die information derived £rom those multiple frames to find diat single N-bit identzf cadon 
word. The nos-Markovian nanire of 756 thus adds certain toois to reading and recognizing the invisible 
signatures. Enough of this tangent. 

Widi die iment of pre-conditioning the ultimately utilized Master Snowy Movie 756. we now send 
the rendered High Brightness Master Snowy Movie 752 dirough botfi die MPEG compression AND 

25 decompression procedine 754. With the caveat prevLousiy discussed where it is acknowledged that ±c 
MPEG compression process Ls generally not distributive, the idea of die step 754 is to crudely segregate 
the initially reodoed Snowy Movie 752 into two components, the componem which survives dse 
conq>ressioD process 754 which Is 756, and the component which does not survive, also crudefy estimated 
using die diiffisreoce opeiadon 758 to produce die 'Cheap Master Snowy Movie" 760. The ceason use is 

30 made of the deliberately loose term 'Cheap* is that we can \m add diis signamre signal as well to a 
distributable movie, knowix^ that it probably won't survive common compression processes but that 
ncvenhcless it can provide •cheap" extra signamre signal energy for applications or simauons which will 
never experience compression. [Thus it is at least noted m Fig. 15], Back to Fig. 15 proper, we now 
have a rough cot ai signamres which we know have a higher likelihood of surviving intact dirougb the 

35 compression process* and we use this "Compressed Master Snowy Movie" 756 to then go through Uiis 
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ptocedare of bdag scaled down 764. added co the original movie 766, producing a candidate distributable 
movie 770. then compared [O the original movie (768) to ensure that it meets whatever commsrcially 
viable criteria which have been set up (i.e. the acceptable perceived noise level). Tbe arrow from the 
side-by-side step 768 back to the scale down step 764 conesponds quite directly to the "experiment 
5 visually... " step of Fig. 2^ and die gain control 226 of Fig. 6. Those practiced in the ait of bnage and 
audio information theory can recognize that die whole of Fig. 15 can be summarized as attempting to 
pre-condition die invisible signature signals in such a way that ihey are better able to withstand even quite 
appreciable compression. To reiterate a previously mentioned item as well, this idea equally applies to 
ANY such pre-idenrifiable process to which an image^ and usage sequence, or audio trade might be 
10 subjeaed. This clearly includes die JPEG process on still images. 

Additional Elements of the Reaitiroe Encoder Circmrrv 

It should be noted that die method steps represented in Fig. 15, generally following 6rom box 750 
up through Che creation of the compressed master snowy movie 756, could with certain modification be 
15 implemented m hardware. In particular, the overall analog noise source 206 in Fig. 6 could be replaced 
by soch a hardware circuit. Likewise the steps and associated procedures depicted in Fig. 13 could be 
implemented in hardware and replace the analog noise source 206. 

Recognition based on y j'^ T'^ one frame: non-Markovian signatntcs 

20 As noted in the digressioa on Mazkov and noa-Maifcov sequences of images, it is pointed out once 

again that m sudi circumstances where die embedded invisible signature signals are non-Maricovian in 
namre, i.e., that there is some correlauon between die master snowy image of one frame to that of the 
next, AND ftuthermore diat a single N-bit identification word is used across a range of frames and dial die 
sequence of N-bit identiiication words associated with the sequence of frames is not Markovian in nature, 

25 dien it is possible to utilize die data from several frames of a movie or video in order lo recognize a single 
N-bit identification word. All of diis is a fancy way of saying diat die process of recognizing die invisible 
signatures should use as nuidi information as is available, in this case transiting io muluple frames of a 
motion image sequence. 

30 HEADER VERIFICATION 

The concept of die 'header" on a digiiai image or audio file is a wdl established pnctice in die 
art. The top of Fig. 16 has a simplified look at the concept of the header, wherein a data file begins widi 
generally a comprehensive set of information about the file as a whole, often including information about 
who die amhor or copyright holder of die data is, if there is a copyright holder at ail. This header 800 is 
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then typically followed by the data iisdf 802, such as an audio sncais, a digital image, a video streani, or 
compressed versions of aay of tbese items. This is all exceedingly known aad ooimnon in ibe indusay. 

One way in which the principles of this technology can be employed in the service of informatiozi 
integrity is gencrically depicted in the lower diagram of fig, 16. la geoeral. the N-bii ideniificadoQ word 

5 can be used to essentially 'wallpaper** a given simple ooessage throughout an image (as deleted) or audio 
data sireamt tberehy leizifordng some message already contained in a iraditionai header. This is referred 
to as "header verification" in the title of diis section. The thinking here is that less sophisticated would-be 
pirates and abusers can alter the tnfonnacioa comem of header information, and the more seoxre techniques 
of this technology can dms be used as cfaecJcs on the veracity of header information. Provided that the 

10 code message, such as "joe's image" in the header, matdies the repeated mm.sagR diroughouz an image, 
then a user obtaining the image can have some hi^ier degree of confidence diat no alteration of the header 
has taken place. 

Likewise, the header can acruaily cany the N-bit idexuificadon word so that the faa that a given 
data set has bees coded via the methods of this technology can be highlighted and the verification code 
15 built right into die header. Namraily, this data file format has not been created yet suxce the principles of 
this technology are aniaztly not being employed. 

THE "BODIER": TH5 ABILITY TO LARGELY REPLACE A HEADER 

Although all of the possible appiicatiom of the following aspect of applicant's technology are not 
20 My developed, it is nevertheless presented as a design altemaitve thai may be imponant some day. The 
title of this section comains the silly phrase used to describe this possibility: the ''bodier * 

Whereas the previous secdon oudioed how the N-btt tdendfication word could "verify** 
information contained within the header of a digital file, there is also the prospea that diese methods could 
completely rq)iace the very concept of the header and place the informaiion which is tradidonally stored in 
25 the header directly inio the digital signal and empirical dau itself. 

This could be as simple as standardizing on. purely fbr example, a 96-bit (12 bytes) leader string 
on an otherwise entirely empirical data stream. This leader string would plain and simple contain the 
mimeiic length, in elemental data units, of the entire data file not including the leader string, and the 
number of bits of depth of a single data element (e.g. its ms^ber of grey levels or the ntuiber of discrete 
30 signal levels of an audio signal). Prom there, universal cedes as described in tliis ^ecificatioa would be 
used to read the N-bit idendficanon word wiiirea directly widiin die empirical data. The length of the 
empirical data would need to be long enough to contain the fiill N bits. The N-bit word would e^cdvely 
transmit wtrnt would otherwise be contained in a traditioQal header. 

Fig. 17 depicts such a data format and calls it the "universal empirical data format/ The leader 
35 String 820 is comprised of the 64 bit string length 822 and the 32 bit dau word size 824. The data stream 
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826 then immediaiely Mows, and the information tradilionaily contained in the header but now contained 
directly in the data stream is represemed as the anached dotted line Another term used for this 
attached informanon is a 'shadow channel" as also dq^icted in Fig. 17. 

Yet another eiemsnt that may need to be indudcd in the leader string is sGme son of complex 
5 check sum bits which can veriiy thai the whole of the data file is intaa and unalteted. This is not iochided 
in Fig. 17. 

lUORF Qr4 DrSTRIBUTED UNWEHSAL CODE SYSTEMS: DYNAMIC CODES 

One intiiguiztg variation on the theme of universal codes is the possibility of the N-bit 

10 identification word actually containing instructions which vary the operations of the miiversal code -system 
itself. One of many examples is immediately in order a data transmission is begun wherein a given block 
of audio data is fiiUy transmitted, an N-bit identification word is read knowing chat the Erst blocic of data 
used univeml codes /f\A5 out of a set of 500, say, and diat pait of the V-bit ideodiiution word thus found 
is the instmchons thai the next block of data should be 'analyzed* using the universal code set ^411 rather 

15 than 1^145. In general, this cechnology can thus be used as a method for changmg on the fly the actual 
decoding instructions themselves. Also in general, tfais ability to utilize "dynamic codes" should greatly 
incrtase the sophistication level of the data veri^cation proccdurea and mcrease the economic viability of 
systems which are prone to less sophisticated thwarting by hactes and would-be pimss. The inventor 
docs not believe that the concept of dynamically changing decoding/decrypting instructions is novd per se, 

20 but die canying of chose instructions on the "shadow diannel" of empirical data does appear to be novd to 
the best of the invemor's understanding. [Shadow channel was previously defmed as yet anodier 
vernacular phrase encapsulating the more sieganogmphic proper demems of this technology]. 

A variant on the theme of dynamic codes is the use of universal codes on systems which have a 
priori assigned knowledge of which codes to use when. One way to summarize this possibility is the idea 

25 of 'die daily password. " The password m this cxampie represents knowledge of which set of univcraal 
codes is cunendy operative, and these change depending on some set of application-^cific circumstances. 
Presumably many applications would be conrinuaily updating the universal codes to ones which had nercr 
before been used, which is often the case with the traditionai concept of th* daily password. Part of a 
cuncnrly transmiaed N-bii idemificadon word could be the passing on of the next day's password, for 

30 ex2nq)le. Though dmc might be the most common trigger events for the changing of passwords, there 
could be event based triggers as well. 

■y y]\4T^f-TR!C PATTERNS A^fD NOtSE PATTERNS: TOWARD A R OBUST UNIVERSAL CODING 
SYSTEM 
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The placemeac of ideiuificatLoa pattenu into images is ceitainiy not new. Logos stamped into 
comers of images, 5ubtie patMi^ such as trie signanires or the wallpapenng of che copyright circie*C 
symbol, and the watennark proper are aJl crumples of piacing paitems into images in order to sigoiiy 
ownership or to try do prevent illicit uses of die creative material. 
5 What does appear to be novel is the approach of placing independent "carrier" patterns, which 

chemsdves are capable of being modulated with cenain information, dtiecily into images and audio for the 
purposes of transmission and discernment of said mformauoa, while effeaively beii^ imperceptible and/or 
unintelligible to a perceiving human. Steganographic sohmans cnncmly known to die inventor all place 
this information "directly" into empirical data (possibly first encrypted, then directly), whereas the methods 

10 of this disclosnre posit the creation of these (most-often) coextensive carrier sigcais, the modulation of 
those carrier signals with the information proper, THEN die direa applicaiian to die empirical data. 

In extending these concepts one seep further into the a^lication arena of universal code systems, 
where a sending site transmits empirical data with a certain universal codmg scheme employed and a 
receiving site analyzes said empirical data using the universal coding scbeme, it would be advantageous to 

15 talce a closer look at the engineering considerations of such a system designed for die transmission of 
images or modon images, as opposed to audio. Said mare dearly, die same type of analysis of a specific 
implementation snch as is contained in Fig. 9 and its accompanying discussion on the universal codes in 
audio applications should as well be done on imagery (or two dissnsional signals). This section is such an 
analysis and outluie of a specific implementation of universal codes and it attempts to anticipate various 

20 hurtUes that such a method should clear. 

The unifying theme of one implementadon of a universal coding system for imagery and motion 
hnagery is "symmetry.* The idea driving this couldn't be more simple: a prophylaaic against the use of 
image rotation as a means for less sophisticated pirates to bypass any given universal coding system. The 
guiding principle is diat the univenal coding system should easily be read no matter what rotational 

25 orientation the subject imagery is in. These issues are quite common in die fields of optical character 
recogmticn and objea recognhion, and these fidds should be consulted for further tools and tricks in 
furthering the engineering implementanon of this technology. As usual, an immediate example is in order. 

Digital Video And internet Company XYZ has developed a delivery system of its produa which 
reiies on a oon-symmetric unxversai coding which doi^le checks incoming video to see if die individual 

30 frames of video itself, die visual dau« contain XYZ*s own relatively high security internal signaruxe codes 
usmg the methods of diis technology. This wor^ well and fine for many delivery siniadons, inclnding 
dieir Internet tailgate which does not pass any material unless both the header informadon is verified AND 
the in-frame univeTsal codes are found. However, another piece of dieii commercial network pe r forms 
nnnnriane rounne monitoring on Internet channels to look for unauthorized transmission of their proprietary 

35 creative properry. They control die encryption procedures used, dins it is no prablem for them to 
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uoencrypc creative property, mclndicg he ade r s, and perform straigbcfbrwaTd checks. A pinue group that 
wants to traffic material OQ XYZ's necworlc has detenniced how to modiiy the security features m XYZ*s 
header infonnaiioii sysiexn, and diey have funheimore discovered that by simply rotating imagery by 10 or 
20 d^rees, and tranmitting it over XYZ's oetwoik, die network doesn't recognize the codes and therefore 
5 does tun flag illicit uses of dteir material, and die receiver of die pirate's rotated matcriai simply uniocaies 
tt. 

Summarizing this las: example via logical categories, the non-symntetiic tmxveisal codes are quite 
acceptable for the 'enablement of audiorized aaion based on the findins of the codes. * whereas it can be 
somewhat easily by-passed in the case of "random monitonn^ (policing) for ttie prrtmrr of codes. * (Bear 

10 In ffiind that the aon-symmetric universal codes may very welt catch 90% Qf illicit uses, i.e. 90% of the 
illicit users wouldn't bother even going to the simple by-pass of rotadoaj To address this latter category, 
the use of quasi-rotationally symmetric umveisal codes is called for. "Quasi* derives from die age old 
squaring the dicle issue, in diis instance translaring into not quite being able to represem a full 
ucrememally rotational synnnetric 2-D object on a square grid of pixels. Furthennore. basic 

15 ccnsideranons tnnst be made for scale/magnificaiion changes of the universai codes. It is understood that 
the monitoring process mttst be performed when the tmmitored visual material is in the 'perceptual* 
domain, i.e. when it has beea uxsncxypted or unscrambled and in the form with wiiich it is (or would be) 
preseiued to a human viewer. Would-be pirates could acteznpt to use odier simple visual scrambling and 
unscrambling techniques, and tools could be developed to monitor for diese telltale scrambled signals. 

20 Said another wayt would-be piratea would then looic to cransform visual material out of die perccpniai 
domain, pass by a monitoring poim, and t]ien transform the material bade imo the peicepmal domain; 
tools od^er dian the monitoring for uoiversal codes would need to be used in such scenarios. The 
monitoring disoissed here therefore applies to applications where monitoiing can be performed in the 
perceptual domain, such as when it is actually sent to viewing equiptnent 

25 The "ring* is the only ftiJl rotariooally symmetric two dimensional object. The 'disk' can be seen 

as a simple fmite series of concentric and perfiectly abutted rings having width along dieir radial axis. 
Thus, the "ring" needs to be die starring point &om which a more robust universal code standard for 
Images is found. The ring also will fit nicely into the issue of scale/magnification changes, where die 
radms of a ring is a single parameter to keep trade of and account for. Another property of die ring is that 

30 even die case where differential scale changes are made to different spatial axes m an image, and die ring 
turns imo an oval, many of die smooth and qDasi-symmetric properues diat any automated monitoring 
system will be looking for are generally msnminM Likewise, appreciable geometric distortion of any 
image will cleariy (tiston rings but dsey can stiU nHtnrain gross symmetric properties. Hopefully, more 
pedestrian methods such as simply 'viewing' imagery will be able to detea actempted illicit pincy in diese 

35 regards, especially when such lengths arc taken lo by-pass die universal coding system. 
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Ringj to Knots 

Having discovered the ring as the only ideal symmemc pattern upon whose fbimdanoa a Aill 
rorauonally lotrast univasal codiag system caa be built, wc omsi nun this basic panem imo something 
fimcdoaai, somediing which can carry infonsaion, can be read by cotnputen and other instninencatLon, 
5 C3D survive simple transfoimaiions and conupiions, and can give rise to reasonably high levds of secunty 
(probably sot imbreaicabJe, as die seaion on universai codes explained) in order to keep ttc ccooootpcs of 
subverskn as a simple incremeotal cost item. 

One embodimem of the "ring-based"' universai codes is what the inventor refers to as Icnot 
pattetns" or simply "Imots," in deference to woven Celtic knot pattern which were laier refined and 
10 exalted in the works of Leonardo Da Vinci (e.g. Mona Lisa, or his knot engravings). Some rumors have 
it diat these drawings of knots were indeed sieganogrsphie in naiDTCt i-e. conve>'ing messages and 
signamtes: all the more aj^'^nate. Figs. IS and 19 explore some of the fundamental properties of these 
knots. 

Two simple examples of toioi paneins are depicted by tbe supra-radial knots. 850 and die radial 

15 knots S52. The names af these rypes are based on tbe cenirai symmetry point of the splayed rings and 
wfaedier die constiuient rings imersect dais point, are fiilly outside ii, or m the case of $nb-rad!al knots the 
central poinz would be inside a constituent cizde. The examples of 850 and 852 clearly show a 
symmetrical arrangemcn: of 8 rings or circles. 'Rings' is the more appropriate term* as discussed above, 
in dial this term explicitly acknowledges the width of the rings along the radial axis of tbe ring. It is each 

20 of die individual rings in the knot patterns 850 and 852 which will be the carrier signal for a single 

associated bit plane in our N-bit idemificatiaa word. Thus^ the Imot pactems 850 and 352 each axe an 8-bit 
carrier of information, ^pecificaliy, assuming now that ibe knot panems 850 and 852 are luminous rings 
on a black background, then the "addition'* of a luminous ring to an indepodent source image could 
represent a * 1 ** and the "subtraction* of a luminotu ting from an independent source image could represent 

25 a '0. " The application of diis simple encoding scheme couid then be replicated over and over as in Fig. 
19 and its mosaic of icnot patterns, with the ultimate step of adding a scaled down version of this encoded 
(modulated) knot mosaic directly and coextensively to the original image, with the resultant bdng the 
distributable image which has been encoded via this nnivecsal symmeoic ceding method. It remains to 
communicate to a tSecoding system which ring is tbe least significant bit in our N-bit tdeoiification word 

30 and which is the most significant. One such method is to make a slightly ascending scale of radii vahies 
(of the individual rings) irom the LSB co the MSB. Another is to merely malce the MSB, say, \0% larger 
radius than all the odiers and to pre-assign counierciockwise as the order with which die mnaming bhs Call 
ouc. Yet another is to put some simple bash marJc inside one and only one circie. In other words, there 
are a variety of ways widi which the bit order of die rings can be encoded in these kaot patcenis. 
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A procedure for, firsL checiung for the mere existence of cbese knot pancms and, second, for 
reading of the N-bit idendficaiion word, is as follows. A suspea image is first fourier transformed vin the 
euremety common 20 FFT computer proceduie. Assuming ttiat we don't loiow die exact scaie of dw 
knot pattetns, i,e., we don't know the radiiu of an eJementai ring of die knot patum in the uniu of pixels. 
5 and that we don't know die exact rotatxonal state of a knot pattern, we merely inspect (via basic automated 
pattern recognician aiethods) the resulting cnagnitude of the Pouncr transfunn of the oziginal image for 
telltale ripple pattens (coticemhc low amplitude sinusoidal rings on top of the spatial Ircqucncy profite of 
a source image). Hie periodicity of these rings, along witli the spacing of die rings, will inform us thai 
the universal knot parterns are or are cot likely present^ and their scale in pixels. Classical small signal 

ID deteaion medicda can be applied \o this problem jmt as they can to the other detealon methodologies of 
this dtsciosuie. Common spatial filtering can tiien be applied to the fourier transformed suspect image, 
where the spatial filter to be used would pass ail spatial frequencies which are on die crests of the 
concentric circles and block ail other spatial frequencies. The resultmg filtered image would be fbuiier 
transformed out of die spatial frequency domain back into the image space domain, and almost by visual 

15 inspection the inversion or non-inversion of die Itmiinous rings could be detected, along with identification 
of the MSB or LSB ring, and the (in diis case 8) N-bit identification code word could be found. Geariy, a 
pattern rccognidon procedure couid perform this decoding step as well. 

The preceding discimion and the method it describes has certain practical disadvantages and 
sfaoitEomings which will now be discussed and itrxproved upon. The basic method was presented in a 

20 simple-minded fashion in order co commnmcate the basic principles involved. 

Let's cminKrate a few of die practical difficulcies of die above described univenal coding system 
using the knot patterns. For one (I), die ring patterns are somewhat inefficient in dieir "covering" of the 
full image space and in using ail of the information carrying capacity of an image extent. Second (2), die 
ring patterns themselves will almost need to be more visible to the eye if diey are applied, say, in a 

25 ^ghtfbrward additive way to an 8-bit black and white image. Next (3), the 'S" rings of Fig. 13, 850 
and S32, is a rather low number, and moreover, there is a 22 and one half degree rotadon which could be 
applied to die figures which the recogninon me±ods would need to contend widi (360 divided by 8 divided 
by 2). Next (4), scitt overlapping of rings would produce highly condensed areas where the added and 
subtracted brighmcss could become quite appreciable. Next (5). the 2D FFT routine used m die decoding 

30 is nomriously computationally cumbersome as weO as some of die partem recognition cnethods alluded to. 
Finally (6), dtough this heretofore described form of universal coding docs not pretend a have ultra-high 
security in the classical sense of top security communicadons systems, it would nevertheless be 
advantageous to add certain security feanires which would be inexpensive to implement in hardware and 
software systems which at the satnc ume would increase the cost of wouJd-be pirates attempting to thwan 

35 die system, and increase die necessary sophistication level of diosc pirates, to die point diai a would-be 
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pinte would have to go so far out of ibeir way to thwan the system cha wilifuJncss would be easily 
proven snd hopeiiilly subject to jtiff ciitnina] liability and penalty (such as the creation and distributioD of 
tools which scrip creative propcny of these Jtoot pattern coctes). 

All of these items can be addressed and should continue to be refined upon in any engineering 
5 implementation of the principies of the technology. This disclosure addresses these items with reference to 
the following embodiments. 

Beginning with item mimher 3, that there are only 8 rings represented in Ftg. 18 is simply 
remedied by increasing die munber of rings. The number of rings that any given application will utilize is 
clearly a functioa of the application. The trade-of& include but are not lunited to: an the side which 

10 argues to limit the number of rings utilized, ihere will ultimately be more signal energy per ring (per 
visibility) if there are less rings; the rings will be less crowded so that there HiOTTnm^r via automated 
recognition methods will be facilitated: and in general since they are less crowded, the full knot pattern can 
be contained using a smaller overall pixel extent, e.g. a 30 pixel diameter region of image rather Chan a 
100 pixel diameter region. The argmnents to increase the number of rings iodude: the desire to transmit 

15 more infoimaiion, such as ascii information, serial nuixd)er3, access codes, allowed use codes and index 
numben, hisory information, etc.; another key advamage of having more rings is that the roiadon of the 
knot pattern back into itself is rethiced, diercby allowing the TBcogoition methods to deal with a smaller 
range of rotation angles (e.g.. 64 lings will have a mayimiim rotational displacement of just under 3 
degitts, i.e. maximally Hf^wtnilar to its original pattern, where a rotation of about 5 and one half d^rees 

20 brings the knot panem back into its initial alignment; the need to distinguish the MSB/LSB and the bit 
plane order is better seen in this example as well). It is antic^aied thai most practical applications will 
choose between 16 and 128 rings, corresponding to N-16 to N=128 for the choice of the number of bits 
in the N-^bLt identiiicatioD code word. The range of this choice would somewhat correlate to the overall 
radius, m pixels^ alloned to an elemenral knot panem such as 850 or 852. 

25 Addressing the praoical difficulty item number 4, chat of the condensation of rings partenis at 

some points in the inage and lack of ring patterns in others (which is very similar, but still distinct fmm, 
item 1, the inefficient covering), the following improvemem can be applied. Ftg. 13 shows an example of 
a key fisanire of a '^knot' (as opposed to a pattern of rings) in that where patterns would supposedly 
imeisea. a virtual third dimension is posited whereby one strand of the knot takes precedence over another 

30 stnnd m some predefined way; see item 854. In the terms of imagery, the bri^imess or dimness of a 
given intersection point in the knot patterns would be "assigned** to one and only one strand, even in areas 
where more than two siraxids overlap. The idea here is then extended, 864. to how rules about this 
assignment shotild be carried out in some rotatiozially symmetric manner. For example, a rule would be 
that, travelimg clockwise, an incoming strand to a loop would be "behind" an outgoing strand. Gearly 

35 there are a multinide of vaiiatians which could be ^lied to diese rules, many which would critically 
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depend oo die geomeny of the knot patterns chosen. Other issues involved will probably be thai die finice 
width, aiHl DOieover the bnghtoess profile of the width along die nonml axis to the direction of a strand, 
will all play a role m die rules of brightness assigmnent co any given pixel underlying the knoc panenis. 
A major improvemenE to die aoaunnl knot pattern system previously describe directly address^ 
5 pracdcal difficulties (1), die inefficient covering. (2) die unwauttd visibility of the rings, and (6) the need 
for higher levels of security. This ixsprovement also mdirecdy address item (4) die overlapping issue, 
which has been discussed in the last paragi^h. This major improvemeni is the following: just prior to the 
step where die mosaic of die encoded knot patterns is added to an original image to produce a distributable 
image, the mosaic of encoded knot patterns, 866, is spatially filtered (using common 2D FFT techniques) 

10 by a stacdardized and (generally smoothly) random phase-only spatial 51tcr. (t is very important to note 
chat this phase-only filter is itself fully rotaicionally symmetric widiin the spatial frequency domain, i.e. its 
hireling effects are fully rotationHlly syt&metric The effect of diis phase-only filter on an individual 
luminous ring is to transform it into a smoothly varying pattern of concentric rings, not totally dissimilar ro 
the pattern on water several instances after a pebble is dropped in, only that die wave patterns are 

15 somewhat random in die case of this phase-oidy filter rather than die uiiifona periodicity of a pebble wave 
pattern. Fig, 20 attempts to give a rough (Le. coi^greyscaie) depicdon of diese phase-only filtered ring 
patterns. The top figure of Fig. 20 is a cross section of a typical brighmess contour/profile 874 of one of 
diese phase-only filtered ring panems. Referexsed tn the figure is the uomical locaticn of the prc-tiitered 
outer ring center, 870. Tlte center of an individual ring, S72, is referenced as die point around which die 

20 brighmess profile is rotated in order to fully describe die two dimensional brightness distriburion of one of 
these filtered patterns. Yet another rou^ attempt to commnmicoic die cbaraaerisdcs of die filtered ring is 
depicted as 876, a crude greyscaie image of die filtered ring. This phase-only filtered ring, 876 will can 
be referred to as a random ripple panem. 

Noi dqiicted in Fig. 20 is the coo^osite effects of phase-only filtering on die knot patterns of Fig. 

25 18, or on the mosaic of knot patterns 866 in Fig. 19. Each of die individual rings in die knot patterns 8S0 
or 852 will give rise to a 2D brightness partem of the type 876, and together diey form a radier 
complicated brightness pattern. Realizing that die encoding of the rings is done by making ii luminous (I) 
or "anti-luminous* (0)« the resulting phase-only filtered knot patterns begin to take on subtle characteristics 
which uo longer tnake diica sense xo the human eye, but which are still readily disccmable to a computer 

30 especially after die phase-only filteiing is inverse filtered reproducing the original rings patterns. 

Reniming now to Fig. 19. we can imagine diai an S-blt ide&tificaxioo word has been encoded on 
the knot patterns and the knot piutetas {Aase-oidy filtered. The resulting brighmess distribution would be a 
rich tapesuy of overlapping wave patterns which would have a certain beamy, but would not be readily 
intelligible to die eye/brain. [An exception to this might draw fioro the lore of die Sooth Pacific Island 

35 communides, where it is said diai sea travellers have learned die subtle an of reading small and multiply 
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compin ocean wave panenis* gecexaced by diffraaed and reflected ocean waves o£f of interveiimg isi^nds, 
as a primajry navigadonai lool.f For want of a better tenn, the resulcing tnotsaic of filtered knot pancnu 
(derived &om S66) can be called cbe encoded knot tapestry or just die knot tapestry. Some basic 
properties of this knot tapesny are that it mains the basic rotatioDal syimnetry of it3 geiseraior mosaic, it is 
5 generally uninielligible to die eye/brain, ttius raising tt a notch on the sophistication level of reverse 

engineering, It is niore efficient ai using the available inibnnation content of a grid of pixels (more on this 
in the next section), and if the basic knot concepts 854 and S64 are uiili2ed, it will not give rise to local 
"hot spots" where the signal level becomes unduly condensed and hence objeaionably visible to a viewer. 
The basic decoding process previously described would now need die additional step of inverse 

10 filtering the phase-only filter used in die encoding process. This inverse fiiteiing is quite well known in 
Che inuge processing industry. Provided diat die scale of die knot pattesis are known a priori, the inverse 
filtering is straightforward. If an the other hand the scale of the knot patterns is not known, then an 
additional step of discovering this scale is in order. One such method of disooveiing die scale of the k2X>c 
patterns is to iteratively apply the inverse phase-only filter to variously scaled version of an image being 

15 decoded, searching for which scale-version begins Eo exhibit noticeabie knot paitecmng. A connnon search 
algorithm such as the simplex method could be used in order to accurately discover the scale of the 
patterns. The field of objcc: recognition should also be consulted, under the general topic of 
unknown-scale objea detenion* 

An additional point about die efficiency widi which die knot tapestry covers die image pixel grid 

20 is in order. Most appHcacians of the knot tapestry method of universal image coding will posit the 
application of die ftilly encoded tapestry (i.e. die tiqiestxy which has die N<bit identification word 
embedded) at a rcladve low brightness level into die source image, hi real terms, die brightness scale of 
the encoded tapestry will vary from, for e:tample, -5 grey scale values to 5 grey scale values in a typical 
256 grey scale image, where die preponderance of values will be within -2 and 2. This brings up die 

23 purely practical matter dial die knot tapestry will be subjca to appreciable bit mincation cttuz. Put as an 
example* imagise a consxniaed knot tapestry nicely utilizing a full 256 grey level image, then scaling this 
down by a factor of 20 in brig^itness including the bit truncation step, then rescaiing this truncated version 
back up in brightness by the same £acror of ZO, dien inverse phase^iUy Qltcnng the resultant. The 
restilting knot paoem mosaic will be a nodceably degraded version of die original knot pancxn mosaic. 

30 The point of bringing all of diis up is die following: it win be a simply defined, but indeed challenging, 
eqgineering task to selea die various free parameters of design in the unplemcciation of the knot tapestry 
method, the end goal being to pass a maiimimi amomu of infonnation about the M-bit tdeati£cadon word 
within some predefined visibility tolerance of the knot tapestry. The &ee pa r a mete rs include but would 
not be fully limited to: \bc radius of die elemental ting in pixels, N or the number of rings, the distance in 

35 pixels from die center of a knot pattern to the center of an elemental ring, die packing cnteria and 
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distances of one imot paaem wiUi the others, che rules far straml weaviDg* and the forms and types of 
phase-only fSters to be used on ±e Icnot mosaics. It would be desirable to fieed such parameters into a 
computer optimization roudne which could assist in their selection. Even this would begin surely as more 
of an an ebon a science due to the maoy non-linear free parametezs involved. 
5 A side ooce on the use of phase-only filceiing is that it can assist in iht detection of the ring 

patterns. It does so in that the invene ^tering of the decoding process r^irfg to ^blur' the underlying 
source unage upon which the knot capcstiy is added, while at die same tune "bringing into focus* the ring 
pannms. Without die biuning of the source image, die emerging ring patterns would have a harder time 
'competing" with die sharp features of typical images. The decoding procedure shoiild also "HIiti- ^ 

10 gradient diresholdtng method described in another section. Briefly, this is die voRtbiod where if it is biown 
that a source signal is much larger in brightness Chan our signanire signals, then an image being decoded 
con have higher gradient areas thresholded in the service of increasing die signal level of the signature 
signals relative to the source signal. 

As for die other piaaicai difficulty mentioned earlier, iccui (5) which deals with die relauve 

15 computaiional overhead of die 2D FFT routine and of typtcai pattern recQgnitioQ rouones* the first remedy 
here posited but not lUied is to find a simpler way of quiddy recognizing and decoding the polarity of die 
ring brightnesses dm diat of using die 2D FFT. Barring this, it can be seen that if the pixel extent of an 
individual Icnot panctn (8^0 or 852) is, for example, 50 pixds in diameter, diac a simple 64 by 64 pixel 
2D FFT on some section of an image may be more than sufRcient to discern the N-bit identiiicanon word 

20 as previously described. The idea would be to use die smallest image region necessary, as opposed to 
being required to utilize an entire image* to discern the N-bit ideciification word. 

Another note is that those practitioners m the science of image processing will recognize thai 
instead of beginning the discussion on the knot tapestry with die utilization of rings, we could have instead 
jumped right to the use of 2D brightness distribution patteros 876, QUA bases functions. The use of the 

25 "ring" terminology as the bas^ine technology is partly didactic, as is appropriate for patent disclosures in 
any event. What is more important, perhaps, is dial the use of true 'rings" in the decoding process, 
post-inverse filtering, is probably die simplest form to input into typical pattern recognition routines. 

Neural Network Decodg? 

30 Those skilled m the signal processing art will recogzuze that computers employing neural network 

ardiitectures are well suited to the partem recognition and detectjoa-of-small-sigaal-in-aaise issues posed 
by die prescm technology. While a complete discourse on these topics is beyond die scope of diis 
specification, die interested reader is referred to, c.g„ Cherkassky, V., ' From Statist ics to Neural 
Neiworks: Thenrv & Pattern Recognition Applications / SpiingerVerlag. 1994; Masters, T., "5iai3L& 

3 J Image Processing with Neural Networks: C Sourcebook .' Wiley, 1994; Guyoo. I, "Advances in Pattern 
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Recognition Svstema Using Neural ^fetwo^ks/ World Scientific Publishers, 1994; Nigrin, A., "NeuQi 
Networks for Pattern Recogmrion/ MIT Press, 1993; Cidwki, A.. ^ Neural Kecwnrks for 0tnimi7nrifln ^ 
Signal Processing." WUey, 1993; and Chen, C, " Neural Networks for Paftgrn Recogmfifln A Th^r 
Applications . * World Sdcwific Pobdshera, 1991. 

2D UNIVERSAL CODES 0 : SIMPLE SCAN UNE IMPLEMENTATION OF THP njsjf : 
DIMENSIONAL CASE 

Hie above section oa nngs, knots and tapestries cenainiy has lis beauty, but some of the steps 
involved may have encQgh complexiry that practical unplemeatations may be too costly for certain 
applications. A poor cousin the concept of rings and well-designed symmetry is to simply utilize die basic 
concepts presented in conncaion with Fig. 9 and the audio signal, and apply them to two dimeosiooal 
signals such as images, but to do so in a manner where, for example, each scan line m an image has a 
random starting poim on, for example, a 1000 pixel long universal noise signal. It would then be 
incumbent upon recognition software and hardware to interrogate imagery across the full range of 
rotational states and jcale factors to 'Tmd" the existence of these universal codes. 

THE UNIVERSAL COMMERaAL COPYRIGH T fUCO TMAGH. AUDIO. AND VIDEO HT.E 
FORMATS 

It is as well known as it is regretted that there exist a plethora of file format standards (and 
noi-so-standards) for digital images, digital audio, and digital video. These standards have generally been 
formed within specific industries and applications, and as the usage and exchange of creative digital 
material proliferated, the various file formats slugged it out m cross-disciplinary arenas, where today we 
find a defaao histogram of devotees and usets of the various favorite formats. The JPEO, MPEG 
standards for formatting and compression are only slight exceptions it would seem, where some concencd 
cross-mduszry collaboration came into pta.y. 

The ciy for a simple muversal standard file format for audio/visual data is as old as the hills. The 
cry for die protecdon of such material is older still. With all due respect to the innate difQcoIiies attendant 
upon Che creation of a universal format, and with all due respec t to the pretentiousness of outlining such a 
plan widiin a patent disclosure, die inventor does believe diat these mediods can serve perhaps as well as 
anything for being die foundation upon which an atxepted worid*wide 'univenal commercial copyright" 
format is built. Practitioiiers know that such animals arc not built by proclamation, but through die 
efficient meeting of broad needs, tenacity, and luck. More germane to the purposes of diis disclosure is 
the faa that the application of this technology would benefic if it could become a central piece widiin an 
industry standard file format. The use of universal codes in particular could be specified within sticb a 
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standard. The Mest expressioa of the commercud usage of tliis technology comes from ihe knowledge 
that Che invisible signing is taking place and the confidence that instills in copyright holders. 

The following is a list of reasons thai the prmciples of this technology could serve as the catalyst 
for such a standard: (1) Few if any lechnical devetopments have so isolated and so pointedly addressed the 
5 issue of bioad-bnisfa ptoteaton of empirical data and audio/visual oiateriai; (2) All previous file formats 
have treated the infonnation about the data, and the data itself, as two separate and physically distinct 
entities, whocas dK methods of this technology can combme the two into one physical entity; (3) The 
mass scale application of the principles of this technology will require substantial standardization work in 
the fiist place, including tntegiation with the years-to-come improveinems in compression lechnobgies, so 

10 the standards mfrascrucmre will exist by dcfiault; (4) the growth of multimedia has created a generic dass 
of data called 'content/ which includes text, images, sound, and graphics, arguing for higher and higher 
levels of "content standards'; and (5) marrying copyright protecnon technology and secuiiiy features 
directly into a 61e format standard is long overdue. 

Elements of a universal staotiard would certainly include the mirtoiing aspects of tbe header 

15 v^ficatioQ methods, where header tnformadoo is verifcd by signature codes directly within data. Also» a 
universal standard would outline how hybrid uses of fully private codes and public codes would 
commingle. Thus, if the public codes were 'stripped"' by sophisticaicd pirates, the private codes would 

A universal standard would specify how invisible signatares would evolve as digital images 
and audio evolve. Thus, when a given Image is created based on several source images, die standard 

20 would spcciiy how and when the old sig;naturea would be learaved and replaced by new signatures, and if 
the header would keep track of these evolutions and if the signatures themselves would keep some kind of 
record. 

pPCELS VS. BUMPS 

25 Most of die disclosure focuses on pixels beiixg the basic canien of die N-bii identification word. 

The section discussing the use of a single 'master code signal* went so fer as to essentially 'assign' each 

and evety pixel to a tmique bit plane in the N'^jit identificatioa word. 

For tnany applications, with one exemplar being that of ink based printing at 3QQ dots per inch 

resolution, vi^at was once a pixel in a pristine digital ima^e file becomes effectively a blob (e.g. of 
30 diihercd ink on a piece of paper). Often the isaiaied information carrying capacity of the original pixel 

becomes cotnpiomised by neighboring pixels spilling over into ±c geometrically defined space of die 

original pixel. Those practiced in die an will recognize this as simple spatial filtering and various fonns of 

binning. 

In such drcumstancca it may be more advantageous to assign a certain highly local group of pixels 
35 to a unique bit plane in die N-bii identification word, rather than merely a single pixel. The end goal is 
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simply to pre •concentrate more of the signature signal energy mto the lower frequencies, realizing that 
most practical impkmeotations qniddy strip or miti^aie higher frequencies. 

A simple-minded approach would be to assign a 2 by 2 blade of pixels all to be Dooduiaicd vith 
the same ultimate signauie grey value, rather than modulating a single assigned pixel. A more fmcy 
5 approach is depicted in Figs. 21A and 2 IB. where an anay of pucei groups is depicted. This is a specific 
example of a large class of configuiations. The idea is that now a certain small region of pixels is 
associated with a given unique bit plane in the N-bit identification word, and dut this grouping actually 
shaies pixels between bit planes (diougb it doesn't necessary have to share pixels, as in the case of a 2x2 
block of pixels above). 

10 Depicted in Figs. 21 A and 2IB is a 3x3 array of pixels with an example normalized weighting 

(normalized ~> the weights add up to 1). The methods of this technology now operate on this dementary 
'bump.' as a unit, rather thai on a single pixel. It can be seen that in diis example there is a fourfold 
decrease in the number of master code values that need to be stored, due to the spreading out of die 
signacuie signal. Applications cf this "bump approach" to placing in invisible signanures include any 

15 application which will experience a priori known high amnimtj; gf blurring, where proper identification is 
still desired even after diis heavy blurring. 

MORE ON THE STEGANOGRAPHIC USES OF THIS TECHNOLOGY 

As mentioned in die initial secdons of the disdosore, sieganograpfay as an an and as a science is a 

20 generic prior art to xhis. technology. Putting the shoe on the other foot now. and as already doubclesa 
apparent to the reader who has venmred thus fzr, the methods of this uchnology con be used as a novel 
method for performing sieganography. (Indeed, all of the discussion thus far may be regarded as 
exploring various forms md in^tementations of steganography ) 

In (he present section, we shall consider steganography as the need to pass a message from poim 

25 A to point B, where that message is essentially hidden within generally independent empirical dm. As 
iinyone in the indosory of teleoomminii cations can attest to, the range of purposes for passing messages is 
quite broad. Presumably there would be some extra need, beyond pure hobby, to place messages into 
empirical data and empirical signals, rather than sending those messages via any numiser of conventional 
and straighiforwaid channels. Past literature and produa propaganda within steganography posits thai such 

30 an extra need, among others, might be the desire to hide the fact that a message is even being sent. 
Another possible need is that a conventional coammmcatioxis channel is not available directly or is cost 
prohibitive, assuming, that is, that a sender of messages can "transmit'* their encoded empiiical data 
somehow. This disclosure includes by reference all previous discussions on die myriad uses to which 
steganography might apply, while adding the fbllovi^ uses which the inventor has not previously seen 

35 described. 
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The firs: such use is very simple. It is the need lo cany messages about che cmpiric^U data within 
which the message is carried. The little joke is that now che media is tmiy che message, though it would 
be next to impossible that some previoos steganographer hasa'i already exploited this jolce. Some of cbe 
discussion oa pladag infonnaiion about the eznpincai data directly iibide that empirical daza was already 
5 covered in the secdon oa replacing the header and the concepc of die "bodier. ' This section expands upon 
diat section somewhat. 

The advamages of placing a message about empirical data directly in chat data is thai now only 
one class of data object is present rather than the previous two classes, hi any two class system, there is 
the risk of che two classes becoming disassociated, or one class compied without the other Jcnowlng about 

10 it* A concrete example h^ is what the inventor refers to as 'device independent iostnictions, " 

There exist zillions of mflghing data fcnnars and data file fonnais. This piediora of fcnnats has 
been notorious in its power to impede progress toward universal data exchange and having one machine do 
the <atTMi rhin^ that aaothcr iparbh*^ can do. The instniaions thai an originaior might put into a second 
class of data (say che header) may not at an be compatible with a machine which is intended to recognize 

15 diese instiuaions. If format conversions have taken place, it is also possible that critical Lostructions have 
been stripped along die way, or garbled. The imprDvemcnts disclosed here can be used as a way to 'seal 
in* cer.ain instructions direaly into empirical data in such a way tibat all thai is needed by a reading 
m?< ?hi"g to recognize instructions and messages is to perform a standardized "recognition algorithm* on the 
empirical Hara (providing of course that the machine can at the very least ^read* the empirical data 

20 properiy). AU machines could implement this aigotiihm any old way diey choose* using any compilers or 
imenul data fbtmais that they want. 

Implementanon of this device independent mstruction mediod would generally not be concerocd 
over die issue of piracy or illicit removal of the sealed in messages. Presumably, the embedded messages 
and instructions would be a central valuable component in che basic value and functiomng of the material. 

25 Anodier example of a kind of steganographic use of the technology is the embedding of uoiversal 

use codes for the benefit of a user comnmniiy. The 'message" being passed could be simply a registered 
serial number identifying owxwtship to users who wish to legitimately use and pay for die empirical 
information. The serial number could index mto a vast registry of creative piapcrry, containing die name 
or names of the owners, pricing information, billing infonnation, and the like* The "message" could also 

30 be the ri^^^v^ of free and public use for some given material. Similar ownership ideotifxcaiion and use 
indexing can be achieved in two class daia stmcmre methods such as a header* but the use of the single 
class system of this technology may offer certain advantages over the two class system m dial the single 
class system does not care about file format conversion, header compaiibilirics, internal data format issues, 
healer/body archiving issues, and media transformations. 

35 
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fully Exact Stggaflographv 

Prior an sccsanograptiic metboda curready known to the inventor generally involve fiiily 
deienninutic or '*txaa' prescriptioas for passing a message. Another way to say this is chat it is a basic 
assumptioQ thai for a given message to be passed ooncctJy in its entirety, the receiver of the inionnation 

5 needs to receive the txm digital data file seat by the sender, tolerating no bit errors or ^loss" of data. By 
definition, *lossy" coopression and decompression on empirical signals defeat such steganographic 
methods. (Prior arc such as the previonsiy noted Komatsu wotk^ arc the exceptions here.) 

The principles of this technology can also be uxillzed as an exact form at sieganography proper. 
It is suggested that such exact forms of steganography, whether those of prior an or those of this 

to technology, be combined with the relatively recent an of the "digital signamre' and/or the DSS (digital 
signamiB standard) in such a viray that a receiver of a given empirical data file can first verify that not one 
single bit of information has been altered in the received file, and thus verify that the contained exact 
steganographic message has not been altered. 

The simplest way to use the prindples of this technology in an exact steganographic system is to 

15 utiUze the previously discussed 'designed" master noise scheme wherein the master snowy code is act 
allowed CO contain zeros. Both a sender and a receiver of information would need access to BOTH the 
master snowy code signal AND the original unencoded original signal- The receiver of the encoded signal 
merely subtracts the original signal giving the difference signal and the techniqnes of single polarity 
checking between the difference signal and the master snowy code signal, data sanqile to data sample, 

20 producing a the passed message a single bit at a time. Presumably data samples with values near the 
"rails" of the giey value range would be slopped (such as the values 0,1, Z54 and 255 in 8-bit depth 
empirical data), 

Statiaicai Steganoeraphv 

25 The need for the receiver of a steganographic embedded data file to have access to the original 

signal can be removed by turmng to what the inventor refers to as ■statistical steganogiaphy. ' In diis 
approach, die methods of this technology are applied as simple a priori rules governing the reading of an 
empirical data set searching for an embedded message. This method also could malce good use of it 
combmation wiUi pifior art methods of verifying the integrity of a data file, such as with the DSS. (See. 

30 e.g., Walton, "Image Authentication for a Slippery New Age,' Dr. Dobb's Journal, April. 1995, p. 18 for 
methods of verifying the sanqjlc-by-sampie, bit-by-bit, integrity of a digital image.) 

Statistical sieganography posits that a sender and receiver both have access to the same master 
snowy code signal. This signal can be entirely random and securely transmitted to both parties, or 
generated by a shared and securely transmitted lower order key which generates a larger quasi-random 

35 master snowy code signal. It is a priori defined that 16 bit chunJcs of a message will be passed within 
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contiguous 1024 sample blocks of etnpincal data, and thai the receiver will use dot produa decoding 
methods as outlined m this disclosure. The sender of the ioformanoQ pre-checks chai the doe product 
appn^ach indeed produces die axoraie 16 bit values (that is. ibe sender pre-chec^ chac the cross^taik 
between the carrier image and the message signal is not such diat the dot product operaiion will produce an 

5 unwanted inveiszon of any of the 16 bits). Some fbced numher of 1024 sample blodcs are transmitted and 
the same Dumber times 16 bits of message is thercfarc tnmsnutted. DSS techniques can be used to veriiy 
the integriry of a message when the transmitted data is known to only exist m digital form, whereas 
internal chedcsmn and error coirecting codes can be transmitted in siniadoos where the data may be 
subjea to change and transformation in its txansmission. In diis latter case, it is best lo have longer blocks 

10 of samples for any given message comenc size (such as lOK samples for a 16 bit laessage chunk, purely as 
an example). 

Cootiziuing for a moment on the topic of error correcdizg sieganography, it will be recognized that 
many decoding techniques disclosed herein operate on the principle of distinguish iirg pixels (or bumps) 
whidi have been augmented by the encoded data from those that have been diminished by the encoded 

15 rfg^a The distinguishing of diese positive and negative cases becomes mcieasingiy difficult as the delta 
vaities (e.g. the diifcrcnce between an encoded pixel and the corre^nding original pixel) approach zero. 

An analogous siruation arises in certain modem transmission techniques, v^ercin an ambiguous 
middle ground separates die two desired signal states (e.g. +/- 1). Errors deriving from incoirect 
mterprctatioo of this middle ground are sonffitimes termed "sofit errors.* Principles &om modem 

20 tectmology, and other technologies where such problems arise, can likewise be applied to mitigation of 
such errors in die present contexL 

One approach is lo weight the "confidence'' of each delta deierminaiiou. If the pixel (bump) 
clearly reflects one state or the orfier (e.g. -f /- 1), its confidence'* is said to be high, and it is given a 
proportionately greater wcighiuig. Conversely, if the pixel (bmnp) is reianvciy ambiguous in its 

25 mterpretaiion, its confidence is commensurately lower, and it is given a proportionately lesser weighting, 
fiy weighting the data irom each pixel (bump) in accordance with its confidence value, die effects of soft 
errors can be gready reduced. 

The foregoing procedure, while theoretically simple, relies on weightings which are best 
detennined empirically. Accordingly ^ such an approach is not necessarily straightforward. 

30 An alternative approach is to assign confidence values not to intErpretanons of mdividual pixels, 

but rather to determinaiion of bit values - cidier from an image excerpt, or across the enrirc image. In 
such an arrangement, each decoded message bit is given a confidence value depending on die an^iguity (or 
not) of Che image statistics by which its value was determined. 
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Such coDfidence wdgbting coa also be used as a helpful adjuiKt with other error 
decectingyoorrectuig schemes. For example^ in Imowa error coiiecdng polynomials, the above-detailed 
weighcing parameters can be used co further hone potynomiai-hased discenunem of an error's location. 

5 THE "NOISE- IN VECTOR GRAPHICS AND VERY-LOW^RDER T NDDCED GRAPmr.t; 

The methods of ibis disdosuie geaerally posic the exumace of 'empihcai signals, " which is 
another way of saying signals which have noi^e contained whfaia diem ahnosi by defimtiDn. There are two 
classes of 2 dimensional graphics which are not generally considered to have noise inheieQC in them: vector 
graphics and certain indexed bit-mapped graphics. Vector graphics and vector graphic files are geaerally 

10 flies which contain exaa mstiuctions for how a computer or piimer draws lines, curves and shapes. A 
change of even one bit vaioe in such a file might change a circle to a square, as a very crude example. In 
other words, there is geeexaily no 'inherent noise" to exploit within these files. Indexed bit-mapped 
graphics refers to images which are composed of generally a small number of colors or grey values, such 
as 16 in the early CGA displays on PC computers. Such ''very-low-otder" bit-mapped images usually 

15 dt^lay graphics and cartoons, razher than being used in the attempted display of a digital image taken with 
a camera of the naniral world. These types of vcry-low-orticr bit-mapped graphics also are generally not 
considered to contain "noise" in the classic sense of thaf term. The exception is where indexed graphic 
iiles do mdeed attempt co depict nanital imagery, such as with the GIF (graphic mterchange format of 
Compuserve), where the concept of "noise" is still quite valid and [be principles of this technology still 

20 quite valid. These latter forms often use dithering (similar to pointillisi paintmgs and color newspaper 
print) to achieve near lifelilce imagery. 

This section concerns this class of 2 dimensional graphics which traditionally do not contain 
'noise.* This section takes a brief loolc at how the principles of this technology can still be applied in 
some fashion to such creative material. 

25 The easiest way to apply the principles of chis technology to these 'noiseless gravies is to 

conven them bto a form which is amenable to the plication of the principles of this technology. Many 
terms have been used in the uidustry for this conversion, iochuling "ripping" a vector gr^hic (raster image 
processing) such diat a vector graphic file is convened to a greyscale pixel-based raster image. Programs 
such as Photoshop by Adobe have such internal tools to conven vector graphic files into RGB or greyscale 

30 digital images. Once diese files are in such a form, the principles of this technology can be ^plied in a 
straightforward manner. Liicewise, veiy-low-indexed bionaps can be converted to an ROB digital image or 
an equivalem* In the RGB dotsain, the signatures con be applied to the three color channels m appropriate 
ratios, or die RGB image can be simply converted into a greyscaie/chroma forma such as "Lab" in 
Adobe's Photoshop software, and the signatures can be applied to the 'Ugiuness charmei " dierein. Since 

35 most of the distribuiioa media, such as videotapes, CD-ROMs, MPEG video, digital images, and prim are 
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all in fonns which axe ameaable to the application of che pcindpies of this technobgy, chis conversion 
from vector graphic form and very -low-order graphic form is onra done in any event 

Another way to apply the principles of this [echnolofy to vector graphics and very-low^3rder 
bitmapped graphics is u) iecogni2e cfaau mdeed, there are certain propetties co ihese inherent graphic 

5 Ibnnacs which - to the eye • appear as noise. The primary example is the borders and ccmtours between 
wbeie a given line or figure is drawn or not drawn, or exactly where a bit'Oap changes from gieen to 
bine. In most cases, a human viewer of such graphics will be keenly await of any auempts to 'modulate 
sigDatnre signals' via the detailed and methodical changing of the precise contours of a graphic object. 
Nevertheless, such encoding of the signamxcs is indeed possible. The distinction between this approach 

10 and that disclosed in die bulk of this disclosure is thai now the signatures nmsi ulnmaiely derive iiom what 
already exists m a given graphic, rather than being purely and separately created and added into a signal. 
This disclosure points out the possibilities here nonetheless. The basic idea is to modulate a contour, a 
couch right or a touch left, a touch up or a touch down, in such a way s to comrmtmcate an N-bic 
identificatton word. The locations of the change contoon would be contained in a an analogous master 

15 noise image, though now the noise would be a record of random spatial shifts one dirccdon or another, 
perpendicular to a given contour. Bit values of the N-bit identificanon word would be encoded, and read, 
using the same polarity checking medicd between the applied change and the change recorded in the master 
noise image. 

20 PLASTIC CRgOlT AND DEBIT CARD SYSTEMS BASED ON THE PRINC TPLES OF THE 

Growth in the use of plastic credit cards, and more recently debit cards and ATM cash cards, 
needs little miioductioQ. Nor docs dierc need to be mucb discassiou here about the long history of fraud 
and illicit uses of these fin ^nnal instruments- The development of ihe credit card hologram, and its 
25 subsequent forgery devclopmcn:, nicely serves as a historic example of die give and take of plastic card 
security measures and fraudulent coumcrmeasures. This section will concern itself with how the principles 
of diis technology can be realized in an alternative, highly fnmd-proof yet cost effective plastic card-based 
financial network. 

A basic list of desired features for an ubiquitous plastic economy might be as Mows: I) A given 
30 plastic financial card is completely impossible to forge; 2) An atwn^ted forged card (a "look-alike") 

cannot even fimction widim a transaction setting; 3) Iniercepted electronic transactians by a would-be diief 
would not in any way be useful or re-uscable; 4) In die cvem of physical theft of an actual valid card, 
there are still fennidablc obstacles vo a thief using that card; and 5) The overall economic cost of 
nnplcmentation of die financial card network is equal to or less than thai of die cnrrem international credit 
35 card networks, ix., the fUly loaded cost per transaction is equal to or less dian die oirrent norm, allowing 
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for higher profit margins to the implexnentors of the oecworks. Apart from item 5, which would ceqinre a 
detailed analysis of die engineering and sodai issues Involved with an all out implencctaiion scnuegy. the 
following use of tbc principles of this technology tnay well achieve die above list, even item 5. 

Figs. 22 tfajough 26. along widi die ensuing written material, coJtecdveiy oodine what is referred 
5 to in Fig. 26 as *The Megiigzbte-Fraud Cash Card System." The reason dial die baud-pieveatlon aspects 
of the system are highlighted m the title is thai fraud, and die concomitazii lost rcvcaoc tf ier eftom, is 
apparently a central problem in today's plastic card based econotnies. The di^rential advantages and 
disadv^tagcs of this system relairve to cuirem systems will be discussed after an illustrative embodimetn 
is pivsemed. 

10 Fig. 22 illustrates the basic unforgeable plastic card which is quite uxuque to each and eveiy user. 

A digital image 940 is taken of the user of the card. A computer* which is hooked into die central 
accoundng network. 980, depict in Fig. 26. receives the digital image 940, and after processing it (as 
will be described sonomiding Fig. 24) produces a tlnal rendered image which is dien printed out onto the 
personal card 950, Also depicted in Fig. 22 is a straxgbtforwaid identigcaiicm marldng, in this case a 

15 bar code 952, and opdonal position fiduciais which may assist in simplifying the scanning toleratices on the 
Reader 958 depicted in Fig. 23. 

The short stoiy is that die penonal cash card 950 acoiaiiy contains a very large amount of 
information uzuque co diai panicular card. There are no magnetic strips involved, diough the same 
principles can cotainly be applied to magnetic strips, such as an implanted magnetic noise signal (see 

20 earlier discussion on die "fingerprinting* of magnetic strips in credit cards; here, the fingerprinting would 
be prominent and proacavc as opposed to passive). In any event, die unique iafbrmation within die image 
on die penon^ cash card 950 is stored along widi die basic account mfoimatioa in a central accounting 
network, 980, Fig. 26. The basis for unbreakable security is diat during transacuons, die central network 
need oidy query a small ficaction of the total information contained on the card» and never needs to query 

25 the yarng precise infonnation on any two transactions. Hundreds if not thousands or even tens of 
dxousands of uniqae and secure 'transaction tokens'* are contained widtin a single personal cash card. 
Would-be pirates who went so far as to pick off transmisstons of eidier encrypted or even unencrypted 
transactions would find die infbrmanon useless thereafter. This is in marked distinoion to systems which 
have a single complet and con^lete "key" (generally encrypted) which needs to be accessed, in its 

30 entirety, over and over again. The personal cash card on die odier hatid rnntains diousands of separate 
and secure keys which can be used once, wiitin milli^ecotida of time, then forever dirown aw^ (as it 
were). The central network 980 ke^ track of die keys and knows which have been used and which 
haven't. 

Fig. 23 depicts what a typical point-of-sale readies device. 958, might look like. Cleariy, such a 
35 cfrvice would nm i to be manufacturablc at costs well in line with,, or cheaper than, current cash register 
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sy stems, ATM sysceaos, and credit card swtpeis. Not depiaed in Fig. 23 are the maards of the opticai 
scanning, image processing, and data communications components, which would simply follow aomtal 
engineering design metkods carrying out ±e functions that are to be described hcnce&rth and are well 
within the capability of anisans in diese fields. The reader 958 has a numeric punch pad 962 on it, 
5 showing chat a nonnai personal idenuiicadon number system cao be combmed with the overall design of 
this system addmg one more convennonal layer of security (generally after a theft of the physical card has 
occurred), h should also be pointed out thai the use of the picnire of the nser is another strong (and 
indeasmgly common) security feanne mtended to thwart after-theft and illicit use. Functiooal eiemems 
such as the o^mcal window, 960, are shown, mimicking the shape of the card, doubling as a centering 

10 n^hanism for the scanning. Also shown is the data lixK cable 966 presumably connected either to a 
proprietor's central mercham computer system or possibly direcdy to die central network 980. Such a 
leader may also be attached directly to a cash tegister which pertbnns cbe usual tallying of purchased 
items. Peihaps overkill on security would be the construction of the reader, 958, as a type of Faraday 
cage such diat no electronic signals, such as the raw scan of die card, can emanate from the unit. The 

13 leader 958 does need to contain, preferably, digital signal processing units whidi will assbt in swiftly 
calculating dse dot produa operations described henceforth. It also should contain local read-H^nly memory 
which stores a multitode of spatial patterns (the orthogonal panems) which will be unlized in die 
"recognhion" steps oudined in Fig. 25 and its discussion. As related in Fig. 23, a consumer using die 
plastic card merely places their card on the window to pay for a u:ansai:tian. A user could choose for 

20 diemselves if they want to use a PIN number or not. Approval of the purchase would presumably happen 
within seconds, provided diat the signal processing steps of Fig. 25 are properly unplexnemed with 
effectively parallel digital processing hardware. 

Fig, 24 takes a brief loolc ai one way lo process the raw digital image, 940, of a user into an 
image with more useful mfbrmadon content and uniqueness. It should be clerJy pointed out chat the raw 

25 digital image itself could in fact be used in the fbiiowing methods, but that placing in addidonal orthogonal 
patterns into the image can significantly increase the ovetall system. (Orthogonal means thai. If a given 
partera is nmitiplied by another orthogonal pattern, die resulting number is zero, where "multiplication of 
patterns" is meant in the sense of vector doi products; these are all familiar terms and concepts in the an 
of digital image processing). Fig. 24 shows that die computer 942 can, after interrogating the nw image 

30 970, generate a master snowy image 972 which can be added to die raw image 970 to produce a yei-more 
unique image which is the im^ that is printed onto die acmal personal cash card, 950. The overall effca 
on die hnage is to "texnuize* die image, hi die case of a cash card, mvisibility of the master snowy 
patieni is imc as mm ch of a requiremcm as widi commercial imagery, and one of die only criteria for 
keeping the master snowy image somewhat lighter is to not obscure the image of the user. The central 

35 network, 9S0, stores the final processed image in die record of die aimount of die user, and it is this 
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unique and securely kept image which is tht carrier of ite highly secure '*throw-away transaction keys." 
This image will therefore be "made avaiiahle" to ail duly cooneaed poim-of-sale locations in the overall 
network. As will be seen, cone of the poini-of-sale locations ever has knowledge of this image, they 
merely answer queries from [he central necwort. 
5 Fig. 25 steps through a typical t»nsaciion sequence. The figure is laid out via indeiuarions, 

where the first coiimin are steps performed by the point-of-sale reading device 958, the second coiunm has 
informanon transmission steps comnmnicaied over ±e data line 966, md the diird column has steps taken 
by the central network 980 which has the secured infonnatian about the user's account and the user's 
unique pexsottal cash card 930. Though there is some parallelism possible in the inoplemencaiion of the 

10 steps, as is normally practiced in the engineering implemeniatioii of soch systems, the steps are 
nevertheless laid out aaording id a general linear sequence of events. 

Siep one of Fig. 25 is the standard "scanning" of a personal cash card 950 within the optical 
window 960. This can be performed using linear optical sensors which scan the window, or via a two 
dimensional optical detector array such as a CCD. The resulting scan is digitized into a giey scale image 

13 and stored in an image frame memory buffer such as a 'framegrabher,' as b now common in die designs 
of optical iioagiiig systems. Once the card is scanned, a fint image processing step would probably be 
locating the four fiducial center points* 954« and using these four points to guide all further image 
processing operations (i.e. the four fiducials "register" the corresponding patterns and barcodes on the 
persona] cash card). Next, the barcode ID number would be extracted using common barcode reading 

20 image processing methods. Generally, the user's account number would be determined in this step. 

Step two of Fig. 25 is the optional typing in of die PIN nun±er. Presumably most users would 
opt to have this feature, ejtcept those users who have a bard time remembering such things and who are 
convinced that no one wiU ever steal iheir cash card. 

Step three of Fig. 25 entails connecting through a data line to the central accounting network and 

25 doing the communicatians handshaking as is commoa in modem-based cQimnunicaticas systems. A 
more sophisticated embodimem of this system would obviate die need for standard phone Ihies, such as the 
use of optical fiber data Imks, but for now we can assume ic is a garden variery beiltone phone line and 
that Che reader 958 hasn't forgotten the pfaone mmiber of die central network. 

After basic communications axe established, step fbnr shows that the point-Ksf-sale location 

30 transmits the ID ntnnber fbund m step 1, along with probably an encrypted version of the PIN luunber (for 
added security, such as using die ever more ubiqoitous RSA encryption methods), and appends the basic 
information on the mercham who operates the point-of-sale reader 958, and the amount of die requested 
transaction in monetary units. 

Step five has the central aerwork reading the ID number, routing the information accordingly to 

35 die acnial memory location of that user's account^ thereafter verifying die PIN number and cfaedting diat 
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the-KCOunt balance is sufficiezit to caver the trazisaaion. Aloag the way. tbe cemral net^Jc also accesses 
the merchant's accoimi, checlcs that h is valid, and readies it for an amicipaced credit. 

Step siJi begins with the a^sumptioa that step five passed all coums. If step five didn't, tbe exit 
step of sending a NOT OK back to the merchani is not depicted. So. if everything checks out, the central 
5 network generates cwesiy four sets of sixteen mimben. vrfacre ail timnbers are mrnuaUy exclusive, and in 
genera2» there will be a large but quite defmitely finite range of nomb^ to choose frova. Fig. 25 posits 
Che range being 64K or 63536 numbers. It can be any praaical number, actually. Taus, set one of tbe 
twenty four sets might have the numbers 23199. 54142. 11007, 2854, 61932, 32879. 38128, 48107. 
65192, S22, 55723, 27833. 19284, 39970. 19307, and 41090, for example. The next act would be 

10 similarly random, but the numbers of set one would he off limits now, and so on through the twenty four 
sets. Thus, the central network would send (16x24x2 bytes) of numbers or 768 bytes. The actual amonni 
of numbers can be determined by engmeering q>timization of security versos transmission speed issues. 
Hiese random nmnbers aie actually indexes to a set of d4K univeiaally a priori defined onhogouai panems 
which are well known to bodi the central network and are permanemiy stored in memory in all of the 

15 poim-of-sale readera. As wiQ be seen^ a wodd-be thief s knowledge of these paaems is of no use. 

Step seven then transmits the basic 'OK. to proceed" message to the reader, 958, and also sends 
the 24 sets of 16 random index numbers. 

Step eight has the reader receiving and storing all these mimbers. Then the Deader, using its local 
microprocessor and custom designed high speed digital signal processing ciicuiny, steps through all twenty 

2U four sets of numbers with the mtention of deriving 24 distlna floating point numbers which it will send 
back to the central network as a 'one time key' against which the central network will check the veracity 
of the csrd's image. The reader does this by first adding together the sixteen pactcms indexed by the 
sixteen random mut^Kn of a given set, and then peribiming a common dot produa opcrntion between the 
resulting composite paxmm and the scanned image of tbe card. The dot produa generates a single number 

25 (which for simiplictty we can call a floating poim number). Tbe reader steps through all twenty four sets 
in Uke fj*h>«ti, generanng a unique string of twenty four floating point nimibers. 

Step nme then has the reader tiaosmittiag these results back to the csntrai network. 
Step ten then has the central network performing a check <hi these returned twenty four numbers, 
presumably doing its own otact same calcnlanoos on the stored image of the card that die central network 

30 has in its own memary. The mmtes sent by the reader can be normalized. ' meaning that the highest 
absohue vah]e of die collective twenty four dot products can divided by itself (its i msignrd vahie), so that 
brightness scale issues are removed. The resulting match berween the returned values and the central 
network's calculated values will eidier be well widiin given tolerances if the card is valid, and way off if 
the card is a phony or if die card is a crude repioducdon. 
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Seep eievca then has tbe cemxai network sending word whether or na the tran^ton was OK. and 
letting Che customer know thai they can go home with their purchased goods. 

Step twelve then e^licitly ihows how die meidiant's acccont is aediced widi the transaction 

aotonnt* 

5 As already stated, tbe primary advantage of dns plastic caxd is to significamiy (educe &and, which 

apparently is a large cost to cnnent systems. This system ledocei the possibility of fraud mdy to those 
cases wfaere the physical card is either stolen or very carefully copied, in bodi of diese cases, there still 
remains die PIN security and the user picmre security (a known higher security than low wage clerks 
analyzing signatures). Attempts lo copy die card must be performed through ^temporary theft' of dte 

10 card, and require i^to-quaiiiy copying devices, not simple magnetic card swipezs. The system is founded 
upon a modem 24 hour bighly Imked data network. Dlicii monitaring of tramacdons does the monicorsoig 
party no use wtafaer the transmissiooa are encr ypted or not. 

It will be appi B . i a tft i that the foregoing approach to increasing tbe security of transacdons 
involving credit and debit card systems is readily extended to any photograph-based irimrifirarinT^ system. 

15 Moreover, die principles of the present technology may be applied to detea alteration of photo ID 
doennients, and to generally mhannr the ooofidence and securit y of such systems. In this rcganl, 
reiierence is made to Fig. 28, which depicts a photo-ID card or docmncnt 1000 which may be, for 
example, a passpon, visa, permanem resident card ("green card*), driver's license, credit card, 
government employee identification, or a private industry identification badge. For convenience, such 

20 photograph-based irimrifiration documents will be coUecnvely referred to as photo ID documents. 

The photo ID docoment tndudes a photo graiA 1010 that is attached to the docoment 1000. 
Pxinted, hnman-ceadable infotmatioii 1012 is isccrporated in the docazneni 1000, adjacent co the 
photograph 1010. Machine readable information, such as that known as 'bar code" may also be included 
adjacent m the photograph. 

25 Generally, the photo ID document is constructed so diat tampering with the document (for 

rrampie, swapping the origiaal photograph with another) should cause noticeable damage to Che card. 
Nevertheless, skilled fbrgerers are able to either alter existing documents or tnannfacnife fraudulem photo 
ID riocwmm^ m a manner diat is extremely difficult to detea. 

As noted above, die present technology enhanr^ die security assoctaied wtdi the use of photo ID 

30 documents by supplementing die photographic image with encoded information (which information may or 
may not be visually perceptible), diereby facilirarTng the correlation of die photographic image with other 
, information concerning the person, such as the printed information 1012 appearing on the document 1000. 

Id one embodiment, die photograph 1010 may be produced &om a raw digital image to which is 
35 added a master snowy image as described above m connection with Figs. 22-24. The above-describeci 
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central oerwoik and pdnc-^f-saie reading devics (wliicfa device, m the present embcdifflcnt, may be 
considered as a poim-af-entry or poim-of-securicy photo ID reading device), would esseoiially cany out the 
saute pniceniiig as described wicb that embadixnent, including Uu cemni networfc generatioa of unique 
numbers to serve as indices to a set of defined orthogooai panems, the associated dot prodoa operatioa 
5 carried out by the reader, and die cQznparison with a similar operatioa carried out by die central nerwork. 
If the numbers generated from the dot produa operation carried out by the reader and the central network 
match, in this etnbodimem, the network sends the OEC to the ic^r, indicating a legitimate or unaltered 
photo ID document. 

In another embodiment, the photograph component 1010 of the tdentificaiian documoit 1000 may 

10 be digitized ami processed so that the photographic image that is tncorporaced into the photo ID document 
1000 corresponds to the 'distribmable signal' as de&icd above, in this instance, therefore, the photogr^h 
mcludes a coooposite, embedded code signal, imperceptible to a viewer, but caroling an N-bit identi£catioa 
code. It will be appreciated chat ihe identification code can be extracted from the photo using any of the 
decoding techniques described above, and employing cither nxuversal or custom codes, depending upon die 

15 level of security sougfax. 

It will be appreciated that the icfonnatlon encoded imo the photograph may correlate to, or be 
itdundact with, die readable tnformaiion 1012 appearing on the document. Accordingly, such a document 
could be auThcnt iT«gd by placing the photo II> dccumeni on a scanning system, such as would be available 
at a passpcn or visa comrol point. The local computer, wiiich may be provided with die universal code 

20 for extracting the identificaiioa information, displays die extracted information on the local computer 
screen so dm the operator is able to confiim die corxdation between the encoded information and die 
readable information 1012 carried on the docuooent, 

It will be appreciated dxat die information encoded widi the photograph need not n e ce s sarily 
coaclatc with other izifoimatton on an ideotificaiion document. For example, the scanning system may 

25 need only to cocfiim the existence of die identincaiion code so diat die user may be provided widi a "go" 
or "no go* indication of whether die photograph has been tan^rcred widi. It wUl also be appreciated that 
the local conqniter, usmg an encrypted digital communications line, could send a packet of mfonnation to a 
central verification fiadlicy, which diereaftcr renuns an encrypted "go* or "no go" indicatton. 

In anodxer embodiment, it is contemplated that die identification code embedded in die photograph 

30 may be x robust digital image of biometric data, such as a fingerpriia of die card bearer, which image, 
after and display, may be employed for comparison with the actual fingerprint of die bearer in 

very higb security a cr^s points where on-die-spot fingerprint rccognicion systems (or retinal scans, etc.) 
are employed. 

It will be appreciated diat die information embedded in die photograph need not be visually hidden 
35 or steganographically embedded. For example, die photograph incorporated into the identification card 
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may be a composite of an image of the individuai and one-, or [wo*dimeQsioaal bar codes. The bar code 
mfonnation would be subject to coaventioiial opticil scanning cechniques (incUiding imenzal cross diecks) 
50 dsat the mfonaadon derived torn tbe cade may be conopared. for example, to tbe mftTnnacion piintcd 
on the identiEcation document. 

5 It 12 also contemplated that die pbotograplu of ID documem& curresiiy in use may be processed so 

diat infonoation coxrelaced to the individual whose image appean in the phocograi^ inay be embedded. In 
this regard, the reader's attention is directed to die foregoing pordon of this description entitled ''Use in 
Printing. Documents, Plastic-Coated Identlficacion Cards, and Odier Material Where Global 
Embedded Codes Can Be Impiimed,* wherein diicre is described mimerous approaches to modulation of 

10 pbysical media that itiay be treated as 'signals" amenable to application of the presem technology 
principles. 



EMp^DED IN DATA OBJECTS THAT HAVE INHgRfiNT ^fOISE 

15 The diagram of Fig. 27 illustrates tbe %pect of the tecfaooiogy that provides a network linking 

method using information embedded in data objects diat have inheieni noise. In one sense, this aspect is a 
network navigation system and, more broadly, a massively distributed indexhig system diac embeds 
addresses and indices directly within data objects tbemsdves. As noted, this aspea is particularly well- 
adapted for establishing hot links widlj pages presented on the World Wide Web (WWW). A given daia 

20 object effeaivdy contains both a graphical represencadon and embedded XSRL address. 

As in previous embodiments, this embedding is carried out so chat the added address mfonnation 
does not affect tbe core value of the object so far as the creator and audience are ccncemed. As a 
consequence of such embedding, only one dass of data objects is present rather Uian the two classes (data 
object and discrete mder file) thai are attendant with traditional WWW links. The advantages of reducing 

25 a hot-linked data objea to a single class were mentioned above, and are elaborated i^n below. In one 

embodiment of the technology* the World Wide Web is used as a pre-existing hot link based necwork. The 
common a pp aiat ua of this system is networked coix^uters and coznpuier moniiors displaying the results cf 
tmcraciions when connected to the web. This embodimem of tbe technology coniempiates 
sieganograpbicaliy 'embedding URL or odier addxess-type mformatzon directly into images, videos, audio, 

30 and other forms of data objects thai are prcsemed to a web site visitor, and which have "gray scale' or 
'continuoua tones' or ^gradations'* and, consequently, isherenc noise. As noted above^ there are a variety 
of ways to realize basic steganographic tmplementacians, all of whidi could be employed in accordance 
with the present technology. 

With panicular reference to Fig. 27, images, quasi-continuous tone graphics, multimedia video 

35 and audio data are concntly the basic buUdicg blocks of many sites 1002, 1004 ao the World Wide Web. 
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Such data will be tiereafier collectively referred to as creative data files or data objecu. For illustrative 
puiposeSi a coimnuousHone graphic data object 1006 (diamond ring with background) is depicted in Fig. 
27. 

Web site tools - both those thai develop web sites 1008 and those that allow browsing them 1010 • 
S routinely deal with the various file formats in which these daza objecxs are packaged. It k already common 
to distribute and disseminate these data objects 1006 as widely as possible, often with the hope on a 
creator's pan to sell the products rcp resented by the objects or to advenise creative services (e.g.. an 
e;tcinplary photograph, with an 8(X) phone munber displayed within it, promodng a photographer's skills 
and service). Using the methods of this technology, individuals and organizations who create and 

10 disseminate such data objects can embed an address link that leads tight back to dieii own node on a 
network, dieir own site on the WWW. 

A user at one she 1004 needs merely to point and click at the displayed object 1006. The 
software 1010 identic the objea as a hot link object. The software reads the URL address that is 
ox^edded widiin the object and rcutes the user to the linked web site 1002, just as if the user had used a 

15 convemianal web linL That linked site 1002 is the home page or network node of the creator of the object 
1006, which creator mary be a manufacturer. Tlie user at die first site !004 is then ptesemed wicb, for 
example, an order form for purchasing the product represented by the objea 1006. 

It will be appreciated that the creators of objects 1006 havii^ embedded URL addresses or indices 
(which objects may be referred to as 'hot objects') and the tnanufactuiers hoping to advertise their goods 

20 and services can now spread their creoiive content like danddion seeds in the wind across the WWW, 
knowing that embedded withm diose seeds are links back to their own home page. 

It is caniemplaied that die object 1006 may include a visible icon 1012 (such as the exemplary 
"HO" abbreviation shown in Fig. 27) mcorporated as part of the graphic. The icon or other subtle indicia 
would apprise the user that the objea is a hot objea, carrying die embedded URL address or other 

25 mformadon thai is accessible via die software 1010. 

Any human-percepoble indicium (e.g., a short musical tone) can serve the purpose of apprising 
die user of the hot object. It is contemplated, however, thai no such mdidum is required. A user's trial- 
and-error ^roach to clicking on a dau object having no embedded address will merely cause the software 
to look for, but not find, the URL address. 

30 The automation process inherent in the use of dus aspca of the tech n o logy is very advantageous. 

Web software and web site dcveiopmeot tools simply need to recognize diis new class of embedded hot 
links (hot objeas), opcradng on diem in real time. Conventional hot links can be modified and 

supplemented singly by 'uploading' a hot abject into a web site reposiiory. never requiring a web site 
programmer to do a thing other dian basic monitoring of traffic. 
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A method of impiemendng (he above described functions of die prcscm technology generally 
involves the steps of (1) creating a s« of standards by which URL addresses are stegaoographicaliy 
embedded within bnages, video» audio, and other forms of data objeos; and (2) designii^ veb site 
deveLopment tools and web sofrwara such diat Uiey recogziizB this new type of daa object (the hot object), 
5 the tools being designed such that when the objects are presented to a user and ihac user points and clicks 
on such an abject, the user's software knows how to read or decode die steganographic infbnnation and 
route the user to the decoded URL address. 

The foregoing porrioos of this descripnon detailed a steganographic implementation (see, 
generally, Fig. 2 and die text associated dierewidi) diat is readily adapted to implement die pzcsent 

10 technology. In diis regard, the odieiwise conventional site developmect tool 1008 is Anhanri^H to include, 
for example, die capability to encode a bit-mapped image fUe whh an identificaiion code (URL address, 
for example) acconling to the present technology. In the present embodiment, it is comemplated diac die 
commercial or transactioa based hot objects may be steganogiaphicaily embedded with URL ^>^rir^^ (or 
otber mfonnanon) using any of the univenai codes described above. 

15 Vx foregoing ponioos of diis descripDon also detailed a technique for readmg or decodmg 

stegaoographicaliy embedded m&jnnacion (see, generally. Fig. 3 and the text associated therewith) diat is 
readily adapted to implement the present technology. In this regard, the otherwise conventional user 
software 1010 is ^HanrM iQ inchide, for example, the capability to analyze encoded bit-mapped files and 
extr^ die idcntiiication code (URL address, for example). 

20 While an iUuscradve isaplementatioa for steganographically embedding information on a data 

object has been described, one of ordinaiy sldU will appreciaie that any one of the multitude of available 
steganographic techniques may be employed to carry cut the function of the present embodiment. 

It will be appreciated that die present embodiment provides an inunediaie and common sense 
mechanism whereby some of die fimdamentol building blocks of the WWW, namely images and sound, 

25 can also become hot links to other web sites. Also, the programming of such hot objects can become fully 
automated merely ttrough die distzibudon and avaHafaility of images and audio. No real web site 
programming is required. The present embodiment provides for the commerdal use of the WWW in such 
a way dm noa'programn^ can easily spread their message merely by creaiing and distributing creairve 
content (herein, hot'objects). As noted, one can also crassition web based hot links diemselves &om a 

30 more arcane text based interface to a more naniral image based interface. 

Encapsulated Hot UnJc File Format 

As noted above, once steganographic oxethcds of hot link navigation take hold, dien, as ixw file 
formats and transnussion protocols develop, more tradidonal methods of '^header-based* information 
35 actachjneiu can eohaiice the basic approach built by a steganogropbic-based system. One way co begin 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/08351 . 



-77-_ 

extending the sieganognptiic based hoc link mecbod bade into the more craditiooai header-based method is 
to define a aew class of file fonziat which could effiectiveiy become the standard class used in network 
navigaiion systons. It will be seen ihat objects beyond images, audio and the like con now become lioc 
objects \ Inciudmg text files, indexed graphic files, computer programs, and the like. 
5 The encapsulated hot link (EHL) file fonnai simply is a small shell placed around a large range of 

pre-existing fUe ibnnats. The EHL header informatioa takes only the first N byies of a fde^ followed by a 
full and exaa file in any kind of industry standard format. The EHL super-header merely anadses the 
correct file type, and the URL address or odxer index informatioo assodadcg diat objca to other nodes on 
a network or other databases on a oowork. 
10 It is possible that the EHL format could be the aiethod by which the steganographic methods art 

slowly replaced (but probably never completely). The slowness pays homage to the idea that fUe format 
standards often take much longer to create, implemem. and get everybody to acmally use (If at all). 
Again, the idea is chat an EHL-like fonnai aod system built around it would boocstrap onto a syscem scnxp 
based on steganographic mediods. 

15 

Self fcoraciing Web Objects 

Ceneialiy speaking, three classes of dat:i can be stegaoographicoUy embedded in an object: a 
number (e.g. a serial or identiflcatioa nmnber, encoded in binary), an alpbamuneiic message (e*g. a human 
readable name or telephone nmnber, encoded in ASCII or a reduced bit code), or computer instructions 
20 (e.g. JAVA or HTML instructions). The enrfiedded URLs and the like detailed above begin to explore this 
third class* but a moie detailed exposinoa of the possibilities may be bdpfui. 

Consider a typical web page, shown in Fig. 27 A. It may be viewed as including three basic 
components: images (ffl • 06), text, and layout. 

Appitcact^s tedmology can be used to consolidate this information into a self-extracting objea. 
25 and regenerate the web page hrom this object. 

In accordance with diis example, Fig, 27B shows the images of the Fig, 27A web page fitted 
together into a single RGB mosaiced image. A user can perform this operation manually using existing 
image processing programs, sucfa as Adobe's Photosiiop software, or die operation can be automaxed by a 
suitable software program. 

30 Between nrtain of the image tiles in the Fig. 273 mosaic are eno^ areas (shown by cxoss- 

hatdiing). 

This mosaiced image is then stegacographxcally encoded to embed the layout mstructioDs (e.g. 
HTML) and the web page text therein. In the empty areas the encoding gain can be Tnaiimiyptl since there 
is no image dau to corrupt. The encoded, mosaiced image is then JPEG con^ressed to form a self 
}5 extracting web page objea. 
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(JPEG comptesstoo U used in this example as a lingua franca of image represezicanoDs. Aootlier 
$uch candidate i& tbe GIF file fbrmai. Such formats are supiioned by a variety of ^ftware toots and 
languages . maidng ttiem well suited as 'common comers* of embedded infbnnatiorL Other image 
representaticQS cao of course be used.) 

5 These objects can be exchanged as any other JP£G images. When the JPEG file is opened, a 

suitably programmed computer can detect the presence of die embedded infonoaiion and extract the layout 
data and text. Among other infonnation, the layout data specifies where the images forming ±t mosaic 
are to be located in the fiiiai web page. The compoier can follow the embedded HTML instninions :o 
recreate the original web page, complete with graphics, text, and links to other URLs. 

10 If the self extracting web page object is viewed by a conventional JPEG viewer, it does not self- 

extiaa. However, the user wOl see the logos and artwork associated with the web page (with noise-like 
"grouting* between certain of the hnages). Artisans will recognize thai this is in stark contrast to viewing 
of other compressed data objects (e.g. PKZIP files and self extracting text archives) which typically appear 
totally uninteUigifale unless fully extracted. 

15 (Tht foregoing advantages can largely be achieved by pladi^ the web page text and layout 

iostrucdons in a header file associated with a JPEG-cotnpressed mosaiced image file. However, industry 
standardization of the header formats needed to make such systems practical appears difficult, if not 
impossible.) 

20 Paienes of Steganograpbicallv Encoded Images 

Once web images with embedded URL information become widespread, such web images can be 
coUcacd uxto 'palettes* and presented to users as high level navigation tools. Navigadon is effected by 
clicking on such images (e.g. logos for different web pages) tadier than clicking on lexnial web page 
names. A suitably i»ogrammed computer can decode the embedded URL information from tlie selected 

25 image, and establish the requested connecdon. 

In one embodiment^ self-extiacdon of the above-described web page objects automatically 
generates diumbnaii images corresponding to die extracted p^s (e.g. representative logos), which are 
then stored in a sabdireoory in the cotsputer's tUe system dedicated to collecting such thumbnails. In each 
such diufflbcail is embedded a URL, such as the URL of the extracted page or the URL of the site fxam 

30 which the self-extracting mject was obtained. This stibdiiectory can be accessed to display a palette of 
navigational thumbnails for selectioQ by the user. 



Specific Example of a Computer System Linked bv Using Information in Data Objects 

The present invention allows a digital watennark to be embedded direcdy into photographs, video, 
35 computer images, audio, and odier forms of creative property. The range of applications is amazm^y 
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wide, and indudes tilings like video and movie content waiemiarldng for proof of ownership and tracking, 
waicnoarking music and audio conieiu, even texnuing physical materials such as aiuo pans. As discussed 
above, cbis waccnnark is iizTercepttble to the eye, and imperceptible to the ear. bin a compuier analysis 
caa read the watennaric and discover a message ii carries. The waiennaric is repeated thnughout die 
5 property. It is robust, and typically survives multiple gencrarions of copying, modification, printing, 
scanning, and compressioa. A watermark may carry a copyright notice, a unique serial Dumber, a 
Transaction ID, as well as other application spcciiic data. 

CoDcepcuaily, die example below is made with rcspea to a watermark embedded by 
"PicnireMarc" which illustrates the idea by carrying a unique creator id, ai^d a set of image 

10 attributes. This creator id corresponds to complete contact informadon available through an on- 
line service, MaitCeatre. Technically, the watermark is 12S bits bng and has a data pay load of 
76 bitSy although the invention is not restricted to any particular watermark size. In this example, 
it is short so that it can be repeated many times through an image, making it possible to find the 
message even from a portion of the original image. Other approaches can include data such as an 

15 image serial number or a Transaction ID in the watermark message. It is also possible to add a 
person's name or other such data (to a computer, it is all data), but one application is focused on 
embedding a more strucmred message. First, to accommodate a text string, diere would be a 
tendency to push for longer messages. Long messages result in not being abie to fit very many 
copies of the message in an image, and thus the watermark becomes less robust Also, just 

20 putting a name tn an image is much like the credit line in a magazine: A. Jones tells who the 
person is, but not how to contact the person. With a waiermark system available on line, a user 
can get complete and up to date contact details &om each Creator £D thtDugh the on-line serv^ice. 
Accordingly, it is preferable to associate persistent digital information with an unage. The core 
software has been designed to enable working widi vendors or large customers who may want to 

25 develop specific watennark message types for special applications such as embedding the film 
speed and exposure in the imagef or serializing images in a large collection for internal tracking 
and management. 

One approach to implementing this embodiment involves "PictureMarc", which Includes a 
writer portion to embed watermarks and a reader ponion to find them and read their contents. 
30 This bundle is integrated into Adobe Photoshop® 4.0 (Adobe Photoshop is a trademark of Adobe 
Systems, Inc.) as a plugin extension, and from the end-user's perspective is free. A free reader 
will also be available through a web site. PictureMarc for Photoshop is supported on Apple 
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Macintosh and Microsoft Windows platfomu. PictureMarc supports embedding a Creator ID and 
image attributes in an image. PictureMarc also has the ability to carry a unique Image ID or even 
a Transaction ID in the \vatennark. These formats will support tracking images both to a 
collection, and to the person and terms that were in place when the image sold. The watemark 
5 reader wiJl accept and read all watermark formats. 



As an example* the first step is to read an image frum a CD-ROM, download a fiJe to a 
local computer over the Internet or convert a hardcopy image, such as a photograph, into digital 
by scanning the image with any of the common image scanners.. Then start an image 
manipulation program that supports watermarking, and load the image file from a Gle selection 
10 menu. Select the menu item to add a watermark, and save the watermarked image into a file. 



To recover a watermarked image from a digital image on, say, a PC, Just as in the case of 
embedding a watermarkt convert the image to a suitable computer file format, scanning it in if 
needed. Then start either an image manipuJarion tool suppordng watErmarking, or start a stand- 
alone reader. Now open die image. In the case of a preferred embodiment image manipulation 

15 tool, the Cool will automatically check for a watermark when the digital image file is opened, 
copied to the system clipboard or the image is scanned into the computer. If present, a copyright 
symbol is added to the title or status bar, or some other signal is provided to the user. By 
selecting a read watennark menu option, a user can discover the contents of the watermark. From 
the results dialog, a user can click on the Web Lookup button to retrieve complete contact 

20 informauon from MarcCentrc, a network WWW cm-line service. The application can be carried 
out with at least two kinds of watermarks. The first is a public watermark, which can be read fay 
any saitably configured reader. This is the type of watcraiark supported by PictureMarc-Its 
purpose is communication* The second is a private watemiark. Private watermarks are associated 
with a secret key -used at the time the watermari^ is embedded in on image. Only the person with 

25 the secret key can find and read a private waternisik. Private watermarks are used in proof of 
ownership applications. 3oth a public and a private watermark can coexist In an image. 



If a user attempts to read a watermark and none is there, the reader portion will simply 
report that a watemiark was not found in the imi^e. If a user attempts to watermark an image 
already watennarked, the user will be informed there is already a watemiark in the tmase. and 
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will be prevented from adding another watermark. In creating a composite image, the user is first 
toid about the presence of a waterraaric in each watermarked original (assuming dte use of a tooJ 
supporting waiOTiarks). This addresses the first order problem of communicating copyright The 
watermark wiil not prevent creating a composite work, in that a watermarked image, or a portion 
5 thereof, can be used as an element of a composite image. However, if the composite image 
contains multiple watermarked elements, the reader portion will tend to read the wateimark from 
the most dominant piece. However^ if the user suspects a component to be watennarked, or is 
simply interested in the source of an image elemem, the user can check for the watermark in that 
element by highlighting the area in question, and invoking the read watermark function. This 
10 provides a tool to inspect work to discover sources of individual elements. Copyright hierarchies 
in composited works and partnering with companies addressing rights management can ali be 
handled in such a network application of a watennark. 

Preferably, applications which znchide watermarking* such as Photoshop 4.0, support 
automatic detection ("autodetect"). This means that whenever an image is opened or scamied into 
15 the application, a quick check is done to determine if a watermark is present. If it is present, a 
visual indication, such as a copyright symbol, is added to the title or status bar. 

The watermark placed by PicmreMarc is a 128 bits long, with a data payload of 76 bits. 
The remaining bits are dedicated to header and control information, and error detection and 
correction. However, die bandwidth can be increased and consequently the data payload can also 
20 be increased. The detect process looks for the presence of a watermaik, which completes in a 
couple of seconds, usually under 3 seconds regardless of image size, and the typical time to 
perform a &il read watennark operation is under 15 seconds, 

PictureMarc supports all the file formats of the host application, since it works widi pixels 
in each of the major color schemes (CNfYK, RGB, LAB, Grayscale), In the case of PictureMarc 
25 for Photoshop, ail of the Photoshop file formats arc supported. 

Note that the watermark itself carries version and message type information, much like a 
communications message. PictureMarc has been designed to support upward compatibility. Any 
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suxtabiy configared reader will be able to read previous versions of die wacermaik. If a reader 
Gads a newer version watermark which it does not support, the user will be nodiied and told to 
download die most recent reader. 

In Uie present application of PictureMarc, an image generally needs to be at least 256x256 
5 pixels to carry a watermark. Often a watermark can be found in patches as small as 100 pixeJs 
square. Aifattrarily large images can be watermarked, constrained only by available memory and 
disk space. The watermark does not add data to the image file, since it only makes very small 
changes to the limiinance of pbcels. This can change the size of a compressed Image by a few 
percent, but the size of uncompressed images^ such as bitmaps (.BMPs), are unchanged. While a 
10 watermark survives compression, to watermark an already compressed image, h is preferable to 
either work &om the original, or uncompress, watermark, and reeompcess the image. Future 
versions will likely support adding watermarks directly to Che JPEG compressed file. 

PictureMarc supports the automation features provided by Adobe Photoshop 4.0. This 
means diat repetidve watermarking operations can be automated now. In other applications, 
15 support can be provided for unattended batch processing of images, aimed to support the needs of 
image distnbutors, especially those companies looking to watermark images as they are 
distributed widi unique Transition IDs. 

As to die use of a network on line service, an image creator or distributor subscribes to 
the MarcCentre, on-line locator service. Subscribing includes providing a set of contact 

20 mformadca to be made available when one of a user's watermaiked images is found. Contact 
details include name, address, phone number, specialty, intermediaiy (e.g., organizatiOQ, stock 
agency, representative, etc.) representmg the creator's work and so on. When subscribing, the 
user is givea a unique Creator ID. The user provides this Creator ID to a copy of PictureMarc, 
cme time when first using the software-based system. This Creator ID links all of the user's 

25 images to i^iiitate contact details. Information can be queried via the Internet, or via a fax-back 
service. Querying is preferably free. 
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A subscription to MarcCentre l£ priced to include unlimited access to contact information 
by anyone finding watfinnaiked images. A Creator ID In the image leverages the power of a 
network accessible database, and lees the image creator communicate much more information than 
couJd fit in the ira^. In essence, we are crearing a copyright communication system. 
5 Watermark detection in programs such as Photoshop is automatic. The Creator ID in the image, 
along with the image atnibutes, uniquely identify the image creator or distnbutor. The contact 
infomiatioo corresponding to die Creator ID is always up to date, no matter how long ago a 
watermarked image was distributed. To make this copyright communication system work, we 
need unique ids which correspond to the appropriate image creator contact information. 

iO If there is no network connecdon for PictureMarc, an equivalent approach can be used: 

contact information can be communicated via a Sax-back service. This can be cairied out by 
punching in the Creator ID on a touch-tone keypad with telephony, and the resulting contact 
details for that image creator will be sent by fax. 

Contact details will be stored on a robust server being hosted by an Internet provider. 
13 The Web site is responsible for maintaining the locator service and ensuring that information is 
available. IndividuaJ image creators are responsible for maintaining their own contact details, 
keeping them current as inforraaiion changes. This ensures that ail of the images distributed point 
to up-tD-datc information about the creator and the creator's work. 

Data in the Web site repository is stored in a way that when a user enter contact details, 
20 the user has control over which pieces of information are viewable by viewers. Thus, for 

example, the user can designate whether to exclude his or her address^ phone number, and other 
specific information. 

It is helpful for users to receive regular reports, gcnciatcd by the Web page site software, 
about the number of people querying a specific user's information. These can be sent to the user 
25 via e-mail or fax, to help communicate die activity concerning watermarked images. 
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Before turning to a specific embodimeat of the prescat invention, it is important to stress 
the gCDcntl applicability of embedding a watennaik. then reidiAg it to obtain data, and thea usit^ 
the data to link to a database-ptefCTabiy via a computer network. This is applicable to all media 
far which this technology is useful This includes watermarking a photograph or a series of 
5 watennarks in a scries of images (e.g., television, video), in sound or other analog signals (e.g., 
recordings, cellular telephone or other broadcasts), and other applications indicated herein. En any 
of these applications, while the watcnnarfc can contain self-identifying data, a centralized 
repository of wateimark data &cilttaies broad, efficient usage. 

Thus* the following specific description of a preferred embodiment of a central repository, 
10 accessible by a network, is intended to be illustrative of the same kind of an approach far other 
appUcations and media suitable for watermarking. And it is to be understood that while die 
following discussion is made in the context of image processing, the same general approach can 
be used for handling watermarks in acoustic or other applications. Also, while the Adobe 
Photoshop application is used to illustrate the generally applicable concepts, it should be 
15 appreciated that the present invention can be used in connection with other such products from 
other vendors, as well as in stand alone form. 

Fig. 43 illustrates an application of the invention using such an application as 
Adobe Photoshop 4.0, equipped with a plug in version of the digital watermarking technology 
discussed herein and illustrated as "PicturcMarc," running on a digital electrical computer. The 
20 computer running the Adobe application is adapted for communication over a network (such as 
the WWW) with another digital electrical computer, mnning the MarcCentre Web Page computer 
program. 

At step I of Fig. 43 a creator of a digitized photographic image, the "user" of the 
Adobe Photosliop, commences by obtaining a Creator ID. Such data is created and stored in a 
25 oential repository designated in Fig. 43 as MarcCentre Locator Service, which is conncctable to 
PictureMarc via Internet or fax. At step 2 of Fig. 43, the user creates and embeds a watermark in 
the digital image. At step 3 of Fig. 43, that image can be stored and/or printed, possibly 
subsequent to distribution over a computer system such as the Internet or WWW. When the 
image bearing the wateimark is used in digital form, at step 4 of Fig, 43, that image is examined 
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for- a watennark by a computer running the PictureMarc corapuier program. Preferably, the 
examination is conducted automatically (rather than seiectively) upon opening an imasge, e.g., 
upon locaring the image on a computer screen clipboard. If a watennark is detected, at step 5 of 
Fig. 43, PictureMarc communicates with the MarcCentre Locator Service to look up creator 
5 information and present a WWW page to the user. 

The means by which a user obtains a Creator ID in step 1 of Fig. 43 is elaborated 
in Figs. 44, 45, and 46, which represent screen images of MarcCentre, a Web Page locatable on 
the WWW. Introductory information is set forth in Fig. 44. Note the mention of a single mouse 
click. This feature refers to a hot button, such as a copyright symbol in a title bar of a screen, 
10 which permits someone using the Web Page to obtain information about the image that was pre- 
specified by the creator. (A hot button (pointer to information stored in a MarcCentre database, 
which can in turn have a pointer to another database, such as that accessed by means of the 
network or WWW.) 

Figs. 45 and 46 show sequential screens of a ''form'* to be completed by computer 
15 entries. This information is stored in a MarcCentre database. Note too that the information 
entered to complete the form include a fee, and the fee account for the user is also stored in a 
MarcCentre database. After the form has been completed and stored and the fee has been 
secured, a Creator ID is issued by the MarcCentre service. 

The means by which a user with a Creator ED embeds a registered watermark in 
20 step 2 of Fig. 43 is elaborated in Figs* 47, 48, and 49. The Photoshop software uses a filter to 
call up the "Digiman:" PictureMarc software and select options to embed a watermark. Boided 
bars on the screen of Fig. 47 illustrate a seiecdon being made for a digital image in the 
background. Other information on the screen is typical for a windows application, the Adobe 
Photoshop application, and or generally known information about digital images, e.g., 100% 
25 shows the scale of the image, ^RGB" indicates the image format, etc. 

Fig. 48 illustrates a "Dialog Box" used in associating information in connection 
with the embedding of the watermark. In a portion of the screen, the Copyright Information is 



SUBSmUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/08351 . 



specified, including the Creator [D. the Type of Use (either Restricted or Royalty Free), Adult 
Content, and a Pexsonaiize option. A demonstratioR ID kr use by those who do not have a 
roistered Creator ID is "PtctureMaic Demo.'* The Adult Content feature permits embedding in 
the watermark data, preferably content-indicative data. Here the data is used for identifying that 

3 the photograph contains adult content, and thus a subsequent use of the photograph can be 

restricted. However, an alternative is to include other data or other content-identiiying data, such 
as cataloging infonnaction, in the watennark itself. Cataloging information pennits subject matter 
searching in a collection of photographs. Another feature sho\vn in Fig. 48 is a slidabie scale for 
adjusting the intensity of the watermark. The more visible the watermark, the more durable the 

10 watermark is. Watermazk durability (visibility) is also indicated by a number shown on die 
screen. Once the screen has been completed, if it is "OK"*, the user can click on this button and 
thereby embed the watennark. Otherwise, the user can select to cancel and thereby abort the 
process thai would have led to the watermarking. 



Selecting die Personalize option of Fig. 48 calls the screen illustrated in Fig. 49, 
1^ which is used to obtain a personolizedt registered Creator ID. AAer the Creator ID ts entered, 
selection of the Elegister option launches a WWW browser directed by the URL address shown 
entered on the screen to the MarcCentre registration page. 



In a preferred embodiment of step 4 of Fig, 43, each time an image is opened, 
scanned in, or copied to the clipboard by any application, the image is automatically tested for a 

20 watermark, as illustrated in Fig. 50. This "autodetect" approach generates a signal indicative of 
the result of the test, for example, one or more copyright symbols shown in the title page of the 
screen in Fig. 50. Automatic checking for a watermark takes less computer dme than die 
alternative of selectively reading the watennark, which is illustrated in Figs. SI and 52. 
However, the selective approach is less comprehensive in monitoring the use of watermarked 

25 images, which is disadvant^eous if the application is configured to automatically lepon the 
detection back to die MaicCcntre. In Fig. 50, the copyright symbol in the title area of the 
photograph is the previously mentioned hot button. The copyright si^bcl in the lower left of the 
screen can alternatively or also be a hot button. 
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Figs. 51 and 52 elaborate the alternative approach to step 4 of Fig, 43 in which 
an image is opened and examined for a watermark. Preferably, each time an image is opened, 
there is an automatic check for a watermark. In any case, Fig. 5 1 is simiiar Co the screen of Fig. 
47, except that a selection is shown to read for a watermark. 

5 Fig. 52 shows a screen that is be produced in response to the reading a 

watermark. This screen provides the Creator ED of the owner and / or distributor of this image, 
as well 35 whether use of this image is restricted or royalty free. Note the W«b Lookup button, 
which can be selected to launch a WWW browser directed by the URL address shown entered on 
the screen to the MarcCentre Web Page, and obtains die data in the corresponding MarcCentre 
10 database corresponding to the Creator ID. 

Fig. 53 illustrates a screen produced from selecting the Web Lookup feature of 
Fig. 53. This screen provides the contact information for the image creator, including phone 
number, E-mail address and Wd) links. Note the selectable buttons at the bottom of the screen 
illustrated in Fig. 53, Lnciuding buttons that cake the user to promotional offers, allow the user to 
15 downlead additional software, subscribe to the MarcCentre service, update contact information, 
search for a creator or provide feedback on the MarcCentre service. Selecting tiie Creator Search 
option leads to the screen shown in Fig. 54 This self-explanatory screen enables a user to obtain 
contact information about a particular creator by entering the Creamr ID. 

In a variation on the above-descnbed approach, extended information is embedded 
20 in die watermark and subsequently detected, as respectively illuswted in Figs.' 55 and 56. Such 
a feature vwuld be inserted as an additional filter in Fig. 47. In Fig. 55., the dialog box permits 
inputting an Organization ID, an Item ID, and a Transaction ID. An Organizatwn ID identifies 
an organization oi" other intermediary representing the creator and/or authorized for distributing 
the photograph and licensing rights thereto, such as a photo stock house. An Item ID identifies 
25 the photograph in a collection, such as a CD ROM. A Transaction ID identifies the specific 
transaction that is authorized (e.g^ publication one time only in a newspaper), which permits 
detection of an authorized usage. The other feature on the screen. The Bump Size specification, 
pertains to the smallest unit of data, in the horizontal and vertical directions, that the watermark 
algorithms operate on. The extended information embedded in the watermark can be detected in 
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a manner analogous to that described with respect to Fig. 48, except that the addtdooai 
information is shown as illustrated in Fig. 56. 

An aiternative to a "plug in" embodiment is a stand alone version, which is 
exemplified in the next sequence of figures. As discussed above, for any application that involves 
5 a watermark, preferably there is an autodetect capability, and Fig, 51 illustrates a screen from a 
stand alone image reader with a clip board triggered by mereiy putting an image on the clipboard. 
In the Clipboard Viewer window of Fig. 57, a watermark detected on the image can be used to 
signal the user by one of several methods that can be used individually or in a combination. In 
one method, a title bar icon or some odier bar or icon alternates between "normal" and 

10 "watermark detected" states periodically (for example, at one second mtervals). Another approach 
is to use other state changes, like having the title bar or a task bar alternate between highlighted 
and normal states periodically. Still another method is to have the detection initiate a special 
dialog box display, as illustrated in Fig. 5S. The Read button in the special dialog box (triggered 
by a click of a mouse, like other buttons) causes reading and display of the vbnatermark 

15 information in the image. The Close button ends the special dialog. (So as not to interfere with 
image processing, it can be conveniem to show the special dialog box for a limited amount of 
time, and a small window therein can show the time remaining before the special dialog box 
disappears.) Buttons shown on the screen include one resembling a file folder lo open a file; the 
next button is for copying a selected image from a first application to the clipboard; the next 

20 button is for pasting an image &om the clipboard to a second application; and the last is for help 
menus. 

Fig. 59 shows the unage after pasting it from the clipboard, in the course of 
image processing. The Digimarc Reader - Image 1 window pops up on the screen to permit 
clicking the Web lookup button, which launches the user's web browser to result in a display of 
25 die creator's web page on the MarcCentre Web site, with the rest following as above. 

Note ^ain that the foregoing approach is representative, and it can be modified 
for another media in which a watermark is used. For example, instead of an image, a sound can 
be used. 
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POTENTIAL USE OF THE TECHNOLOGY IN THE PROTECTION AND CONTROL QF 
SOFTWARE PROGRAMS 



The illicit use, copying, and reselling of software programs represents a huge loss of 
5 revenues to the software industry at large. The prior an methods for attempting to mitigate this 
problem are very broad and will not be discussed here. What will be discussed is how the 
principles of this technology might be brought to bear on this huge problem. It is entirely unclear 
whether the tools provided by this technology will have any economic advantage (all things 
considered) over the existing countermeasures both in place and contempEated. 



10 The state of technology over the last decade or more has made it a general necessity to 

deliver a fiiil and complete copy of a software program in order for that program to function on a 
user's computer. In effect, $X were invested in creating a software program where X is iarge, 
and the entire fruits of that development must be delivered in rts entirety to a user in order for 
that user to gain value from the software product Fortunately this is generally compiled cede, 

15 but the point is that this is a shaky distribution situation looked at in the abstract The most 
mundane (and harmless in the minds of most perpetrators) illicit copying and nse of the program 
can be performed rather easily. 



This disclosure offers, at first, an abstract approach which may or may not prove to be 
economical m the broadest sense (where the recovered revenue to cost ratio would exceed that of 

20 most competing methods, for example). The approach expands upon the methods and approaches 
already laid out in the section on plastic credit and debit cards. The abstract concept b^ins by 
positing a "large set of unique patterns," unique among themselves, unique to a given product, 
and unique to a given purchaser of that product This set of patterns effectively contains 
thousands and even millions of absolutely unique "secret keys" to use the cryptology vernacular. 

25 Importantly and distinctly, these keys are non-deterministic, that is, diey do not arise from 

singular sub- 1000 or sub-2000 bit keys such as with the RSA key based systems. This large set 
of patterns is measured in kilobytes and Megabytes, and as mentioned, is non-deterministic in 
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nature. Furthennore, still at the most abstract level, these patterns are fully capable of being 
encrypted via standard techniques and analyzed within the encrypted domain^ where the analysis 
is made on oniy a small portion of the large set of patterns, and that even in the worst case 
scenario where a would-be pirate is monitoring the step-by-step microcode instructions of a 
3 microprocessor, diis gathered information would provide no useful informanon to the would-be 
pirate. This latter point is an important one when it comes to ''implementation security" as 
opposed to ^'innate security" as will be briefly discussed below. 



So what could be the diiSeroitial properties of this type of key based system as opposed 
to, for exampk the RSA cryptology methods which are already weil respected, relatively shnple, 

10 etc. etc? As mentioned ^iier, this discussion is not going to attempt a commerciai side-by-side 
analysis. Instead, we'll just focus on the differing properties. The main distmguishing features 
^1 out in the implementation realm (the implementation security). One example is that in s'mgle 
low-bit-number private key systems, the mere local use and re-use of a single private key is an 
inherently weak link in an encrypted transmission system. [''Encrypted transmission systems" are 

13 discussed here in the sense that securing the paid-for use of software programs will in this 
discussion require de facto encrypted communicatioo between a user of the software and the 
"bank"* which aJlows the user to use the program; it is encryption in die service of electronic 
fmanciaJ transactions looked at in another light.] Would-be hackers wishing to defeat so-called 
secure systems never attack the fundamental hard-wired security (the innate security) of the 

20 pristine usage of the methods, diey attack the implementation of those methods, centered around 
human nature and human oversights. It is here, still in the abstract, that the creation of a much 
larger key base, which is itself non-determinisdc in nature; and which is more geared toward 
cffcctiveiy throw*away keys, begins to "idiot proof the more historically vulnerable 
implementation of a given secure sysienL The huge set of keys is not even comprehensible to the 

25 average holder of those keys, and their use of dsose keys (t.e., the "implementation" of ^ose 
keys) can randomly select keys, easily throw them out after a time, and can use them in a way 
that no "eavesdropper" will gain any useful iD&rmation in the eavesdropping, especially when 
well within a millionth of the amount of time that an eavesdropper could "decipher'* a key, its 
usefulness in the system would be long past. 
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Turning the abstract to the semi-concrete, one possible new approach co securely 
deiivering a software product to ONLY the bonafide purchasers of that product is the following. 
In a mass economic sense, this nc^v method is entirely founded upon a modest rate realtime 
digital coraiectivity (often, but not necessarily standard encrypted) between a user's computer 
5 network and the selling company's network. At first glance this smells like trouble to any good 
marketing person, and indeed, this may throw the baby out with the bathwater if by trying to 
recover lost revenues, you lose more legitimate revenue along the way (all part of the bottom line 
analysis). This new method dictates chat a company selling a piece of software supplies to 
anyone who is willing to take it about 99.8% of its functional software for bcal storage on a 

10 user's network (for speed and minimizing transmission needs). This "&ee care program" is 
entirely uofimctionai and designed so that even the craftiest backers can't make use of it or 
Mecompile it" in some sense. Legitimate activation and use of this program is performed purely 
on a instruction-cycle-count basis and purely in a simple very low overhead commuaicaiioas basis 
between the user's network and the company's network. A customer who wishes to use the 

15 product sends payment to the company via any of the dozens of good ways to do so. The 
customer is sent, via common shipment methods, or via commonly secured encrypted data 
charmels. their "huge set of unique secret keys." If we were to look at this large set as if it were 
an image, it would look just like the snowy images discussed over and over again in other parts 
of this disclosure. (Here^ the "signature" is the Im^e, rather than being imperceptibly placed 

20 onto another im^e). The special nature of this large set is that it is what we might call 

"ridiculously unique" and contains a large number of secret keys. (The "ridiculous" comes from 
the simple math on the number of combinations that are possible widi, say 1 Megabyte of random 
bit values, equaling exactly the number that "all ones" would give, thus 1 Megabyte beir^ 
approximately 10 raised to the -2,400,000 power, plenty of room for many people having many 

25 thiowaway secret keys), It is important to re-emphasize that the purchased entity is literally: 

productive use of the tool. The marketing of this would need to be very liberal in its allotment of 
this produrtivity, since per-use payment schemes notoriously turn ofif users and can lower overall 
revenues signiiicantly. 



This large set of secret keys is itself encrypted using standard encryption techniques. The 
30 basis for relatively higher "implementation security" can now begin to manifest itself Assume 
that the user now wishes to use die software product. They fuB up the free core, and the free 
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core program finds tbat the user has installed their large set of unique enoypted keys. The core 
program calls the company network and does the usual handshaking. The company network, 
knowing the la^e set of keys belonging to that bonafide user, sends out a query on some simple 
set of panems, almost exactly the same way as described in the section on the debit and credit 

5 cards. The ipiery is such a snoiall set of the whole, that the inner workings of the core program do 
not even need to deciypt the whole set of keys, only certain pans of the keys, thus no decrypted 
version of die keys ever exist, even within the machine cycies on the local computer itself. As 
can be seen, this does not require the "signatures within a picture" methods of the main 
disclosure, instead, the many unique keys AHE the picture. The core program interrogates the 

10 keys by performing certain dot products, then sends the dot products back to the company's 
networic for verifcation. See Fig. 25 and the accompanying discussion for typical details on a 
verification traosacdon. Generally enciypted verification is sent and the core program now 
"enables" itself to peribnn a certain amount of instnictions, for example, allowing 100,000 
characters being typed into a word processing piogram (before another unique key needs to be 

15 transmitted to enable another 100,000). In this example, a purchaser may have bought the 
number of Instructions which are typically used within a one year period by a single user of the 
word processor program. The purchaser of this product now has no incentive to '*copy" the 
program and give it to their friends and relatives. 



All of the above is well and fine except for two simple problems. The first problem can 
20 be called "the cloning problem" and the second "the big brother problem." The solutions to diese 
two problems are intimately linked. The latter problem will ultimately become a purely social 
problem, with certain technical solutions as mere tools not ends. 

The cloning problem is die following. It generally applies to a more sophisticated pirate 
of software rather, dian the cuirentiy common "friend gives their distribution CD to a friend" kind 

25 of piracy. Crafty-backer "A" knows that if she performs a system-state clone of the "enabled" 
program in its entirety and installs this clone on another machine, then this second machine 
effectively doubles the value received for the same money. Keeping this clone in digital storage, 
hacker "A" only needs to recall it and reinstall the clone after the first period is run out, thus 
indefinitely using the program for a single payment, or she can give the clone to their hacker 

30 friend "B'* for a six-pack of beer. One good solution to this problem requires, again, a rather well 
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developed and low cost real tune digital connectivity between user site and company enabling 
network. This ubiquitous connectivity generally does not exist today but is fest growing through 
the Internet and the basic growth in digital bandwidth. Part and parcel of the "enabling" is a 
negligible communications cost random auditing function wherein the funaioning program 
5 mutinely and irregularly performs handshakes and verifications with die company network. It 
does so, on average, during a cycle which includes a radier small amount of productivity cycles 
of the program, The resulting average productivity cycle is in general much less than the raw 
total cost of the cloning process of the overall enabled program. Thus» even if an enabled 
program is cloned, the usefuhiess of that instantaneous clone is hi^ly limited, and it would be 

10 much more cost efiective to pay the asking price of the selling company than to repeat the 
cloning process on such short time periods. Hackers could break diis system for fun, but 
ceitainiy not for profit The flip side to this arrangement is that if a program calls up" the 
company's network for a random audit, the allotted productivity count for that user on that 
program is accounted &r, and that in cases where bonafide payment has not been received, the 

L3 company network simply withholds its verification and the program no longer functions. We're 
back to where users have no incentive to "give this away" to friends unless it is an explicit giffc 
(whidi probably is quite appropriate if they have indeed paid for it: *'do anything you like with it. 
you paid for it"). 

The second problem of "big brother" and the intuitively mysterious "enabling" 
20 communications betweai a user's network and a company's network would as mentioned be a 
social and perceptual problem diat should have all maimer of potential real and imagined 
solutions. Even with the best and objectively unbeatable anti-big-brother solutions, there will still 
be a hard-core conspiracy cheoiy crowd claiming it just ain't so. With this in mind, one potential 
solution is to set up a single program registry which is largely a public or non-profit instimtion to 
25 handling and coordmating the realtime verification networks. Such an entity would then have 
company clients as well as user clients. An organization such as the Software Publishers 
Association^ for example, may choose to lead such an effort 

Concluding this section, it should be re-emphasized diat die methods here outlined require 
a highly connected distributed system, in other words, a more ubiquhous and inexpensive Internet 
30 than exists in mid 1995. Simple nrend extrapolation would argue that this is not too far off from 
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1995. The growth rate in raw digital communications bandwidth also argues chat the above 
system might be more practical^ sooner, than it might first appear. (The prospect of interactive 
TV brings with it the promise of a fast network linidng millions of sites aiouad the world.) 



5 USE OF CURRE>rr CRYPTOLOGY METOQDS fN CONJUNCTION WITH THYS 
TECPNpLQqy 

It should be brie^ noted that certain implementations of the principles of ±is technology 
probably can make good use of cufFent cryptographic technologies. One case in point might be a 
system whereby graphic mists and digital photogiaphers perfonn realtime registration of their 

10 photographs with the copyright office. It might be advantageous to send the master code signals, 
or some representative portion thereoft directiy to a third party registiy. In this case, a 
photographer would want to know that their codes were being transmitted securely and not stolen 
along the way. In this case, certain cominon cryptographic transmission might be employed 
Also, photographers or musicians, or any users of this technology, may want to have reliable time 

15 stamping services which are becoming more common. Such a service could be advantageously 
used in conjunction with die principles of this technology. 



DETAILS ON THE LEGmMATE AND ILLEGITIMATE DETECTTOK AND R£MOV.\L OF 
INVISIBLE SIGNATURES 

20 In general, if a given entity can recognize the signatures hidden widim a given set of 

empirical data, that same entity can take steps to remove those signatures. In practice, the degree 
of di^tculty between the former condition and the latter condition can be made quite large, 
fortunately. On one extreme, one could posit a software program which is generally very difficult 
to "decompile" and which does recognition functions on empirical data. This same bit of 

25 software couW not generally be used to "strip" the signanires (without going to extreme lengths). 
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On the other hand, if a hacker goes to the trouble of discovering and understanding the "pubUc 
codes'" used within some system of da& interchange, and that hacker knows how to recognize the 
signatures* it would not be a large step Ibr thai hacker to read in a given set of signed data and 
create a data set with the signatures effectively removed. In this latter example, incerestingiy 
5 enough, there would often be telltale statistics that signatures had been removed, statistics which 
will not be discussed here. 



These and other such attempts to remove the signature we can le&r to as illicit attempts. 
Current and past evolution of the copyright laws have generally targeted such activity as coming 
tinder criminal activity and have usually placed such language, along with penalties and 

10 enforcement langu^e, into the standing laws. Presumably any and all practitioners of this 
signature technology will go to lengths to make sure that the same kmd of a) creation, b) 
distribution, and c) use of these kinds of illicit removal of copyright protection mechanisms are 
criminal offenses subject to enforcement and penalty. On the other hand, it is an object of this 
technology to point out that throu^ the recognition steps outlined in this disclosure^ software 

15 programs can be made such that the recognition of signanires can simply lead to their removal by 
inverting the known signatures by the amount equal to their found signal energy in the 
recognition process (i.e., remove the size of the given code signal by exact amount found). By 
pointing this out in this disclosure, it is clear that such software or hardware which performs this 
signature removal operation will not only (presumably) be criminal, but it will also be liable to 

20 infringement to the extent that it is not properly licensed by the holders of the (presumably) 
patented technology. 

The case of legitimate and normal recognition of the signatures is strai^tforward. In one 
example, the public signatures could dehTjerately be made marginally visible (i.e. their intensity 
would be deliberately high), and in this way a form of sendmg out "proof comps" can be 
23 accomplished. "Comps" and "proofs" have been used in the photographic industty for quite some 
time, where, a degraded image is purposely sent out to prospective customers so that they might 
evaluate it but not be able to use it m a commercially meaningful way. In the case of this 
technology, increasing the intensity of the public codes can serve as a way to ""degrade" the 
commercial value intentionally, then through hardware or software activated by paying a purchase 
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price for the maimal, the public signatures con be removed (and possibly replaced by a new 
invisible cracking code or signature, public and/or private. 



MPNTTORING STATIONS Am) MONtTORING SERVICES 

5 Ubiquitous and cost effective recognition of signatures is a central issue to the broadest 

proliferation of the principles of this technoiogy. Several seaions of this disclosure deal with this 
topic in various ways. This section focuses on the idea that entities such as monitoring nodes* 
monitoring stations, and monitoring agencies can be created as part of a systematic enforcement 
of the principles of the technology. In order for such entities to operate, they require knowledge 
20 of the master codes, and they may require access to empirical data in its ra:w (unencrypted and 
u n tr ansfor med) form. (Having access to original unsigned empirical data helps in finer analyses 
but is not necessary.) 

Three basic forms of monitoring stations fall out directly from the admittedly arbitraiily 
defined classes of master codes: a private monitoring station, a semi-public, and a public. The 

[5 distinctions are simply based on the knowledge of the master codes. An example of the ftdly 
private monitoring station might be a large photographic stock bouse which decides to place 
certain basic patterns into its distributed material which it knows that a truly cra^ pirate could 
decipher and remove, but it thinks this likelihood is ridLculcusly small on an economic scale. 
This stock house hires a part-time person to come in and randomly check high vahje ads and 

20 other photography in the public domain to search for these relatively easy to find base patterns, as 
well as checking photographs that stock house staff members have "spotted" and think it might be 
infringement materia]. The part time person cranks through a large stack of these potential 
infringement cases in a few hours, and where the base patterns are found, new a more thorough 
analysis takes place co locate the original image and go through the fiill process of unique 

25 identificatxon as outlined in this disclosure. Two core economic values accrue to the stock house 
in doing this, values which by de&ition will outweigh the costs of the monitoring service and the 
cost of the signing process itself The first value is in letting their customers and the world know 



SUBSTITUTC SHEET (RULE 26) 



wo 97/43736 



PCr/US97y08351 - 



■ 97 

that they are signing ±eir material and that the monitoring service is in place, backed up by 
whatever stati^ics on the ability to catch infringers. This is the deterrent value, which probably 
will be the largest value eventually. A general pte-requisite to this first value is the aciual 
recovered royalties derived from the monitoring effort and its building of a track record for being 
5 formidable (eniiancing die first value). 

The semi-public monitoring stations and the public monitohng stations largely follow the 
same pattern, although in these systems it is possible to actually set up diird party services which 
are given knowledge of the master codes by clients, and the services merely fish through 
thousands and millions of ''creative property" hunting for the codes and reporting the results to 
10 the clients, ASCAP and have "lower tech" approaches to diis basic service. 

A large coordinated monitoring service using the principles of this technology would 
classify its creative property supplier clients into two basic categories, those that provide master 
codes themselves and wish the codes to remain secure and unpublished, and those that use 
generally public domain master codes (and hybrids of the two, of course). The momtoring 

13 service would pcrfiwrn daily samplings (checks) of publicly available imagery, video, audio, etc, 
doing high level pattern checks with a bank of supercomputers. Magazine ads and images would 
be scanned in for analysis, video grabbed off of commercial channels would be digitized, audio 
would be sampled, public Internet sites randomly downloaded, etc. These basic dam streams 
would then be fed into an ever-chuming monitoring program which randomly looks for pattern 

20 matches between its large bank of public and private codes, and the data material it is checking. 
A small sub-set, which itself will probably be a large set, will be figged as potential match 
candidates, and these will be fed inio a more refined checking system which begins to attempt to 
identify which exact signatures may be present and to perform a more fine analysis on the given 
flagged material. 'Presumably a small set would then fall out as fl^ed march material, owners 

25 of that material would be positively identified and a monitoring report would be sent to the client 
so that they can verify that it was a Legitimate sale of their material. The same two values of the 
private monitoring service outlined above apply in this case as welL The monitoring service 
could also serve as a formal bully in cases of a found and proven infringement, sending out 
letters to infringing parties wimessing the found mfringement and seeking inflated royalties so 

30 that the infringing party might avoid the more costly alternative of going to court. 
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METHOD FOR EMBEDDfNG SUBLIMTNAL REGISTRATION PATTERNS INTO IMAGES 
AND OTHER SIGNALS 



The very nocion of reading embedded signatures involves the concepc of registration. The 
uitderlymg master noise signal must be known, and its relative position needs to be asceitaxned 

5 (registered) in order to inidate the reading process itself (e.g. the reading of che 1 and O's of the 
N-bit identification word). When one has access to the original or a thumbnat] of the unsigned 
signal, this registration process is quite straightforwanL When one doesn't have access to this 
signal, which is often the case In universal code applications of this technology, then different 
methods must be employed to accomplish this registration step. The example of pre-maiked 

10 photographic fihn and p^er, where by definition there will never be an ''unsigned" original, is a 
periect case in point of the latter. 



Many earlier sections have variously discussed this issue and presented certain solutions. 
Notably, the section on "simple" universal codes discusses one embodiment of a solution where a 
given master code signal is known a prion, but its precise location (and indeed, it existence or 

15 non-existence) is not known. That particular section went on to give a specific example of how a 
very low level designed signal can be embedded within a much larger signal, wherein this 
designed signal is standardized so that detection equipment or reading processes can search for 
this standardized signal even though hs exact location is unknown. The brief section on 2D 
universal codes went on to point out that this baste coocept could be eraended into 2 dimensions, 

20 or, effecdvely, into imagery and motion pictures. Also, the section on symmetric patterns and 
noise patterns outlined ye£ another approach to the two dimensional case, wherein the nuances 
associated with two dimensional scale and rotation were more explicitly addressed. Therein, the 
idea was not merely to determine the proper orientation and scale of uoderiytng noise patterns, 
but to have information transmitted as well, e.g., the N rings for the N-bit identification woiri- 



25 This section oow attempts to isolate the sub-problem of registering embedded patterns for 

registration's sake* Once embedded patterns are registered, we can then iook again at how this 
registration can serve broader needs. This section presents yet another technique for embedding 
patterns, a technique which can be referred to as "subliminal digital graticules". "Graticules'* - 
orhet words such as fiducials or reticies or hash marks could just as well be used -conveys the 
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Idea- of calibradon marks used for the purposes of locating and/or measuring something. In this 
casct they arc employed as low level patterns which serve as a kind of gridding fiinctioa. That 
gridding function itself can be a carrier of I bit of information, as In the universal I second of 
noise (its absence or presence, copy me, don't copy me), or it can simply find the orientation and 
5 scale of other infonnanon, such as embedded signatures, or it can simply orient an image or audio 
object itself. 

Figs. 29 and 30 visually summarize two related methods which illustrate applicant's 
subliminal digital graticules. As will be discussed, the method of Fig. 29 may have slight 
practical advantages over the method outlined in Fig. 30, but both methods effectively decompose 
to the problem of fmding the orientation of an image into a series of steps which converge on a 
solution. The problem as a whole can be simply stated as the following: given an arbitrary 
image wherein a subliminal digital graticule may have been stamped, then find the scale, rotation, 
and origin (offset) of the subliminal digital graticule* 

The beginning point for subliminal graticules is in defining what they are. Simpiy put, 
15 they aie visual patterns which are directly added into other images, or as the case may be, 
exposed onto photographic film or paper. The classic double exposure is not a bad analogy, 
though in digital imaging this specific concept becomes rather stretched. These patterns will 
generally he at a very low brightness level or exposure level, such that when they are combined 
with "normal" images and exposures, they will effectively be invisible (subliminal) and just as die 
20 case with embedded signatures, they will by definition not interfere with the broad value of the 
images to which they are added. 

Figs. 29 and 30 define two classes of subliminal graticules, each as represented in the 
spatial frequency domain, also known as the UV plane, 1000. Common two dimensional fourier 
ttansform algorithms can transform any given image into its UV plane conjugate. To be precise, 
25 the depictions in Figs. 29 and 30 are the magnimdes of the spatial frequencies, whereas it is 
difficult to depict the phase and magnitude which exists at every point 
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Fig. 29 shows the example of six spots in each quadrant along the 45 degree lines, 1002. 
These are exaggerated in this figure, in that these spots would be difficult to discern by vi^ai 
inspection of the LTV plane image. A rough depiction of a "typical" power spectnim of an 
arbitrary image as also shown, 1004. This power spectnim is generally unique as images are 
5 unique. The subltminaj graticules are ^sentially these spots. In diis example, there are six 
spatial frequencies combined along each of the two 45 degree axes. The magnimdes of the six 
frequencies can be die same or different (we* II touch upon this retincment later). Generally 
speaking, the phases of each are different from the others, including the phases of one 45 degree 
axis relative to die other. Fig. 31 depicts this graphically. The phases in this example are simply 

10 randomly placed between PI and -PI, 1008 and 1010. Only two axes are represented in Fig. 31 - 
as opposed to the four separate quadrants, since the phase of die mirrored quadrants are simply 
PI/2 out of phase with their mirrored counterparts. If we mmed up the intensity on this 
subliminal graticule, and we txansfbrmed the result into the image domain, then we would see a 
weave-like cross-hatching pattern as related in the caption of Fig. 29. As stated, this weave*like 

15 pattern would be at a very low intensity when added to a given image. The exaa frequencies and 
phases of the spectral components utilized would be stored and standardized. These will become 
the "spectral signatures" that registration equipment and reading processes will seek to measure. 

Briefly, Fig. 30 has a variation on this same general theme, Fig. 30 lays out a dzfTerent 
class of graticules in that the spectral signanire is a simple series of concentric rings rather than 

20 spots along the 45 degree axes. Fig. 32 then depicts a quasi-random phase profile as a function 
along a half-circle (the other half of the circle then being PI/2 out of phase widi the first half). 
These are simple examples and diere are a wide variety of variations possible in designing the 
phase profiles and the radii of the concentric rings. The transform of this type of subliminal 
graticule is less of a "pattern" as with the weave-like graticule of Fig. 29, where it has more of a 

25 random appearance like a snowy image. 

The idea behind both types of graticules is the following: embed a unique pattern into an 
image which virtually always will be quite distinct &om the imagery into which it will be added, 
but which has certain properties which facilitate fast location of the partem^ as well as accuracy 
properties such that when the pattern is generally located, its precise location and orientation can 
30 be found to some high level of precision. A corollary to the above is to design the pattern such 
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that the pattern on average minimally interferes with the typical imagery into which it will be 
added, and has maxiiDun} energy relative to the visibility of the pattern. 

Moving on to the gross summary of how the whole process works, the graticule type of 
Fig* 29 fecUitates an im^e processmg seaich which ijegins by first locating the rotation axes of 
5 the subliminal graticule, then locating the scab of the graticule, then determining the origin or 
offisei. The last step here identifies which axes is which of the two 45 degree axes by 
detennining phase. Thus even if the image is largely upside down, an accurate detcnnination can 
be made. The first step and the second step can both be accomplished using only the power 
spectrum data, as opposed to the phase and magnitude. The phase and magnitude signals can 

10 then be used to "fine tunc" die search for the correct rotation angle and scale. The graticule of 
Fig. 30 switches the first two steps above, where the scale is found first, then die rotation, 
followed by precise determination of the origin. Those skilled in the art will recognize that 
determining these outstanding parameters, along two axes, are sufficient to fully register an 
image. The "engineering optimization challenge" is to maximize the uniqueness and brightness of 

15 the patterns relative to dieir visibility, while minimizing the computational overhead in teaching 
some specified level of accuracy and precision in registration. In the case of exposing 
photographic film and paper, clearly an additional engineering challenge is the outlining of 
economic steps :o get the patterns exposed onto the film and paper in the first place, a challenge 
which has been addressed in previous secrions, 

20 The problem and solution as above defined is what was meant by registration for 

registration's sake. It should be noted that there was no mention made of making some kind of 
value judgement on whether or not a graticule is indeed being found or noL Clearly, the above 
steps could be applied to images which do not in &ct have graticules inside them, the 
measurements then simply chasing noise. Sympathy needs to be extended to the engineer who is 

25 assigned the task of setting "detection thresholds" for these types of patterns, or any others, amidst 
the incredibly broad range of nnagery and environmental conditions in which the patterns must be 
sought and verified. [Ironically, this is where the pure universal one second of noise stood in a 
previous section, and that was why it was appropriate to go beyond merely detecting or not 
detecting this singular signal, Le. adding additional infonnation planes]. Herein is where some 

30 real beauty shows up: b the combination of the subliminal graticules with the now-registered 
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embedded signatures described in other parts of this disciosure. Specifically, once a "candidate 
registration" is found - paying due homage to the idea that one may be chasing noise - then the 
next iogical step is to perform a reading process for, e.g., a 64 bit universal code signamic. As 
further example, we can imagine that 44 bits of the 64 bit identification word are assigned as an 

5 index of registered usen - serial numbers if you wilL The remaining 20 bits are reserved as a 
hash code - as is well known in encryption arts - on the 44 bit identification code thus found. 
Thus, in one swoop, the 20 bits serve as the "yes, I have a registered image" or "no, I don't" 
answer. More importantly, perhaps, this aiiows for a system which can allow for maximum 
flexibility in precisely defining the levels of '^false positives" in any given automated 

10 identification system. Threshold based decoction will always be at the mercy of a plethora of 
conditions and situations, uldmateiy resting on arbitrary decisions. Give me N coin flips any day. 

Back on point, these graticule patterns must first be added to an image, or exposed onto a 
piece of fihiL An exemplary program reads in an arbitrarily sized digital image and adds a 
specified graticuJe to the digital image to produce an output image. In the case of film, the 
15 graticule pattern would be physically exposed onto the fUm either before; during, or afisr 

exposure of the primary image. All of these methods have wide variations in how they might be 
accomplished 



The searching and registering of subliminal graticules is the more interesting and involved 
process. This section will first describe the elements of this process, culminating in the 
20 generalized flow chart of Fig. 37. 



Fig. 33 depicts the first major ''search'* step in the registration process for graticules of the 
type in Fig. 29. A suspect image (or a scan of a suspect photograph) is first transformed in its 
fourier representation using well known 2D FFT routines. The input image may look tike the one 
in Fig. 36, upper left image. Fig. 33 conceptually represents the case where the image and hence 
25 the graticules have not been rotated, though the following process fiiUy copes with rotation issues. 
Afier the suspect image has been dransformed, the power spectrum of the transform is then 
calculated, being simply the square root of the addition of the two squared modulL it is also a 
good idea to perform a mild low pass fiher operation, such as a 3x3 blur filter, on the resulting 
DOwer soectium data- so that later search ^nen^ dnn't nt^M inrrpHihlv fin** cnA<^<»rf cjwq Thtm fh*» 
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candidate rotation angles from 0 through 90 degrees (or 0 to PI/2 in radian) are stepped through. 
Along any given angle, two resultant vectors are calculated, the first is the simple addition of 
power spectnim values at a given radius along the four lines emaoating from the origin in each 
quadrant. The second vector is the moving average of die first vector. Then, a normalized power 
profile is calculated as depicted in both 1022 and 1024, the difference being that one plot is along 
an angle which does not align with the subiiminai graticules, and the other plot does align. The 
normalization sdpuJates that the fust vector is the numerator and the second vector is the 
denominator in the resultant vector. As can be seen in Fig. 33, 1022 and 1024, a series of peaks 
(which should be "six" instead of "five" as is drawn) develops when the angle aligns along its 
proper direction. Detection of these peaks can be effected by setting some threshold on the 
normalized values, and integrating their total along the whole radial line. A plot, 1026, from 0 to 
90 degrees is depicted in the bottom of Fig. 33, showing that the angle 45 degrees contains the 
most energy. In practice, this signal is often much Sower than that depicted in this bottom figure, 
and instead of picking the highest value as the "found rotation angle/' one can simply find the top 
few candidate angles and submit these candidates to the next stages in the process of determining 
the registration* It can be appreciated by those practiced in the art that the foregoing was simply 
a known signal detection scheme, and that diere are dozens of such schemes that can ultimately 
be created or borrowed. The simple requirement of the first stage process is to whittle down the 
candidate rotation angles to just a few, wherein more refined searches can then take over. 

Fig. 34 essendaily outlines the same type of gross searching in the power spectral domain. 
Here instead we first search for the gross scale of the concentric rings, stepping from a small 
scale through a large scale, rather than the rotation angle. The graph depicted in 1032 is the same 
normalized vector as in 1022 and 1024, but now the vector values are plotted as a function of 
angle around a seminnrcle. The moving average denominator still needs to be calculated in the 
radial direction, rather than the tangential direction. As can be seen, a similar "peaking" in the 
normalized signal occurs when the scaxmed circle coincides with a graticule circle, giving rise to 
the plot 1040. The scale can then be found on the bottom plot by matching the known 
characteristics of the concentric rings (i.e. their radii) with the profile in 1040. 

Fig. 35 depicts the second primary step in registering subliminal graticules of the type in 
Fig. 29. Once we have found a few rotation candidates from the methods of Fig. 33, we then 
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take the plots of the candidate angles of the type of 1022 and 1024 and perform what the inventor 
refers to as a "scaled kernel" matched filtering operation on those vectors. The scaled kernel 
refers to the fact that the keniei m this case is a known non-harmonic relationship of frequencies, 
represented as the lines with x's at the top in 1042 and 1044, and diat the scale of these 

5 frequencies is swept through some pre-determined range, such as 2S% to 400^^ of some expected 
scale at 100%. The matched filter operation simply adds the resultant multiplied values of the 
scaled frequencies and their plot counterparts. Those practiced in the art will recognize the 
similarity of this operation with the very well known matched filter operation. The resulting plot 
of the matched filter operation will look something like 1046 at the bottom of Fig. 35, Each 

10 candidate angle from the first step will generate its own such plot, and at this point the highest 
value of all of the plots will become our candidate scale, and the angle corresponding to the 
highest vaiue will become our primary candidate rotadon angle. Likewise for graticules of the 
type in Fig. 30, a similar "scaled-kernel'* matched filtering oper^on is perfonned on the plot 
1040 of Fig. 34. This generally provides for a single candidate scale factor. Thea, using the 

15 stored phase plots 1012, lOU and 1016 of Fig. 32^ a more traditional matched filtering operation 
is applied between diese stored plots (as kernels), and the measured phase profiles along the half- 
circles at the previously found scale. 

The hist step in regisrering graticules of the type in Fig. 29 is to perform a garden variety 
matched filter between the known (either spectral or spatial) profile of the graticule with the 

20 suspect image. Since both the rotation, scale and orientaftion are now known from previous steps, 
this matched filtering operation is straightforward. If the accuraci^ and precision of preceding 
steps have not exceeded design specifications in the process, then a simple micro-search can be 
performed in the small neighborhood about the two parameters scale and rotation, a matched filter 
operation perfoimed, and the highest value found will determine a **fine mned'* scale and rotation. 

25 In this way» the scale and rotation can be found to within the degree set by the noise and cross- 
talk of the suspect image itself. Likewise, once the scale and rotation of the graticules of the type 
in Fig. 30 are found, then a straightforward matched filter operation can complete the registration 
process, and similar "fine tuning" can be applied. 

Moving on to a variant of the use of the graticules of the type in Fig. 29, Fig. 36 presents 
30 the possibility for finding the subliminal graticules without the need for performing a 
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computationally expensive 2 dimensional FFT (fast fourier transfonn). In situations where 
computationai overhead is a major issue, then the search problem can be reduced to a series of 
one-dimensional steps. Fig. 36 broadly depicts how to do this. The figure at the top left is an 
arbitrary image in which the graticules of the type of Fig, 29 ha*/c been embedded. Starting at 
5 angle 0, and finishing with an angle Jusr beiow 180 degrees, and stepping by, for example 5 
degrees, the grey values along die depicted columns can be simply added to create a resuking 
column-integrated scaii» 1058. The figure in the top right, 1052, depicts one of the many angles 
at which this will be performed This column-integrated scan then is transformed into its fourier 
representation using die less computationally expensive 1 dimensional FFT. This is then turned 

10 into a magnitude or "power^ piot (the two are different), and a similar normalized vector version 
created Just like 1022 and 1024 in Fig, 33. The difference now is that as the angle approaches 
the proper angles of the graticules, slowly the tell-tale peaks begin to appear in the 1024-like 
plots, but they generally show up at hi^er frequencies than expected for a given scale, since we 
are generally slightly off on our rotation. It remains to find the angle which maximizes the peak 

15 signals^ thus zooming in on the proper rotation. Once the proper rotation is found, dien the 
scaled kernel matched filter pracess can be applied, followed by traditional matched filtering, all 
as previously described. Again, the sole idea of the "short-cut" of Fig. 36 is to greatly reduce the 
computational overhead in using the graticules of the type in Fig. 29. The inventor has not 
reduced this method of Fig. 36 to practice and currently has no data on precisely how much 

20 computational savings, if any, will be realized. These efforts will be pan of application specific 
development of the method. 

Fig. 37 simply summarizes, b order of major process steps, the methods revolving around 
the graticules of the type in Fig* 29. 

In another variant embodiment, the graticule energy is not concentrated around the 45 
25 degree angles in the spatial frequency domain. (Some compression algorithms, such as JPEG^ 
tend to particularly attenuate image energy at this orientation.) Instead, the energy is more widely 
spatially spread. Fig. 29 A shows one such distribution. The frequencies near the axes, and near 
the origin are generally avoided, since this is where the image enez^ is most likely concentrated. 
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Detection of this energy in a suspect image again relies on techniques like that reviewed 
above. However* instead of first identifying the axes, then the rotadon, and then the scale, a 
more gfobal pattern matching procedure is performed in which all are determined in a brute ibrce 
effort Those skilled in the art will recognize that the Fouricr-Mcllin transform is well suited for 
5 use in such pattern matching problems. 



The foregoing principle find application, for example in photo-dupJtcacion kiosks. Such 
devices typically include a lens for imaging a customer-provkled oiiginal (e.g. a photographic 
print or film) onto an opto-electFonic detector, and a print- writing device for exposing and 
developing an emulsion substrate (again photographic paper or film) in accordance with the image 
10 data gathered by the detector. The details of such devices are well known to those skilled in the 
art, and are not belabored here. 



In such systems, a memory stores data from the detector, and a processor (e.g, a Pentium 
microprocessor with associated support components) can be used to process the memory data to 
detect the presence of copyright data steganographically encoded therein. If such data is detected, 
15 the print-wrinog is interrupted. 

To avoid defeat of the system by manual rotation of die original image off-axis, the 
processor desirably implements the above-described technique to effect automatic registration of 
the original, ootwidistanding scale, rotation, and origin oHset factors. If desired, a digitai signal 
processing board can be employed to of^oad certain of the FFT processing from the main (e.g. 
20 Pentium) processor. Ailer a rotated/scaled image is registered^ detection of any 

steganographically encoded copyright notice is stiaightforwani and assures the machine will not 
be used in violation of a photographer's copyright 



While the techniques disclosed above have make use of applicant's preferred 
steganogr^hfc encoding methods, the principles thereof are more widely apphcable and can be 
25 used in many instances in which autcnnatic registration of an image is to be effected. 
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USE OF EMBEDDED SIGNATURES IN VTDEO. WHEREIN A VTDEO DATA STREAM 
EFFECTIVELY SERVES AS A HIGH-SPEED ONE WAY MQDRM 

TTirough use of the universal coding system outlined in earlier sections, and through use 
of master snowy frames which change in a simple fashion fame to frame, a simple receiver can 
5 be designed such that it has pre-knowlcdge of the changes in the master snowy frames and can 
therefore read a changing N-btt message word &amc by frame (or I-&ame by I-frame as the case 
may be in MPEG video). In this way, a motion picture sequence can be used as a high speed 
one-way information channei, much like a one-way modem. Consider, for example, a fiarac of 
video data with N scan lines which is steganographically encoded to effect the transmission of an 
10 N-bit message. Ef ±ere are 484 scan lines in a feame (N), and frames change 30 times a second, 
an information channel with a capacity comparable to a 14.4 kilobaud modem is achieved. 

In actual practice, a dam rare substantially in excess of N bits per frame can usually be 
achieved, yielding transmission rates nearer that of ISDN circuns. 



15 FRAUD PREVENTION IN WIRELESS COMMUNICATIONS 

In the cellular telephone industry, hundreds of millions of dollars of revenue is lost each 
year through theft of services. While some services are {ost due to physical theft of cellular 
telephones, the mor? pernicious threat is posed by cellular telephone hackers. 

Cellular telephone hackers employ various electronic devices to mimic the identification 
20 signals produced by an authorized cellular telephone. (These signals are sometimes called 

authorization signals, verification numbers, signature data, etc.) Often, the hacker learns of these 
signals by eavesdropping on authorized cellular telephone subscribers and recording the data 
exchanged with the cell cite. By artful use of this data, the hacker can impersonate an authorized 
subscriber and dupe the carrier into compledng pirate calls. 
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In the prior art, ideati5cadon signals are segregated (com the voice signals. Most 
commonly, they are tempoially separated, e.g. transmitted in a burst at die time of call 
origination. Voice data passes through the channel only after a verificatLon operation has taken 
place on this identificatton data. (Identification data is afso ccmAimLy bcluded in data packets 
5 sent during the transmission.) Another approach is to spectrally separate the identification, e.g. in 
a spectral subband outside that allocated to the voice data. 



Other fraud-deterrent schemes have also been employed. One class of techniques 
monitors charactertstics of a cellular telephone's R5 signal to identify the originating phone. 
Anodier class of techniques uses handshaking protocols, wherein some of the data returned by the 
10 cellular telephone is based on an algcrithm (e.g. hashing) applied to raiidcm data sent thereto. 

Combinations of the forgoing approaches are also sometimes employed. 

U.S. Patents 5,465387. 5,454,027, 5,420.910, 5,44S,760, 5^35^78, 5,345,595, 
5J44,649, 5^04,902, 5,153,919 and 5,388,212 detail various cellular telephone systems, and 
fraud deterrence techniques used therein. The disclosures of these patents are incorporated by 
15 reference. 

As the sophistication of fraud deteirence systems increases, so does the sophistication of 
cellular telephone hackers. Ultimately, hackers have the upper hand since they recognize that all 
prior art systems are vulnerable to the same weakness: the identification is based on some 
attribute of the cellular telephone transmission outside the voice data. Since this attribute is 
20 segregated ftom ifae voice data, such systems will always be susceptible to pirates who 
electronically ''patch" their voice into a composite electronic signal having the altribute(s) 
necessary to defeat the fraud deterrence system. 

To overcome this filing, preferred embodiments of this aspect of the present technology 
steganographically encode the voice signal with identification data, resulting in '*in-band** 
25 signalling (in-band both temporally and spectrally). This approach allows the carrier to monitor 
die user's voice signal and decode the identification data therefrom. 
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Ifl one such fonn of the techoology, some or all of the identification data used in the prior 
art (e.g. data transmitted at call origination) \s repeatedly st^anographicaily encoded in che users 
voice signal as weil. The carrier can thus periodicaiiy or aperiodically check the identification 
data accompanying the voice date with that sent at call origination to ensure they match. If they 
5 do not, the call is identified as being hacked and steps for remediation can be instigated such as 
interrupting the call. 

In another form of die technology, a randomly selected one of several passible messages 
is repeatedly steganographically encoded on the subscriber's voice. An index sent to the cellular 
carrier at call set-up identifies which message to expect If the message steganogiaphicaiiy 
10 decoded by the cellular carrier from the subscriber's voice does not match that expected, the call 
is identified as fraudulent. 

In a preferred form of this aspect of the technology, the steganographtc encoding relies on 
a pscudo random data signal to transform the message or identification data into a low level 
noise-Uke signal superimposed on the subscriber's digitized voice signal. This pseudo random 

15 data signal is known, or knowabie, to both the subscriber's telephone (for encoding) and to the 
cellular carrier (for decoding). Many such embodiments rely on a deterministic pseudo random 
number generator seeded with a datum known to both the telephone and the carrier. In simple 
embodiments this seed can remain constant from one call ta the next (e.g, a telephone ID 
number). In more complex embodiments, a pseudo-one-time pad system may be used, wherein a 

20 new seed is used for each session (i.e. telephone call). En a hybrid system, the telephone and 

cellular earner each have a reference noise key (e.g. 10,000 bits) from which the telephone selects 
a field of bits, such as 50 bits beginning at a randomly selected offset, and each uses this excerpt 
as the seed to generate the pseudo random data for encoding. Data sent from the telephone to the 
carrier (e.g. the offset) during call set-up allows the carrier to reconsinict the same pseudo 

25 random data for use m decoding. Yet further improvements can be derived by borrowing basic 
techniques from the art of cryptographic commuoicarions and applying diem to the 
steganographically encoded signal detailed in this disclosure. 
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Detaib of applicant's preferred techniques ror steganographic encoding/decoding with a 
pseudo random data stream are more particularly detailed m the previous portions of this 
speciiicatloa but the present technology is not limited to use whh such techniques. 

The re^er is presumed to be fiamillar with cellular communications technologies. 
5 Accordingly, details known from prior art in chis field aren't belabored herein. 

Referring to Fig, 3$, an illustrative cellular system includes a telephone 2010, a cell site 
2012, and a central office 2014. 

Concepnialty, die telephone may be viewed as including a microphone 2016, an A/D 
converter 20 13^ a data fonnatter 2020, a modulator 2022, an RF section 2024, an antenna 2026, a 
10 demodulator 2028, a data unfcrmacter 2030, a D/A converter 2032, and a speaker 2034. 

In operation, a subscriber's voice is picked up by the microphone 2016 and converted to 
digital fonn by the A/D converter 2018. The data formatter 2020 puts the digitized voice into 
packet form, adding synchronization and control bits thereto. The modulator 2022 conv^s this 
digital data stream into an analog signal whose phase and/or amplimde properties change in 
15 accordance with the data being modulated. The RF section 2024 commonly transkites this time- 
vailing signal to one or more intermediate frequencies, and fmally to a UHF transmission 
frequency. The RF section thereafter amplifies it and provides die resulting signal to the anteima 
2026 for broadcast to die cell site 2012. 

The process works in reverse when receiving. A broadcast from die ceJl cite is received 
20 dirough die antenna 2026. KF section 2024 amplifies and translates the received signal to a 
different frequency for demodulation. Demodulator 202S processes the amplitude and/or phase 
variations of the signal provided by the RF section to produce a digital data str^im corresponding 
thereto. The data unfonnatter 2030 segregates die voice data from the associated 
isynchronization/control data, and passes the voice data to the D/A converter for conversion into 
25 jnalog form. Tlie output from die D/A converter drives the speaker 2034. dirough which die 
subscriber hears the other party's voice. 
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The cell site 2012 receives broadcasts from a plurality of telephones 2010. and relays the 
data received to the cenirai office 2014, Likewise, the cell site 2012 receives outgoing data from 
the centraf office and broadcasts same to the telephones. 

The central office 2014 performs a variety of operations, including call authentication, 
5 switching, and cell hand-off. 

(In some systems, the ilmctionai division between die cell site and the central station is 
different than that outlined above. Indeed, in some systems, all of this functionality is provided at 
a single she.) 

In an exemplaiy embodiment of this aspect of the technology, each teiqshone 2010 
:0 additionally tnciudes a steganographic encoder 2036. Likewise, each cell site 2012 includes a 
steganographic decoder 2038. The encoder operates to hide an auxiliary data signal among the 
signals representing the subscriber's voice. The decoder performs the reciprocal function^ 
discerning the auxiliary data signal &om the encoded voice signal. The auxiliary signal serves to 
verify the legitimacy of die call. 

15 An exemplary steganographic encoder 2036 is shown in Fig. 39. 

The illustrated encoder 2036 operates on digitized voice data, auxiliary data, and pseudo- 
random noise (PRN) data. The digitized voice data is appiied at a port 2040 and is provided, 
e.g., from A/D converter 2018. The digitized voice may comprise 8-bit samples. The auxiliary 
data is applied at a port 2042 and comprises, in one form of the technology, a stream of binary 

20 data uniquely idendiying the telephone 2010. (The auxiiiaiy data may additionally include 
administrative data of the sort conventionally exchanged with a cell site at call set-up.) The 
pseudo-random noise data is applied at a pon 2044 and can be, e.g., a signal diat randomly 
alternates between "-l" and T values, (More and more cellular phones are incorporating spread 
spcdrmn c^ble circuitry, and this pseudo-random noise signal and other aspects of this 

25 technology can often "piggy-back" or share the circuitry which is already being applied in the 
basic operation of a cellular unit). 
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FoT expasftory convenience, it is assumed that all three data signals applied to the encoder 
2036 are clocked at a common rate, although this is not necessary in practice. 

In opention, the auxiliary data and PRN data streams are applied to the two inputs of a 
logic circuit 2046. The output of circuit 2046 switches between -1 and +1 in accordance widi the 
5 foUowing table: 



I AUX 


PRN 


OUTPUT 


0 


-1 


1 




1 


.1 


I 


-1 


-1 


I 


1 


1 



(If the auxiliary data signal is conceptualized as switching between - I and 1, instead of 0 and 1, it 
will be seen that circuit 2046 operates as a one^bit multiplierO 

15 The output from gate 2046 is thus a bipolar data stream whose instantaneous value 

changes randomly tn accortiance with the corresponding values of the auxiliary data and the PRN 
data. It may be regarded as noise. However, it has the auxiliary data encoded therein. The 
auxiliary data can be extracted if the coirespoading PRN data is known. 

The noise-like signal &om gate 2046 is applied to the input of a scaler circuit 2048. 
20 Scaler circuit scales (e.g. multtpiies) this input signal by a &ctor set by a gain control circuit 
2050* In the IHustrated embodiment, this factor can range between 0 and 15. The output fix^m 
scaler circuit 2048 can thus be represented as a five-bit data word (four bits, plus a sign bit) 
wbich changes each cioclc cycle, in accordance with the auxiliary and PRN data, and the scale 
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fector. The output from the scaler circuit may be reganied as "scaied noise data" {but i^ain it is 
"noise" from which the auxiliary data can be recovered, given the PRN data). 

The scaled noise data is summed with the digitized voice data by a summer 205 1 to 
provide ±e encoded output signal (e.g. binarily added on a sample by sample basis). This aurput 
5 signal is a composite sipaJ representing both the digitized voice data and the auxiliary data. 

The gain control circuit 2050 controls the magnitude of the added scaled noise data so its 
addition to the digitized voice data does not noticeably degrade the voice data when converted to 
analog form and heard by a subscriber. The gain control circuit can operate in a variety of ways. 

One is a logarithmic scaling fimcnon. Thus, for example^ voice data samples having 
10 dedmai values of 0, 1 or 2 may be correspond to scale toors of unity, or even zero, whereas 
voice data samples having values in excess of 200 may correspond to scale &ctors of 15. 
Generally speakings the scale factors and the voice data values correspond by a square root 
relation. That is, a four-fold increase in a value of the voice data corresponds to approximately a 
two-fold increase in a value of the scaling factor associated ther«witL Another scaling function 
15 would be linear as derived from the average power of the voice signal. 

(The parenthetzcai reference to zero as a scaling jactor alludes to cases, e.g., in which the 
digitized voice signal sample is essentially devoid of information content) 

More satis^ctory than basing the instantaneous scaling factor on a single voice data 
sample, is to base the scaling factor on the dynamics of several samples, That is, a stream of 
20 digitized voice data which is changing rapidly can camouflage relatively more auxiliary data than 
a stream of digitized voice data which is changing slowly. Accordingly, the gain control circuit 
2050 can be made responsive co the first, or preferably the second- or higher-order derivative of 
the voice dau in setting the scaling factor. 

In still other embodiments, the gain control block 2050 and scaler 2048 can be omitted 

25 entirely. 
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(Those skilled in the ait will recognize the potential for "rail errors" in the foregoing 
systems. For example, if the digitized voice data consists of 8-bit samples, and the samples span 
the entire range torn 0 to 255 (decimal), tiien the addition or subtraction of scaled notse to/from 
the input signal may produce output signals that cannot be represented by 8 bits (e.g. -2, or 257). 
5 A number of well-understood techniques exist to rectify this situatioa some of them proactive 
and some of them reactive. Among these known techniques are: specifying that the digitized 
voice data shall not have samples in the range of (M or 241-255, thereby safely permitting 
combination with the scaled noise signal; and including provision for detecting and adaptiveiy 
modifying digitized voice samples that would otherwise cause rail errors.) 



10 Retummg to the telephone 2010, an encoder 2036 like that detailed above is desirably 

interposed between the A/D converter 2018 and the data formatter 2020, thereby serving to 
steganographicaily encode aU voice transmissions with the auxiliary data. Moreover, the circuitry 
or sofhvare controlling operation of the telephone is arranged so that the auxiliary data is encoded 
repeatedly. That is, when all bits of the auxiliary data have been encoded, a pomter loops back 

15 and causes die auxiliary data to be applied to the encoder 2036 anew. (The auxiliary dau may be 
stored at a known address in RAM memory for ease of reference.) 

It will be recognized that the auxiliary data in the iliustiated embodiment is cransmitted at 
a rate one-eighdi that of the voice data. That is, for every 8-bit sample of voice data, scaled 
nobe data corresponding to a single bit of the auxili^iry data is sent. Thus, if voice samples are 

20 sent at a rale of 4&00 samples/second, auxiliary data can be sent at a rate of 4800 bits/second If 
the auxiliary data is comprised of 8-bit symbols, auxiliary data can be conveyed at a rate of 600 
symbols/second. If the auxiliary data consists of a string of even 60 symbols, each second of 
voice conveys the auxiliary data ten times. (Significantly higher auxiliary data rates can be 
achieved by resorting to more efficient coding techniques, such as limited-symbol codes (e.g. 5* 

25 or 6-bit codra). Huffman coding, etc,) This highly redundant transmission of the auxiliary data 
permits lower amplitude scaled noise data to be used while still providing suSicient signai-to- 
noise headroom to assure reliable decoding — even in the relatively noisy environment associated 
with radio transmissions. 
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Turning aow to Fig. 40, each cell site 2012 has a steganogmphic decoder 2038 by which 
it can analyze the composite data signal broadcast by the telephone 20 iO lo discern and separate 
the auxiliary data and digitized voice data therefrom. (The decoder desirably works on 
unformatted data (i.e. data widi die packet overhead, control and administrative bits removed; this 
5 is not shown for clarity of illustration). 

The decoding of an unknown embedded signal (i.e. the encoded auxiliary signal) from an 
unknown voice signal is best done fay some form of statistical analysis of die composite data 
signal. The techniques therefor discussed above are equally applicable here. For example, the 
entropy-based approach can be utilized. In this case, the auxiliary data repeats every 4^0 bits 

LO (instead of every $). As above, the entropy-based decoding process ireacs every 480th sample of 
the composite signal in like fashion. In particular^ the process begins by adding to the Ist, 48l5t, 
861st, etc. samples of the composite data signal the PRN data with which these samples were 
encoded. (That is, a set of sparse PRN data is added: the original PRN set, with all but every 
480th datum zeroed oul) The localized entropy of the resulting signal around these points (i.e, 

15 the composite data signal with every 480th sample modified) is then computed. 

The foregoing step is then repeated, this time subnacting the PRN data corresponding 
thereto from the 1st, 481st, 961st, etc. composite data samples. 

One of these two operations will counteract (e.g. undo) the encoding process and reduce 
the resulting signal's entropy; the other will aggravate it. If adding the sparse PRN data to the 
20 composite data reduces its entropy, then diis data must earlier have been subtracted from the 
original voice signal. This indicates that the corresponding bit of the auxiliary data signal was a 
"O" when these samples were encoded. (A ''O** at the auxiliary data input of logic circuit 46 
CTU S^d it to produce an inverted version of the corresponding PRN datum as its output datum, 
resulting in subtraction of the corresponding PRN datum from the voice signal.) 

25 Conversely, if subtraMng the sparse PRN data from the composite data reduces its 

entropy, then the encoding process must have earlier added this noise. This indicates that die 
value of the auxiliary data bit was a "I" when samples I. 481, 961. etc., were encoded. 
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By noting in which case enaopy is lower by (a) adding or (b) subtracting a sparse set of 
PRN data to/from the composite data, it can be determined whether the first bit of the auxiliary 
data is (a) a "0", or (b) a "I." (In real life applications, in the presence of various distorting 
phenomena, the composite sipai may be sufiTicientiy ccmtpted so that neither adding nor 
5 subtracting the sparse PEW data actuaJly rediices entropy. Instead, both operations will increase 
entropy. In this case, the "correct" operation can be discerned by observing which operation 
increases the entropy less.) 

The foregoing operations can then be conducted for the group of spaced samples of the 
composite data beginning with the second sampie (i.e. 2, 482, 962, ...)- The entropy of the 
10 resulting signals indicate whether the second bit of the auxiiiajy data signal is a "0" or a "L" 
Likewise with die following 478 groups of spaced samples in the composite signal, until all 4»0 
bits of the code word have been discerned. 

As discussed above, correladon between the composite data signal and the PRN data can 
also be used as a statistical detection technique. Such operations are faciiitated b the present 

15 oootexi since the auxiliary data whose encoded representation is sought, is known, at least in large 
part a phori. (In one form of the technology, die auxiliary data is based on the autbendcation 
data exchanged at call set-up, which the cellular system has already received and logged; in 
anodier form (detailed beiowX the auxiliary data comprises a predetermined message.) Thus, the 
problem can be reduced to determining whether an expected signal is present or not (rather than 

20 looking fer an entirely unknown signal). Moreover, data formatter 2020 breaks the composite 
data into frames of known length. (In a known GSM implementation, voice data is sent in thne 
slots which convey 1 14 data bits each.) By padding d:e auxiliary data as necessary, each 
repetition of the auxiliary data can be made to start, e.g„ at the beginning of such a frame of 
data- This, too, simplifies the correlation determinations, since 1 13 of every 1 14 possible bit 

25 alignments can be ignored (facilitating decoding even if none of the auxiliary data is known a 
priori). 

Again, this wireless fraud detection poses the now-familiar problem of detecting known 
signals in Qotse» and die approaches discussed eariier are equally appUc^le here. 
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Where, as here, the location of the auxiliary signal is known a priori (or more accurately, 
known to &U within one of a few discrete locations, as discussed above), then the matched filter 
approach can of^ be reduced to a simple vector dot product between a set of sparse PRN data, 
and mean-removed excerpts of the composite signal corresponding thereto. (Note that the PRN 
5 data need not be sparse and may arrive in contiguous bursts, such as in British patent publication 
2,196,167 mentioned eariier wherein a given bit in a message has contiguous PRN values 
associated with it.) Such a process steps through all 480 sparse sets of PRN data and performs 
corresponding dot product operarioos. If the dot product is positive, the con^pondiag bit of the 
auxiliary data signal is a "1 if the dot product is negative, the corresponding bit of the auxiliary 

10 data signal is a "0." If several alignments of the awuliary data signal within the framed 

composite signal are possible, this procedure is repeated at each candidate alignment, and the one 
yielding the highest correlation is taken as true* (Once the correct aiignmeni is determined for a 
single bit of the auxiliary data signal, the alignment of all the other bits can be determined 
therefrom. **AIigmnent," perhaps better known as ^'synchronization," can be achieved by 

15 primarily tfaixKigh the very same mechanisms which lock on and track the voice signal itself and 
allow for the baste functioning of die cellular unit). 



Securirv Considerations 

Security of the presently describe embodunents depends, in large part, on security of the 
20 PRN data and/or security of the auxiliary data. In the Mowing discussion, a few of many 
possible techniques for assuring the security of these data are discussed. 

In a first embodiment, each telephone 2010 is provided with a long noise key unique to 
the telephone. This key may be, e,g., a highly unique 10,000 bit string stored in ROM, (In most 
applications, keys substantially shorter than this may be used.) 

25 The central office 2014 has access to a secure disk 2052 on which such key data for all 

authorized telephones are stored. (The disk may be remote from the office itself.) 
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Each time the telephone is used, fifty bits from this aoise key are identified and used as 
the seed for a deterministic pseudo random number generator. The data generated by this PRN 
generator serve as the PRN data fbr ±at telephone call. 



The fifty bit seed can be determined, e.g., by using a random number generator in the 
5 telephone to generate an offset address between 0 and 9,950 each time the teiephone b used to 
place a call. The fifty bits in the noise key beginning at this offiset address are used as the seed. 



During call setup, this offset address is transmitted by the telephone, through the eel] site 
2012» to the cemral office 2014. There, a computer at die central office uses the of&et address to 
index its copy of the noise key fbr that telephone. The central office thereby identifies the same 
10 50 bit seed as was identified at the telephone. The central office 2014 then relays these 50 bits to 
the cell site 2012, where a detemiinistic noise genemtor like dsat in the telephone generates a 
PRN sequence corresponding to the 50 bit key and applies same to its decoder 2038. 

By die foregoing process, the same sequence of PRN data is generated both at the 
telephone and at the cell site. Accordingly, the auxiliary data encoded on the voice data by the 
15 teiephone can be securely transmitted to« and accurately decoded by, the celt site, [f this auxiliaiy 
data does not match the expected auxiliary data (e.g. data transmitted at call set-up), the call is 
flagged as fraudulent and appropriate remedial action is taken. 

It will be recognized that an eavesdropper listening to radio transmission of call set-up 
information can intercept only the randomly generated o&et address transmitted by the telephone 
20 to the cell site. This data, alone, is useless in pirating calls. Even if the hacker had access to the 
signals provided from the central office to the cell site, this data too is essentially useless: all that 
is provided is a 50 bit seed. Since this sewl is different for nearly each call (repeating only I out 
of every 9,950 calls), it too is unavailing to the hacker. 



In a related system, die entire 10,000 bit noise key can be used as a seed. An offset 
25 address randomly generated by the telephone during call set-up can be used to identify where, in 
the PRN data resulting from that seed, die PRN data to be used for diat session is to b^in. 
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(Assuming 4800 voice samples per secraul, 4800 PRN data are required per second, or about 17 
milJioa PRN data per hour Accordbgfy, the offiet address in this variant embodiment will likely 
be &r larger than the of&et address described above,) 

In this variant anbodimenc the PRN data used for decoding is preferably genenn^d at the 
5 central station &om die 10,000 bit seed, and relayed to the cell site, (For security reasons, the 
10,000 bit noise key should not leave the security of the central office.) 

In variants of the foregoing systems, the offset address can be generated by the central 
station or at the eel] site, and relayed to the telephone during call set-up, rather than vice versa. 

In another embodiment, the telephone 2010 may be provided widi a list of one-time 
10 seeds, matching a list of seeds stored on the secure disk 2052 at the central office. Each time die 
telephone is used to originate a new call, the next seed in the list is used. By this arrangement, 
no data needs to be exchanged relaring to the seed; the telephone and die carrier each 
independently know which seed to use to generate the pseudo random data sequence for the 
current session. 



15 In such an embodiment, the carrier can determine when the telephone has neariy 

exhausted its list of seeds, and can transmit a substitute list (e.g. as part of administrative data 
occasionally provided to the telephone). To enhance security, the carrier may require that die 
telephone be retomed for manual reprogramming, to avoid radio transmission of this sensitive 
infbrmatioiu Altemadvely, the substitute seed list can be encrypted for radio transmission using 

20 any of a variety of well known techniques. 

In a second class of embodiments, security derives not from the security of the PRN data, 
but from security of the auxiliary message data encoded thereby. One such system relies on 
transmission of a randomly selected one of 256 possible messages. 

In this embodiment, a ROM in the telephone stores 256 different messages (each message 
25 may be, e.g., 128 bits in length). When the telephone is operated to mitiate a call, the telephone 
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randomly geDeiates a number between 1 and 256, which serves as on index to these stored 
messages. This index is transmitted to the celt site during call set-up, aJ lowing the central station 
to identify the expected message fiora a matching database on secure disk 2052 containing the 
same 256 messages. (Each telephone has a different collection of messages.) (Alternatively, the 
5 carrier may randcmiy select the index numba during call set-up and transmit it to the telephone, 
identifying the message to be used during that session.) In a theoretkaily psre world where 
proposed attacks to a secure system are only mathematical in nature, much of these addixionai 
layers of security might seem superfluous. (The addition of these extra layers of security, such as 
differing die messages themselves, simply acknowledge that the designer of acmal public- 
10 functioning secure systems will face cenain implementation economics which might compromise 
the matbemadcal security of the core principles of this technology, and thus these auxiliary layers 
of security may afford new tools against the inevitable attacks on implementation). 

Thereafter, all voice data transmitted by the telephone for the duration of that call is 
steganographically encoded widi the indexed message. The ceil site checks the data received 
13 from the telephone for the presence of the expected message. If the message is absent, or if a 
different message is decoded instead, the call is flagged as fraudulent and remedial action is 
taken. 

In this second embodiment, the PRN data used for encoding and decoding can be as 
simple or complex as desired. A simple system may use the same PRN data for each call. Such 

20 data may be generated, e.g., by a deterministic PRN generator seeded with fixed data unique to 
the telephone and known also by the central station (e.g. a telephone identifier), or a universal 
noise sequence can be used (Le. the same noise sequence can be used for all telephones). Or the 
pseudo random data can be generated by a deterministic PRN generator seeded with data that 
chamges from call to call (e.g. based on data transmitted during call set-up identifying, e.g^ the 

25 destinadcn telephone number, etc.). Some embodiments may seed the pseudo random number 
generator with data from a preceding call (since this data is necessarily known to the telephone 
and the carrier, but is likely not known to pirates). 

NaUiraJly, elements from the foregoing two approaches can be combined in various ways, 
and supplemented by other feanires. The foregoitig embodiments are exemplary only, and do not 
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begin to catalog the myriad approaches which may be used. Generally speaking, any data which 
is necessarily known or knowable by both the telephone and the ceil site/central station, can be 
used as the basis for either the auxiliary message data, or the PRN data by which it is encoded. 

Since die preferred embodiments of this aspect of the present technotogy each redundandy 
5 encodes the auxiliary data diroughout the duration of the subscriber's digitized voice, the auxiliary 
data can be decoded firom any brief sample of received audio. In the preferred forms of this 
aspect of the technology, the earner repeatedly checks the steganographicaily encoded auxiliary 
data (e.g. every 10 seconds, or at random intervals) to assure that it continues to have the 
expected atu-ibutes. 

10 While the foregoing di^cussica has focused on steganographically encoding a transmission 

from a cellular telephone, it will be recognized that transmissions to a cellular telephone can be 
steganographically encoded as well. Such arrangements find applicability, e.g^ in conveying 
administrative data (i.e. non-voice data) from the carrier to individual telephones. This 
administrative data can be used, for example, to reprogram parameters of targeted cellular 

13 telephones (or all cellular telephones) &om a cencrat location, to update seed lists (for systems 
employing die above-described on-time pad system), to apprise "roaming" cellular telephones of 
data imique to an unfamiliar local area, etc. 

In some embodiments, the cairier may steganogaphically u^nsmic to the cellular 
telephone a seed which the cellular phone is to use in its transmissicns to the carrier during the 
20 remainder of that session. 

While the- foregoing discussion has focused on steganographic encoding of the baseband 
digitized voice data, artisans will recognize that intermediate frequency signals (whether analog or 
digital) can likewise be steganographically encoded in accordance with principles of the 
technology. An advantage of post»baseband encoding is that the bandwidth of these intermediate 
25 signals b relatively large compared with the baseband signal, allowing more auxiliary data to be 
encoded therein, or allowing a fixed amount of auxiliary data to be repeated more frequently 
during transmission. (If steganographic encoding of an intermediate signal is employed, care 
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sKould be taken that the perturbacions imroduced by the encoding are not 30 large as to interfere 
with reJiable transmission of the administrative taking into account any em>r correcting 
facilities supported by the packet fonnat). 

Those skilled in the art will recognize that the auxiliary data, itself, can be arranged in 
5 known ways to support error detecting, or error correcting capabilities by the decoder 33. The 
interested reader is referred, e.g., to Rorabaugh, Error Coding Cookbook, McGraw Hiil, 1996, one 
of many readily available texts detailing such techniques. 

While the piefeued embodiment of diis aspect of the technology is illustrated in the 
context of a cellular system utilizing packetized data, other wireless systems do not employ such 

LO conveniently framed data. In systems in which framing is not available as an aid to 

syncbionzzation, synchronization marking can be achieved witiiin the composite data signal by 
techniques such as that detailed in applicant's prior applications. In one class of such techniques, 
the auxiliary data itself has characteristics Militating its synchronization. In another class of 
techniques, the auxiliary data modulates one or more embedded carrier patterns which are 

15 designed to Militate alignment and detection. 

As noted earlier, the principles of the technology are not restricted to use with the 
particular forms of steganographic encoding detailed above. Indeed, any stegaaographic encodir^ 
technique previously known, or hereafter invented, can be used in the fashion detailed above to 
enhance the security or functionality of cellular (or other wiretess, e.g. PCS) communications 
20 systems. Likewise, these principles are not restricted to wireless telephones; any wireless 
transmission may be provided with an "in^band'* channel of this type. 

It will be recognized that systems for implementing applicant's technology can comprises 
dedicated hardware circuit elements, but more commonly comprise suitably programmed 
microprocessors with associated RAM and ROM memory (e.g, one such system in each of the 
25 telephone 2010, cell-site 2012, and central office 2014). 
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ENCODING BY BIT CELLS 

The foregomg discussions have focused on incrementing or decFcmcnting the values of 
individual pixels, or of groups of pixels (bumps), to reflect encoding of an auxiliary data signal 
combined with a pseudo random aoise signal. The following discussion details a variant 
5 embodiment wherein the auxiliary data - without pseudo randomization » is encoded by 
patterned groups of pixels, here termed bit cells. 

Referring to Figs 41A and 41B, two illustrative 2x2 bit cells are shown. Fig, 41A is used 
to represent a "0" bit of the auxiliary data, while Fig, 4 IB is used to represent a "l" bit. In 
operation, the pixels of the underiying image are tweaked up or down in accordance with the +A 
10 values of the bit cells to represent one of these two bit values, (The magnitude of the tweaking a 
any given pixel, bit cell or region of the image can be a function of many &cton» as detailed 
beiow. It is the sign of the tweaking that defines the characteristic pattern.) In decoding, the 
relative biases of the encoded pixels are examined (using techniques described above) to identify, 
for each corresponding region of the encoded im^c, which of the two partems is represented. 

15 While the auxiliary data is not explicitly nmdomized in this embodiment, it will be 

recognized diat the bit cell patterns may be viewed as a "designed** earner signal, as discussed 
above. 

The substitution of the previous embodiments' pseudo random noise with the present 
^•designed" information carrier affords an advantage: the bit cell patterning manifests itself in 
20 Fourier space. Thus, the bit cell patterning can act like the subliminal digital graticules discussed 
above to help register a suspect image to remove scale/rotation errors* By changing the size of 
the bit cell, and the pattern therein, the location of the energy thereby produced in the spatial 
transfonn domain can be tailored to optimize independence from typical imagery energy and 
facilitate detection. 
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(While the foregoing discussioa contemplates that the auxiliary data is encoded directiy « 
wtchout randomizatioD by a PRN signal, in other embodiments, randomization can of course be 
used.) 



5 MORE ON PERCEPTUALLY ADAPTIVE SIGNING 



In several of the above-detailed embodiments, the magnitude of the signature enei^gy was 
tailored on a region-by-region basis to reduce its visibility in an image (or its audibility in a 
sound, etc.). In the following discussion, applicant more panicularly consider; the issue of hiding 
signature energy in an image, the separate issues dieteby posed, and solutions to each of these 
10 issues. 



The goal of the signing process, beyond simply functionmg, is to maximize the "numeric 
detectability" of an embedded signature while meeting some form of fixed "visibility/acceptability 
threshold" set by a given user/creator. 



In sefi'ice to design toward this goal, imagine the following three axis parameter space, 
15 where two of the axes are only half-axes (positive only), and die third is a full axis (both negative 
and positive). This set of axes define two of die usual eight cctal spaces of euclidean 3-space. 
As things refine and '^deservedly separable" parameters show up on the sceae (such as "extended 
local visibility metrics"), then they can de&ie their own (generally), half-axis and extend the 
following example beyond three dimensions. 



20 The signing design goal becomes optimally assigning a "gain" to a local bump based on 

its coordinates in the above defined space, whilst keeping in mind the basic needs of domg the 
operations fast in real applications. To begin with, the three axes are die following. We'll call 
the two half axes x and y, while the full axis will be z. 
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The X axis represents the luminance of the singular bump. The basic idea is that you can 
squeeze a little more energy into bright regions as opposed to dim ones. It is inspoitant to note 
that when tnie "psycho- linear • device independent" luminance voiues (pixel DN's) come along, 
this axis might become superfluous, unless of course if the luminance vaiue couples into the other 
5 operative axes (e.g. C*xy). For now. this is here as much due to the sub-optimality of current 
quasi-linear luminance coding. 

The y axis is the "local hiding potential" of the neighborhood within which the bump 
finds itself. The basic idea is that flat regions have a low hiding potential since the eye can 
detect subtle changes in such regions, whereas complex textured regions have a high hiding 

10 potential. Long lines and long edges tend toward the lower hiding potential since "breaics and 
choppxness" in nice smooth long lines are also somewhat visible, while shorter imes and edges, 
and mosaics thereof, tend toward the higher hiding potential. These latter notions of long and 
short are directly connected to processing time issues, as well to issues of the engineering 
resources needed to carefully quantify such parameters. Developing the working model of the 

15 y-axis will inevitably entail one pan theor}' to one part picky-artist-empiricism. As the parts of 
the hodge*podge y-axis become better known, they can splinter off into their own independent 
axes if it's worth it 

The 2'axis is the "with or against the grain" (discussed below) axis which is the full axis - 
as opposed to the other two half-axes. The basic idea is that a given input bump has a 

20 pre-existing bias relative to whether one wishes to encode a ' I' or a *0' at its location, which to 
some non-trivial extent is a function of the reading algorithms which will be employed, whose 
(bias) magnitude is semi-correlated to the "hiding potential" of the y-axis, and, fortunately, can be 
used advantageously as a variable m determining what magnimde of a tweak value is assigned to 
die bump in qu^ion. The concomitant basic idea is that when a bump is already your friend 

25 (i.e. its bias relative to its neighbors already tends towards the desired delta value), then don't 
change it much. Its namrai state already provides die delu energy needed for decoding, without 
altering the localized image value much, if at ail. Conversely, if a bump is mitially your enemy 
(i.e. its bias relative to its neighbors tends away from the delta sought to be imposed by the 
encoding), then change it an exaggerated amount This later operation tends to reduce the 

30 excursion of this point relative to its neighbors, making the point less visibly conspicuous (a 
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highly localized blurring operation), while providing additional energy detectable when decoding. 
These two cas^ are termed "with the grain" and "against the grain" herein. 

The above general description of the problem shouy suffice for many years. Clearly 
adding in chrominance issues will expand the de^nitions a bit, leading to a bit more stgnatim 
5 bang for the visibility, and human visibility research which is applied to the problem of 

compression can equally be applied to this area but for diametrically opposed reasons. Here ai« 
guiding principles which can be employed in an exemplary application. 

For speed's sake, local biding potential can be calculated only based on a 3 by 3 
neighborhood of pixels, the center one being signed and its eight neighbors. Beyond speed 
10 issues, there is also no data or coherent theory to support anything larger as well. The design 
issue boils down to canning the y^axis visibility thing, how to couple the luminance into this, and 
a little bit on the fnend/cncmy asymmetry thing. A guiding principle is to simply make a flat 
region zero, a classic pure maxima or minima region a "l.O" or the highest value, and to have 
"local lines", "smooth slopes'*, "saddle points'^ and whatnot &11 out somewhere in between. 

15 The exemplary application uses six basic parameters: I) luminance; 2) difiEisrence from 

local average; 3) the asymmetry factor (with or against the grain); 4) minimum linear factor (our 
cntde attempt at flat v. lines v. maxima); 5) bit plane bias factor; and 6) global gain (the user's 
single top level gain knob). 

The Luminance, and Difference from Local Average parameters are straight forward, and 
20 their use is addressed elsewhere in this specification. 

The Asymmetry factor is a single scalar applied to die "against the grain" side of the 
difference axis of number 2 directly above. 

The Minimum Linear fiactor is admittedly crude but it should be of some service even in 
a 3 by 3 neighborhood setting. The idea is diat true 2D local minima and maxima will be highly 
25 perturbed along each of the four lines travelling through the center pixel of the 3 by 3 
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neighborhood, while a visuai line or edge will tend to flatten out at least one of the four linear 
profiles. {The four linear profiles are each 3 pixels in length, i.e., the top left pixel - center - 
bottom right; the top center - center - bottom center, the top right • center - bottom left; the right 
center - center - left center;]. Let's choose some metric of entropy as applied to three pixels in a 
5 row, pcrfonn this on all four I bear profiles, then choose the minimum value for our ultimate 
parameter to be used as our 'y-axis/ 

The Bit Plane Bias fector is an interesting creature with two faces, the pre-emptive face 
and the post-emptive face. In the former, you simply "read" ^e unsigned image and see where 
all ±e biases fall out for ail the bit planes, then simply boost the ''global gain" of the bit planes 

10 which are, tn total* going against your desired message, and leave the others alone or even 
slightly lower their gain. In the post-eraptive case, you chum out the whote signing process 
replete with the pre-emptive bit plane bias and the other 5 parameten listed here, and then you, 
e.g., run the signed image through heavy JPEG compression AND model the "gestaJt distordon" 
of line screen printing and subsequent scanning of the image, and then you read the image and 

15 find out which bit planes are struggling or even in error, you appropriately beef up the bit plane 
bias, and you run thiough die process again. If you have good data driving the beefmg process 
you should only need to perform this step once, or, you can easily Van-CittertiTe the process 
(arcane reference to reiterate the process with some damping factor applied to the tweaks). 

Finally, there is the Global Gain. The goal is to make this single variable the top level 
20 "intensity knob" (more typically a slider or other control on a graphical user interface) that the 
sligfady curious user can adjust if they want to. The very curious user can navigate down 
advanced menus to get their experimental hands on the other five variables here, as well as 
others. 



25 Visible Watermark 
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b certain applications it is desirable to apply a visible indicia to an image co indicate that 
it inciudes steganographicoily encoded data. In one embodiment, this indicia can be a lightly 
visible logo (sometimes termed a "watermark") applied to one comer of the image. This mdtcates 
that the image is a "sman" image^ conveying data in addition to die imagery. A. lightbuib is one 
suitable iogo. 
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If matking of images becomes widespread (eg., by software compatible with Adobe's 
image processing softiwore), a user of such software con decode the embedded daca finom an image 
and consult a public regisiry to identify the propriecor of the image. la some embodiments, the 
registry can serve as the conduit through which appropriate royalty payments are forwarded to the 
proprietor for the user's use of an image. (In an lilustrazive embodiment, the registry is a server 
on the Inicmct, accessible via die World Wide Web, coupled to a database. The database 
includes detailed infbnnatioa on catalogued images (e.g. name, address, phone number of 
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proprietor, and a schedule of charges for different types of uses to which the image may be put), 
indexed by identification codes with which the images themselves are encoded. A person who 
decodes an image queries the registry with the codes thereby gleaned to obtain the desired data 
and, if appropriate; to forward electronic payment of a copyright royalty to the image's 
3 proprietor.) 



Particular Data Formats 



While the foregoing steganograpliy techniques are broadly applicable, their commerciai 
acceptance will be aided by establishment of standards setting forth which pixels/bit ceils 
10 represent what The following discussion proposes one set of possible standards. For expository 
convenience, this discussion focuses on decoding of the data; encoding follows in a 
straightforward manner. 

Referring to Fig. 42, an im^ 1202 includes a plurality of tiled "signanirc blocks" 1204. 
(Partial signature blocks may be present at die im^ edges.) Each signature block 1204 includes 
15 an 8 X 8 aimy of sub-blocks 1206. Each sub-block 1206 includes an 8 x 8 array of fait cells 
1208. Each fait ceil comprises a 2 x 2 array of "bumps" 1210. Each bump 1210, in turn, 
comprises a square grouping of 16 individual pbcels 1212. 

The individual pbcels I2I2 are the smallest quanta of image data. En this aiiangement, 
however, pixel values arc not, individually, the data caiiying elements. Instead, this role is served 
20 by bit cells 120S (i.e. 2x2 arrays of bumps 1210). In particular, the bumps comprising the bits 
cells are encoded to assume one of the two patcems shown in Fig. 4L As noted eariier, the 
pattern shown in Fig. 41A represents a "0" bit. while the pattern shown in Fig. 41B represents a 
"r bit Each bit cell 1208 (64 image pixels) thus represents a single bit of the embedded data. 
Each sub-block 1206 includes 64 bit cells^ and thus conveys 64 bits of embedded data. 
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(The nature of the im^e changes effected by the encoding follows the techniques sec 
forth above under the heading MORE ON PERCEPTUALLY ADAPTIVE SIGNING; that 
discussion is not repeated here.) 



In the illustrated embodiment, the embedded data includes two parts: control bits and 
5 message bits. The 16 bit cells 1208A in the center of each sub-block 1206 serve to convey 16 
control bits. The surrounding 48 bit cells I208B serve to convey 48 message bits. This 64-bit 
chunk of data is encoded in each of the sub-fa]ocks 1206, and is repeated 64 times in each 
signature block 1204. 



A digression: in addition to encoding of the Image to redundantly embed the 64 
10 control/message bits therein, the values of individual pixels are additionally adjusted to e&ct 
encoding of subliminal graticules through the image. In this embodiment, the graticules discussed 
in conjunction with Fig. 29A are used, resulting in an imperceptible texturing of die image. 
When the hnage is to be decoded, the image is transfbrmed into the spatial domain, the Fourier- 
Mellin techniciue is applied to match the graticule energy points with their expected positions, and 
15 the processed data is then iaverse-transformed, providing a registered image ready for decoding. 
(The sequence of first tweaking the image to effect encoding of die subliminal graticules, or flr^ 
tweaking the image to effect encoding of the embedded data, is not believed to be critical. As 
presently practiced, the local gain floors (discussed above) are computed; then the data is 
encoded; then the stibliminal graticule encoding is performed. (Both of these encoding steps 
20 make use of the local gain £ictor^.)) 



Retumix^ to the data format, once die encoded image has been thus registered, the 
locations of the control bits in sub-block 1206 are known. The image is then analyzed, in the 
aggregate (i.e. considering the "northwestern-most" sub-block 1206 from each signature block 
1204), to determine the vahie of control bit #1 (represented in sub-block 1206 by bit ceil 
25 1208Aa). If this value is determined (e.g. by statistical techniques of die sore detailed above) to 
be a this indicates that die fbraia: of the embedded data conforms to the standard detailed 
herein (the Digimarc Beta Data Format). According to diis standard, control bit #2 (represented 
by bit cells 1208Ab) is a flag indicating whether the image is copyrighted. Control bit U3 
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(represented by bit cells I208Ac) is a flag indicating whether the image is unsuitable for viewing 
by children. Certain of the remaining bits are used for error detectionycorrection purposes. 

The 48 message bits of each sub block 1206 can be put to any use; they are not specified 
In this format One possible use is to define a numeric "owner" field and a numeric "image/item" 
5 field (e.g. 24 btts each). 

If this data format is used, each sub-block 1206 contains the entire control/message data, 
30 same is repeated 64 times within each signature block of the image. 

If control bit #1 is net a "1," then the format of the embedded dam does not conform to 
the above described standard. In this case, the reading software analyzes the image data to 
10 determine the value of control bit #4, If this bit is set (i*e. equal to "l"), this signifies an 
embedded ASCII message. The reading sof^are tfien examines control bits #5 and #6 to 
determine the length of the embedded ASCH message. 

]f controi bits ^5 and #6 both are "0," this indicates the ASCH message is 6 characters ic 
length. In diis case, the 48 bit cells 1208B surrounding the control bits 1208A are interpreted as 
15 six ASCn characters (8 bits each). Again, each sub-block 1206 contains the entire 

control/message data, so same is repeated 64 times within each signature block 1204 of the 
image. 

If control bit #5 is "0" and control bit #6 is "I," this indicates the embedded ASCII 
message is 14 characters in length. In this case, the 48 bit celis 120SB surroonding the control 
20 bits 1208A are mterpreted as the first six ASCII characters. The 64 bit cells 1208 of dte 
immediately-adjoining sub-block 1220 are interpreted as the final eight ASCQ characters. 

Note that in this arrangement, the bit-cells 120S in die center of sub-block 1220 are not 
inteqjrcted as control bits. Instead, the entire sub-block serves to convey additional message bits. 
In this case there is just one group of control bits for two sub-blocks. 
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Also note than in this arrangement, pairs of sub-blocks 1206 contains the entire 
control/'message data, so same is repeated 32 times within each signamre block 1204 of the 
image. 



Likewise if control bit U5 is "1" and control bit % is "0." This indicates the embedded 
5 ASCn message is 30 characters in lengdi. In this case, 2x2 arrays of sub-blocks are used for 
each representation of the data. The 48 bi: cells 1208B surrounding control bits 1208A are 
interpreted as the first six ASCII characters. The 64 bit cells of each of adjoining block 1220 are 
interpreted as representing the next S additional characters. The 64 bits cells of sub-block 1222 
are interpreted as representing the next S characters. And the 64 bit cells of sub-block 1224 are 
10 interpreted as representing the final 8 characters. In this case, there is just one group of control 
bits for four sub-blocks. And the control/message data is repeated 16 times within each signature 
block 1204 of the image. 



If control bits ^5 and #6 are both "V\ this indicates an ASCII message of programmable 
length. In this case, the reading software examines the first 16 bit cells 120SB surrounding the 

15 control bits. Instead of interpreting these bit cells as message bits, they are interpreted as 

additional control bits (the opposite of the case described above, where bit cells normally used to 
represent control bits represented message bits instead). In particular, the reading software 
interprets these 16 bits as repiesentmg, in binary, the length of the ASCII message. An algorithm 
is then applied to this data (matching a similar algorithm used during the encoding process) to 

20 esmblish a corresponding tiling pattern (i,e. to specify which sub-blocks convey which bits of the 
ASCII message, and which convey control bits.) 



In this programmable-length ASCII message case, control bits are desirably repeated 
several times within a single representation of the message so that, e.g., there is one set of control 
bits for approximately every 24 ASCII diaracters. To increase packing efficiency, the tiling 
25 algorithm can allocate (divide) a sub^lock so that some of its bit-K:ells are used for a first 
r^reseniaiion of the message, and others are used for another representation of the message. 
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Reference was earlier made to beginning the decoding of the roistered image by 
considering the "nortfawestem-raost" sub-block 1206 in each signature block 1204. This bears 
elaboration. 

Depending on the data format used, some of the sub-btocks 1206 in each signature block 
5 1204 may not include control bits. Accordingly, the decoding software d^irabiy determines the 
data format by Urst examining the "northwestem-'most" sub-block 1206 in each signature block 
1204; the 16 bits ceils in the centers of these sub-blocks will reiiablv represent control bits. 
Based on the vaiue(s) of one or more of tiiese bits (e.g. the Digtmarc Beta Dau Format bit), the 
decoding sofbvare can Identify all other locations throughom each signature block 1204 wheie the 
10 control bits are also encoded (e.g. at the center of each of the 64 sub-blocks 1206 comprising a 
signature block 1204), and can use the larger statistical base of data thereby provided to extract 
the remaining control bits from the image (and to confirm, if desired, the earlier control bit(s) 
determination). After all control bits have thereby been discerned, the decoding software 
determines (&om the comrol bits) the mapping of message bits to bit ceils throughout the image. 

13 To reduce the likelihood of visual artifacts, the numbering of bit cells widiin sub-blocks is 

alternated in a ckeckerboard-lOce fashion. That is, the "northwestern-most" bit cell in die 
"northwestera-raost" sub-block is numbered "0/ Numbering increases left to right, and 
successively through the rows, up to bit cell 63. Each sub-block diametrically adjoining one of 
its comers (i.e. sub-block 1224) has the same ordering of bit cells. But sub-biocks adjoining Its 

20 edges (i.e. sub-blocks 1220 and 1222) have the opposite numbering. That is, the "northwestern- 
most" bit cell in sub-blocks 1220 and 1222 is numbered "63." Numbering decreases left to right, 
and successively through the rows, down to 0. Likewise throughout each signature block 1204. 

In a variant of the Digtmarc beta fomiat, a ^ai^ of sub-biocks is used for each 
representation of the data, providing 128 bit cells. The cencer 16 bit cells 1208 in the first sub- 
25 block 1206 are used to represent control bits. The 48 remaining bit cells in that sub-block, 

together with all 64 bit cells 1208 in the adjoining sub-block 1220, are used to provide a 1 12-bit 
message field. Likewise for every pair of sub-blocks throughout each signature block 1204, In 
such an arrangement, each signature block 1204 thus includes 32 complete representations of the 
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encoded data (aa opposed to 64 representations in the eariier-describcd standard). This additional 
length allows encoding of longer data strings, such as a nimienc IP address (t^g. URL). 

Obviously, numerous alternative data foratats can be designed. The particular format 
used can be indicated to the decoding software by values of one or more control bits in the 
5 encoded image. 



Other Applications 

' Before conciading, it may be uisn:Tictive to review some of the other fields where 
phnciples of appltcanc's technology can be employed. 

15 One is smart business cards, wherein a business card is provided with a photograph 

having unobtrusive; machine-readable contact data embedded therein. (The same function can be 
achieved by changing the surface microtopology of the card to embed the data therein.) 

Another promising application is in content reguiadon. Television signals, images on the 
internet, and other content sources (audio, image, video, etc.) can have data icdicating their 
20 "appropriateness" (i.e. their radng for sex, violence, suitability for children, etc.) actually 

embedded hi the content itself rather than externally associated therewith. Television receivers, 
internet surfing software, etc., con discern such appropriateness ratings (e.g. by use of universal 
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code decoding) and can take appropriate artion (e.g. not permitting viewing of an image or video, 
or play-back of an audio source). 



In a simple embodiment of the foregoing, the embedded data can have one or more "flaa" 
bits, as discussed earUer. One flag bit can signify "inappropriate for children.'' (Others can be. 
5 e.g., '*this image is copyrighted" or '^this image is in the public domain. Such flag bits can be 
in a field of control bits distinct from an embedded message, or can - themsetves -- be the 
message. By examining the state of these flag bits, the decoder software can quickly apprise the 
user of various attributes of the image. 



10 



(As discussed earlier, control bits can be encoded in known locations in the im^e - 
known relative to the subliminal graticules - and can indicate the format of the embedded data 
(e.g. its length, its type, etc.) As such, these control bits are analogous to data sometimes 
conveyed in prior art file headers, but in this case they are embedded within an image, instead of 
priepended to a file.) 



The field of merchandise marking is generally well served by familiar bar codes and 
15 universal product codes. However, in certain applications, such bar codes are undesuable (e.g. 
for aesthetic considerations, or where security is a concern). In such applications, applicant's 
technology may be used to mark merchandise, either through in innocuous carrier (e.g. a 
photograph associated with the product), or by encoding the raicrotopoiogy of the merchandise's 
surface, or a label thereon. 

20 There are applications - too numerous to detail - in which steganogiaphy can 

advantageously be combined with encryption and/or digital signature technology to provide 
enhanced security. 

Medical records appear to be an area in which authenricarion is important. 
Steganographic principles - applied either to film-based records or to the microtopoJogy of 
25 documents - can be employed to provide some protection against tampering. 
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Many industries, eg. automobile and airiine, reiy on tags to mark criticai parts. Such 
tags, however, are easily removed, and can often be counterfeited. In appiications wherein better 
security is desired, industrial parts can be stcganographicaJly marked to provide an inconspicuous 
ideniifkation/audientication tag. 

in various of the applications review^ in this specification, difTereitt messages can be 
steganogiaphically conveyed by different regions of an image (e.g. different regions of an image 
can provide different internet URLs, or different regions of a photocollage can identify different 
photographers), Likcvwsc with other media (eg, sound). 

Some software viskmari^ lock to the day when data biobs will roam the datawaves and 
interact witii other data biobs. In such an era, it mil be necessary for such bk)bs to have robust 
and incorruptible ways of identifying themselves. Steganographic techniques again hold much 
promise here. 

Finally, mess^e dianging codes — recursive systems in which steganographically 
encoded messages actually change underlying steganographic code patterns — offer new levels of 
sophistication and security. Such message changing codes are particularly well suited to 
applications such as plastic cash cards where time-changing elements are nnportant to enhance 
security. 

Again, while applicant pre&rs the particular forms of steganographic encoding detailed 
aboive, the diverse applicarions disclosed in this specification can largely be practiced with other 
steganographic marking techniques, many of which are known in the prior art Likewise, while 
the specificarion has focused on applications of this technology to images, tbe principles thereof 
are generally equally applicable to embedding such information in audio, physical media, or any 
other carrier of information. 

Finally, while the specificatioo has been illustrated with particular embodiments, it will be 
recognized that elements, components and steps from these embodiments can be recombined in 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCTAJS97/0835J 



138 

different arrangements to serve different needs and applications, as will be readily 
apparent to those of ordiiiary skill in the art. 

6 POINTER TO A HEADER, AND/OR, POINTER TO A PROCESS 

The basic philosophy surrounding the use of a "^def ' in a digital file has 
already been discussed^ along with the idea that steganographically encoded information 
can serve many of these funaions independently or in parallel with a traditional header. 

10 This section attempts to fuither clarify this notion as well as further clarify the notion 
that attached information can act as a '"pointer" to a remote database containing the 
information that might be otherwise contained in a header. Refer to the sections on 
header verification, the '"bodicr"", and network linking methods and hot objects in 
general. This section also expands upon the idea that header information and other 

15 kinds of attached information can be more than simply passive descriptive information, 
but can be fully executable code or other forms of "active information and networic 
links." 

As previously devdoped in the section on hot objects, given that realtime connection of 
a desktop computer, a television set or a stero system onto a network is becoming more 

20 and more commonplace, the absoluie need for an attached header replete with full 

infoimation about a data object is diminishing, and the possibility of simply pointing to 
a remote yet connected database is becoming more and more practical. The persistent 
and immediate connection to the information is more fundamental dian stiictly needing 
the full information attached to the data object (where time to change information 

25 presents a particular problem for object-attached information). 

Referring back to Fig. 16, and barkening back to the discussion on networked 
linking methods, we fmd the situation depicted in Fig. 60. The header information 
'*joe's image" is now only located on some accessible remote database, and the 
information attached to the object in either the actual header, or steganographically 

30 embedded, or both, now contains simply an address to the remote database location. 
Software ^plications would then be manufactured such that a networked connection 
would be assumed to be either active or cap^le of becoming so rather swiitiy, and that 
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when a data object such as an image or a video clip was read iiu the embedded address 
of the header infonnation would be read, a quick retrieve of the database mfomiation 
would be performed, and the remote header informatxon would be used jusi as if it were 
locally attached to the data object. 

5 It is important to note that the stegonographic embedded mformaiion does not 

necessarily need to be present in order to make such a system function, and vice versa, 
the traditional header need not be present if steganographic inforraatton is present. The 
two together represent a value-added redundancy and greater assurance that the link 
between the remote information and the object remain intact. Likewise, even if there 

10 does exist some *'master remote header'' for a given data object, an "static -in-time copy" 
(by definition) of that master header file can still travel with the data object for the 
purposes of speed or for the purposes of servicing non-networked sties or applications, 
with reference back to the master if need be for any latest updates. Likewise, though 
the principles of this application focus largely on audio-visual signals and data objects, 

15 many of these design principles a^ly to text files, software progranis, basic data 

records, and the like, where steganography per se may not even be applicable. Likewise, 
any other kind of information can certainly still be attached to an object in addition to 
the above mentioned "header" information. Another way to took at it is that this new 
"header address" can simply be appended to or incorporated into any existing header 

20 format such as JPEG. TIFF, etc. 

It is also important to note that the infonnation stored remotely need not simply 
be "passive information" such as a person's name or the latest price for some peddled 
item. It can aJso be computer instructions or software executable code that is associated 
with the data object Thus a software application can read in a data object, reading at 

25 the same time the remote database address, retrieve via a network the remote 

conneciioh, then either display the remote information along with the data object 
information itself, or actually launch some local application much Like JAVA based 
systems currently function, or the remote database can actually ship executable code 
which may then be invoked locally on the machine where the data object has been read. 

30 In this fashion, a data objea becomes a first stepping stone into some computing 

experience usually related to the content of the objea itself, much as a cover of a book 
is a quick visual summary of the book's content where the challenge becomes enticing 
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third parties CO enter. 

The notion of a singular stnng of attached bits referring to a remote database 
wherein a master header is located we shall henceforth refer to as an "Identity pointer'*. 
We shall refer to the database location containing the master information connected 

5 with that data object as the "'master identity." 

As is well known even in the prior ait of traditional mail, addresses can be 
hierarchical in nature, with ever ftner levels of granularity in searching for the ttltimate 
central location or master identity. So too with identity pointers, they can actually be a 
single string of hierarchical information parsed according to where an application or 

10 machine needs to go in order to retrieve the full infonnation associated with the data 
object and/or audio/visual signal. Thus, a sub-string mside the identity pointer might 
indicate, through proper programming of an application or instrument mcluding address 
redirection tables, that the master identity for such and such object exists inside one's 
own computer at such and such directory and in such and such file. On the odier hand, 

15 a fust section of the identity pointer might indicate a search is required on the world 
wide web for a particular rights managonent database or commerce server database, a 
second section of the identity pointer then "points'* to an address at this particular 
database, wherein what is pointed to may be the ultimate location of the master identity, 
or the pointed-to location is actually a database of further pointers to a multitude of 

20 databases, indicating that a third section of the identity pointer now has an address 
location of the ultimate master identity. This formula can clearly recurse fmther into 
fourth, fifth, and so on layers. Ihc point is that it is not strictly required to have the 
identity pohtter only point to some singular master database, but that there will m fact 
be a multitude of interconnected databases which will be the rule rather than the 

25 exception. This includes databases which are more traditionally viewed as belonging in 
some kind of network which is not necessarily as large as the internet, such as local area 
networks, or even a personal computers series of hard drives, or whatever. The main 
overall point is that the identity pointer contains sufficient information in order to be 
able to find the master identity, where it is a ^ven that an application or instrument can 

30 read the master pointer, interpret it, and do the searching and retrieving of the master 
idendty. 

Those skilled in the art may notice that so far in this section no mention has been 
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made about encrypting either the identity pointer or the masler identity or any 
communications involved in the overall process. Such improvements can certainly be 
made and enhance more of the ^'secure identification*' aspects of an attached 
infonnation system, or the related "verification" function that many commerce 
6 applications will be seeking. The basic principles of the invention can nevertheless be 
followed 

The identity pointer can also point to locations which are not (currently) viewed 
as strictly a database. For e;[amplc, a data object can contain a sub-string which points 
to a particular application that needs to be launched in order to resolve the remainder of 

10 the identity pointer string. A more specific example of the general example might be 

that a sub-string in the identity pointer instructs a machine to launch a web browser, and 
the remainder of the string would be a traditional URL to some web page containing 
basic contact information to the creator of a video production. Users on a local machine 
might program the machine to their own liking in that they would ''allow** content with 

16 these abilities to go ahead and launch browsers when instructed, or they can tcU their 
local machine to ignore these requests by a given piece of content Likewise, an sub- 
string in the identity pointer might insnruct a multimedia database interface program to 
be launched and the location of the object in question sought, found, and displayed. 
It can be readily seen that the general principles of the invention would indicate 

20 that applications and instruments which deal with data objects require less and less local 
intelligence regarding "mterpreting and operating upon" attached information, yet 
instead they become better and better at being realtime connected to a broader network 
and know hew to properly find and retrieve information from various locations on that 
broader network. Moreover, applications and instruments so enabled would also make 

25 use of well-known-in-the-art methods of launching new execution tiireads or entire new 
applications based on the retrieved information. The physical location of the master 
identity, as well as tlie "level" it exists on in the network hierarchy (from CPU RAM, 
through Operating System, through local storage disks, through local networks, up 
through global networks such as the Internet) becomes immaterial so long as an 

30 application or instrument is equipped with the realtime ability to find and retrieve the 
pertinent infonnation. 

We now turn toward a more detailed description of the drawings. Fig. 60 depicts 
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the essential concept behind the ""master identity object" and a system built around it 
("Master Identity Objecf \ or MIO. is here used as a convenience and should not be 
construed as limiting the kind of information pointed to by an embedded pointer^ i.e.« 
the MIO could easily point to executable code or executable sequences for example 

9 rather than identity information). Indeed, the system is essential to the defmition of the 
object. Quite singly, a header is replaced by a pointer to a header, and the header 
information itself is located in some accessible location. The pointer 1690 represents 
whatever complete address infcKmation is needed in order for an instrument or 
application to locate the header information, 1694, located in some binary storage 

10 location (or database) 1692. The data stream 802 is whatever nonnal data that might be 
contained m a typical digital image file or binary record or software program or 
whatever. The pointer* 1690, can also be embedded steganographically as depicted, or 
alternatively, it can ONLY be associated with the data stream steganographically. 

Fig. 61 begins to dissect Rg, 60, trying to depict a closer view of a practical MIO 

ifi ("master identity object**)* Reverence is paid to the idea that common data objects and 
common data formats will be used for some time to come, and in many ways the MIO 
information will be appended. Thus we start with a traditional header 1700 and the 
associated data stream 802. The MIO pointer is now split out into three pieces, a 'tag*" 
which identifies the following information as a pointer to a remote database. The 

20 pointer is now conveniently split into a pointer to a pointer 1704, effectively giving the 
address of some database in a sea of potential databases, while pointer 1706 is the 
ultimate address on the found database pointed to by 1704. Indeed, 1704 could also be 
split out, just as in surface mail type addressing. 

Fig, 61 also indicates that multiple layers of MIO information can be added to an 

26 object. One example of this would be that an organization would track and account for 
all incommg and outgoing data objects and wish to provide a pointer to that given 
objects lifetime within the organizations data network, yet respect any previous MIO 
information that the creator or distributor of a data object already attached to that object. 
There are numerous other examples, including derivative work applications or simations 

30 where a data object evolves. 

Fig. 62 takes a closer look at the connectivity components of an MIO system, 
looked at through the eyes of an instrument or application needing to retrieve the master 
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identity infoimadon for a given MIO-enabled data objecL • An arbitrary data object 1710 
enters a highly gcncricizcd ^'node" 1711 Typically, this node might be an "open file" 
procedure in a software application, or it might be a ''search for all tms^e files'* 
operadon initiated in a computer's operating system, or it might be a digital receiver in a 

5 television set 

The node 1712 is meant to represent the place where a given data object enters a 
given instrument or appiicadon and is scanned for MTO traits. The node 1712's output 
is simply that the data object either is or is not an MIO type object If it discovers an 
MIO object as in 1 716. it must next ask the simple question of whether or not the given 

10 instruments cares or not, essentially asking whether or not to go fetch the mfonnation 
pointed to by the embedded pointer. If it is not configured to do so, it goes on with its 
work. 1718. If it is configured to go fetch the associated remote information (1720), it 
then simply goes through a basic address resolution process to locate the master 
identity. A fint low level search might be typical wherein the ''master identity" (which 

16 we have an^ly explained might actually be a search for further instructions rather than 
only "looking for a name") is potentially found on a usefs own desktop computer or 
local instrument. This might be as tow level as a call to some memory locadon in the 
CPU system 1724, perhaps retrieving and therefor instigating instructions to prepare for 
video information to follow. Or it might be a pointer 1726 to some location in a display 

20 device, perhaps as a precursor to understanding the current display settings that a user is 
operating under. 

The need for multiple layers of MIO information as depicted in Fig. 6 1 becomes 
more apparent in these examples as well, in that the lower level retrieving will often be 
precursors to more advanced actions. Likewise, an address might be found in the 

25 operatmg system 1728, ROM, RAM. hard drives, etc. (1730). A token indication of a 
firewall 1732 is depicted showing that some addresses will only be accessible to a 
"local object" by design. Finally, perhaps the more common use of true "identity" will 
come from a route to a broader network 1734. Depicted is a cenain remote database 
1736 where the given data object might have its master identity. These two basic ideas 

30 of "local" identity and "remcMe" identity are depiaed below as 1738 and 1740, but it 
should be appreciated that these can become quite blurry in their distinctions. 
It should be understood that one object of this invention is that, for many 
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practical systems* the locating process of finding and retrieving the master identity 
information or instructians is meaiu to take pl^c in realtime, that is, is typically less 
than a second or two ideallyt and no more than ten seconds or twenty seconds even in 
case where there is in die multipies of kilobytes to retrieve. This kind of time 
G performance is generally possible today on the internet even vnth sub- 100Kbit per 

second modems, though less dian a seccmd is generally out of reach of current modem- 
based systems using standard phone lines and standard internet communications 
protocols. 

Fig. 63 traces out a generic process flow within an instrument or applicadon with 

10 a slightly different twist than depicted in Fig. 62. Again, any device capable of 

processing a data object redds said object in, 1 750. and asks the simple question of 
whether or not remote associated information exists for that object 1752, If not, fine, 
I7S4, go about your way. If so, it asks should I care, 175S, if not (1760, go about your 
way. If so, 1762, go fetch the information (or series of information if there is recursive 

15 MIO information). Box 1766 then e;q)licitly shows chat the user's device will still effect 
what happens even after the remote data is retrieved. 

The permutations and combinations of operations from this point forward are as 
broad as general computing principles permit. As one tiny example, the user may have 
contigured the device such that if the retrieved information does not match certain "key 

20 words" that the user has chosen, then don't even bother displaying an image (assuming 
that is the data object in question). Essentially, the retrieved information from 1764 and 
the user configuration 1766 set up a generally unlimited set of new instructions to the 
device* Another example might be that the user configuration 1766 says to go ahead 
and follow whatever instructions come back with the retrieved information, such as 

25 "launch a browser and follow an URL to some JAVA web site and don't mind sending 
out my credit card information if they ask". This is deliberately melodramatic to 
illustrate that the basic branching at 1770 is as broad as general computing principles 
permit. 

Fig. 64 briefly illustrates that both embedded information as well as pointed-to 
30 information can acmally sequences of instructions, including decision branched 

instmctions. not merely singular instructions or singular blocks of passive descriptive 
information. This idea is encapsulated in the word "script** as is generally well known 
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in the an of computmg. 

Rg. 65 essentially depicts an MIO system operated in **reversc" from that of the 
previous few figures. In general, the idea here is that the master identity wants to know 
and collect all migratian activides of its assoctaced data object, and the system depicted 

6 in Fig. 65 is ^sentialiy a way to do this. Again, we see a generic data object 1 820 

entering some generic ai^lication or instniment 1822, here referred to as a ''reporting 
node". The Gi&t question still is "are you an MI07' 1824. 1826 alludes to the idea of 
reporting non-hits to sonie kind of master MIO system database IS30, a database which 
might track the broad traffic patterns of MIO object vs. Non-MIO objects. If the node 

10 finds an MIO, the next logical quesdon is "may" I send a message to its master identity 
in order to inform the master identity that this object passed this location at this 
particular time? (1834). This is important since there will be many situations due to 
privacy and security considerations where such reporting would be zntoierabie 1 834. 
However, there may also be many situations where this reportmg mformation is 

16 valuable to all users of MIO based systems, and a "count** message will be sent to the 
master identity location, where locating the master identity follows previous 
descriptions. Details of how the master identity collects messages are left silent here as 
this form of data collection technology is readily available in today's marketplace and 
computing systems, where uitra-mundane methods such as sending a self-contained e- 

20 mail to some e-mail address might even suffice as a methodology of counting (horribly 
inefficient but indicative of the vast arrays of methods to have a master identity 
database keep track of hundreds if not millions of copies of 'Utself"). 

In view of the wide variety of implementations and applications to which the 
principles of tiiis technology can be put, it should be apparent that the detailed 

2S embodiments are iilustrarive only and in no way limit the scope of my invention. I 

claim as my invention all such embodiments as come within the scope and spirit of the 
following claims and equivalents thereto. 
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CXAIMS 

1 . A multi-computer system including a network for embedding and 
reading a watennark, the system comprising: 

6 a first digital elecirical computer system comprising a fust digital electrical 

computer electrically connected to a first input device, to a first output device, and to a 
first memory storing a plurality of creator identifiers and creator contact data 
corresponding to each of the creator identifiers; 

a second digital electrical computer system comprising a second digital electrical 

10 computer electricaliy connected to a second input device and to a second output device, 
the second digital electrical computer being programmed to en^ed a watermark in a 
digital photograi^ic image, the watennark including one of the plurality of creator 
identifiers; 

a third digital electrical computer system comprising a third digital electrical 
16 computer electrically connected to a third input device and to a third output device, the 
third digital electrical con^uter being programmed to read the watermaric in the digital 
photographic image to reveal the one of the plurality of creator identifiers; 

a network for communicating the revealed one of the plurality of creator 
identifiers to the first digital electrical computer to obtain the creator contact data 
20 corresponding to the one of the plurality of creator identifiers form the memory. 

2. The system of claim 1, wherein: 

the second digital elecirical computer is programmed to automatzcatly detect for 
a watermark when an image is fust examined by the second digital eicctrical computer. 

3. The system of claim 1, wherein: 

25 the second digital electrical computer is programmed to selectably detect for a 

watennark when an image is examined by the second digital electrical computer. 

4. The system of claim 1 , wherein: 
the network includes the Internet; 

the watennark includes information identifying a World Wide Web site; and 
30 wherein 

die third digital electrical computer system is programmed to load a Worid Wide 
Web browser and connect to the Worid Wide Web site in response to the revealed one 
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of the plurality of creator identifiers. 

5. The system of claim h wherein: 

the watermark includes extended data including at lease one member from Che 
group consisting of an organization idenliiier, a tnuisaction identifier^ and an item 
6 identifier. 

6. In a television set, audio stereo system, computing system, or other 
system capable of receiving, storing* transmitting, or processing an audio or visual 
signal, an improvement comprising: 

means for adding to an initial audio or visuai signal an additional digital 
10 infomiacion associated with the initial signal, 

the additional information ccmtaxning, in whole or in part, an identification 
number which is aniciuely assigned to the individual initial signal or copies thereof, 

wherein the identification number represents an address to a location in a remote 
database wherein a presto red set of information associated with the initial signal is 
15 contained, and 

means coupled to the system containing a processor responsive to basic operating 
instructions for enabling the reading of the additional information and enabling the 
realtime retrieving from the remote database a subset of the prestored information via a 
communications link with the remote site. 
20 7. The system of claim 6. wherein the prestored set of information 

comprises identification and description information about the signal or an object 
contained in or represented by the signal. 

8. The system of claim 6, wherein the prestored set of information 
comprises a set of machine instructions executable to perform a task relative to the 

26 initial signal or about an object contained in the initial signal. 

9. The system of claim 6, wherein the prestored set of information 
comprises a menu of options or commands. 

10. The system of claim 1, including means for steganographically 
embedding the additional information in the initial signal. 

so 11. The system of claim U wherein there also exists a second number as part 

of the additional information, wherein the second number h the address or identifier of 
the database itself to which the first identification points inside, in the context of 
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multiple databases serving a multitude of audio and visual signals. 

12. The system of claim 4, first and second numbers steganographically 
embedded in the initia] signal. 

13. The system of claim 1 . wherein there is addinonaliy an instrument or 
6 receiving station which monitors a multiple number of audio/visual public channels 

searching and recording the identification numbers and reporting sitings. 

14. In an image processing method that includes stegar^ographtcally 
decoding an input two-dimensional image to extract a multi-bit code therein, the image 
comprising a two-dimensional array of pixels, an improvement comprising; 

10 transforming the image into the spatial frequency domain; 

pattern matchiog the transformed image so spatial frequencies obtained by said 
transforming step coincide with reference spatial frequencies, to thereby effect 
registration of the transformed image; 

inverse-transfonning the transformed image to yield a registered image; 
10 identifying, in the registered image, a plurality of regions that encode a first 

control bit, said regions being distributed through the registered image in a regular 
array; 

performing a statistical analysis over at least said plurality of regions to 
determine whether the first control bit has first or second values; 
20 if said control bit has the first value, performing a first decoding process on the 

image to extract the code therefrom; and 

if said control bit has the second value, performing a second decoding process on 
the image to extract the code therefrom, the second decoding process being different 
than the first 
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"SHADOW CHANNEL", 828 
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QUEST FOR MOSAICED KNOT PAHERNS WHICH "COVER" AND 
ARE COEXTENSIVE WITH ORIGINAL IMAGE; 
ALL ELEMENTAL KNOT PATTERNS CAN CONVEY THE SAME 
INFORMATION, SUCH AS A SIGNATURE, OR EACH CAN CONVEY A 
NEW MESSAGE !N A STEGANOGRAPHIC SENSE 
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2-D BRIGHTNESS OF PHASE-ONLY FILTERED 

RING IS SIMILAR TO THE ABOVE BRIGHTNESS PATTERN 

ROTATED ABOUT CENTRAL POINT OF RING: 
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EXAMPLE OF HOW MANY ELEMENTARY BUMPS, 900. WOULD BE ASSIGNED 
LOCATIONS IN AN IMAGE, AND THOSE LOCATIONS WOULD BE ASSOCIATED 
WITH A CORRESPONDING BIT PLANE IN THE N-BIT WORD, HERE TAKEN 
AS N=a WITH INDEXES OF 0-7. ONE LOCATION, ASSOCIATED WITH BIT 
PLANE '5°, HAS THE OVERLAY OF THE BUMP PROFILE DEPICTED. 
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CONTAINS RUDIMENTARY OPTICAL SCANNER, 
MEMORY BUFFERS, COMMUNICATIONS DEVICES, 
AND MICROPROCESSOR 
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CONSUMER MERELY PLACES CARD INTO WINDOW 
AND CAN, AT THEIR PREARRANGED OPTION. EITHER 
TYPE IN A PERSONAL IDENTIFICATION NUMBER 
(PIN, FOR ADDED SECURITY) OR NOT. THE TRANSACTION 
IS APPROVED OR DISAPPROVED WITHIN SECONDS. 
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FIG. 26 

THE NEGLIGIBLE-FRAUD CASH CARD SYSTEM 




A BASIC FOUNDATION OF THE CASH CARD SYSTEM IS A 24-HOUR 
INFORMATION NETWORK. WHERE BOTH THE STATIONS WHICH CREATE 
THE PHYSICAL CASH CARDS, 950, AND THE POINT-OF-SALES, 984, 
ARE ALL HOOKED UP TO THE SAME NETWORK CONTINUOUSLY 
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EMBEDDED SIGNAL 
POWER SPECTRUM, 
1002 - 



UV PUNE. 1000 



TYPICAL POWER SPECTRUM 
OF ARBITRARY IMAGE, 
1004 



NON-HARMONIC SPATIAL FREQUENCIES ALONG THE 
45 DEGREE AXES, GIVING RISE TO A WEAVE-LIKE 
CROSS-HATCHING PATTERN IN THE SPATIAL DOMAIN 
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EMBEDDED SIGNAL 
POWER SPECTRUM, 
1006 




UV PLANE. 1000 



TYPICAL POWER SPECTRUM 
OF ARBITRARY IMAGE, 
1004 



NON-HARMONIC CONCENTRIC CIRCLES IN UV PLANE, 
WHERE PHASE HOPS QUASI-RANDOMLY ALONG EACH 
CIRCLE, GIVING RISE TO PSEUDO RANDOM LOOKING 
PATTERNS IN THE SPATIAL DOMAIN 
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PHASE OF SPATIAL 
FREQUENCIES ALONG 
THIRD CONCENTRIC RING. 
1016 
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POWER PROFILE ALONG ANGLE A, AS NORMALIZED BY 
ITS OWN MOVING AVERAGE; ONLY A MINIMAL AMOUNT 
EXCEEDS THRESHOLD. GIVING A SMALL INTEGRATED VALUE 



FIG. 33D 




1024 



POWER PROFILE ALONG ANGLE B. AS NORMAUZED BY 
rrS OWN MOVING AVERAGE; THIS FINDS STRONG ENERGY 
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SCALE = A; ADD ALL POWER VALUES AT THE 
"KNOWN" FREQUENCIES'. 1042 
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SCALE = B; ADD ALL POWER VALUES AT THE 
"KNOWN" FREQUENCIES". 1044 
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"SCALED-KERNEL" BASED MATCHED FILTER; PEAK IS 
WHERE THE SCALE OF THE SUBLIMINAL GRID WAS 
FOUND. 1046 
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ARBITRARY ORIGINAL IMAGE 
IN WHICH SUBUMINAL 
GRATICULES MAY HAVE BEEN PLACED 
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FIG. 37 

PROCESS STEPS 

1. SCAN IN PHOTOGRAPH 

2. 2DFFT 

3. GENEiWE 2D POWER SPECTRUM, FILTER WITH E.G. 
3X3 BLURRING KERNEL 

4. STEP ANGLES FROM 0 DEGREES THROUGH 90 (1/2 DEG) 

5. GENERATE NORMALIZED VECTOR, WITH POWER VALUE 
AS NUMERATOR. AND MOVING AVERAGED POWER 
VALUE AS DENOMINATOR 

6. INTEGRATE VALUES AS SOME THRESHOLD. GIVING 
A SINGLE INTEGRATED VALUE FOR THIS ANGLE 

7. END STEP ON ANGLES 

8. FIND TOP ONE OR TWO OR THREE "PEAKS" FROM THE 
ANGLES IN LOOP 4, THEN FOR EACH PEAK... 

9. STEP SCALE FROM 25% TO 400%. STEP -1 .01 

10. ADD THE NORMALIZED POWER VALUES CORRESPONDING 
TO THE 'N' SCALED FREQUENCIES OF STANDARD 

11 . KEEP TRACK OF HIGHEST VALUE IN LOOP 

1 2. END LOOP 9 AND 8, DETERMINE HIGHEST VALUE 

13. ROTATION AND SCALE NOW FOUND 

14. PERFORM TRADITIONAL MATCHED FILTER TO 
FIND EXACT SPATIAL OFFSET 

15. PERFORM ANY "FINE TUNING" TO PRECISELY 
DETERMINE ROTATION. SCALE, OFFSET 
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